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Abstract 

Security issues in cloud concerns and mainly associated with 
security issues faced by cloud service providers and the service 
issues faced by the cloud customers .In the existing system, 
providing security in cloud opt a huge amount of pay based on 
the service of usage by the customers in cloud environment. The 
extensive use of virtualization in implementing cloud 
environment brings unique security providence for the cloud 
customers and all other reseller's & subscribers of a public cloud 
service access. In the proposed system, an effective firewall 
security has been implemented for blocking and filtering the 
unwanted requests coming from the clients before the request 
approach the virtual machine. In the time of request processing, 
if the user requests the high level of data from the cloud, then 
based on the payment made by the cloud user, they can use and 
access the data’s from the cloud server. 
 
Keywords: cloud environment, firewall, blocking and filtering, 
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1. Introduction 

Cloud computing is one of the most emerging 
technologies which plays an important role in the next 
generation architecture of IT Enterprise. It has been 
extensively accepted due to its ability to reduce costs 
associated with computing while increasing flexibility and 
scalability for computer processes. An effective firewall 
security has been implemented for blocking and filtering 
the unwanted requests coming from the clients before the 
request approach to the virtual machine. Security issues in 
cloud concerns and mainly associated with security issue 
faced by cloud service providers and the service issues 
faced by customers. Security issues in cloud concerns and 
mainly associated with security issues faced by cloud 
service providers and the service issues faced by the cloud 
customers .In the proposed system, an effective firewall 
security has been implemented for blocking and filtering 
the unwanted requests coming from the clients before the 
request approach the virtual machine. 

 

2. System Analysis  

System Analysis is a united process dissecting the system 
responsibilities that are based on the problem domain 
characteristics and user requirements. 

2.1 Existing System 

1. In the existing system implement security in 
cloud option is a huge amount of pay, based on 
the service of usage by the customer in cloud 
environment.   

 
2. The major usage of virtualization in 

implementing cloud environment brings unique 
security providence for the cloud customers and 
all other reseller’s & subscribers of a public cloud 
service access      
 

3. The request constructed by client to the cloud 
server by stopping unwanted request by firewall  
 

4. The undesirable request will be stored in virtual 
machine not  raised to cloud server  

 
Disadvantage 
 

5. Unauthorized user can able to access cloud data, 
which is the major drawback.  

 
6. High payable cloud charges  

 
2.2 Proposed System 
 

1. In the proposed system, an effective firewall 
security has been implemented for blocking and 
filtering the unwanted requests coming from the 
clients before the request approach the virtual.  
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2. During the request implement, if the user requests 
the high level of data from the cloud, then 
established on the payment made by the cloud 
user, they can use and access the data’s from the 
cloud server.   

3. The MAC (media access control) address, IP 
address including system information will be 
blogged If an unauthorized or unsolicited person 
trying to access.   

4. Fast computing   
5. Highly authenticated user only can access the 

information.   
6. The users have to pay if the users want high level 

data.  
 
Advantage:  
 

1. Virtual firewall provides enhanced level of 
security in user level access.  
 

2. Highly authorized user alone able to access  
 
3. Implementation 
 

Implementation is the moment of the project when the 
theoretical design is turned out into a working system. 
 

3.1 Architecture 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1: Architecture Diagram 
 
 

3.2 Module Description 
 

1. Firewall rule creation module  
2. Virtualized firewall creation 

module 
3. Data access module         
4. Cost computation module  
5. Blocked user access module  
6. Mac privilege module  
7. System information module  
8. Performance evolution module.  

3.3 Firewall Module Creation 

1. A Firewall is a system designed to prevent 
unapproved access to or from a private network 
(especially Intranets).   

2. Create a firewall rule that permits the ping 
command first and customize the icmpv type.   

3. Using this order to deploy all windows server and 
create a specific filter.  

4. Using this rule to verify the remote servers and 
work stations along with ping configuration. 

 

 

 
 
 
 
 
 

Figure 2: Firewall Creation 
3.4 Virtualized Firewall Creation  
 
1. A firewall product is required to support virtual 

devices in most of its firewall features 
2. In network construct zones, not necessary to 

configure security policy for each interface in a 
firewall network.    

3. Create resource based packet filtering within same 
virtual device to remove zones in a network. 

4. RBPF in different virtual devices are also accepted. 
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Figure 3: Virtualized Firewall Creation 
 
3.5 Data Access Module 
 
1. If the IP address of appeal is within one of the ranges 

specified in server level firewall rules, the connection 
is granted to SQL Database server has a matching 
database-level rule.   

2. If the IP address request is not within the ranges 
specified in server level firewall rules mean, 
connection failed otherwise database firewall rules are 
checked.   

3. The connection established only when the client 
passes through firewall in sql database.  

 
 
 
 
 

 
 

 

Figure 4: Data Access 

3.6 Cost Computing Module 
 

1. Flexible cloud hosting services, positive and 

secure information all those involved in cost 

computation.  

2. It produces very low rate for the compute 

capacity is actually consuming and produce high 

performance over data.  

 

 

 

 

 

 

 

 

 

 

Figure 5: Cost computation modules 

3. Having route access to each one and interact with 

machine, retaining data based on boot partition 

also added an advantage  

 

3.7 Blocked User Access Module 

1. Firewall that allows to block programs from 

being accessed by other people on the internet or 

network. It helps to keep computer secure.  
 

2. Testing a blocking rule, this rule used to test the 

website and block the website by network 

administrator.  
 

3. To create a content filter to block user access in 

group of websites in a network. Troubleshooting 

the block page to avoid unauthorized person 

using a network.  

 
 

 

 

 

 
Figure 6: Blocked User Access 

  
3.8 MAC Privilege Module 
 

1. Mac address is a unique address assigned to 
almost all network hardware's.(ex:mobile 
phones).   

2. Creating firewall rules based on Mac address this 
also very effective while accessing system from 
cloud server.   

3. It addresses filters to prevent devices from 
sending outgoing TCP/UDP traffic to the WAN.  
 
 
 
 
 
 
 
 

  
 
 
  

Figure 7: MAC Privilege Module 
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3.9 System Information Module  
 

1. Usually to check whether the person is 
authenticated user or unauthenticated user in a 
database while access the information in cloud 
server.   

2. Authenticated user information is stored in 
database this helps to make a user to access the 
cloud server.   

3. And, system information (IP address, Mac 
address) are also checked in a database to allow 
the user to utilize the system.  

 
 
 
 
 
 
 
 

Figure 8: System Information 

3.10 Performance Evaluation Modules  
 

1. Acceptance of cloud, virtualization and mobility 
providing more vulnerabilities than ever for 
hackers to exploit.   

2. Now days, Firewall performance based on shares 
and information about applications, attack 
signatures and address is increased.   

3. Firewall needs to manage flows between tiers of 
virtualized servers to increase the performance in 
a line-server.  
 
 
 
 
 
 
 

 
 

Figure 9: Performance evaluation 

4. Conclusions 

As the development of cloud computing, security issue has 
become a top priority. The challenges in privacy 
protection are sharing data while protecting personal 
information. This paper discusses the safety issues of 

present cloud computing data security mechanisms and 
proposes an enhanced data security model for cloud 
computing to ensure security in each cloud layers. With 
the help this new security model, we can improve the 
security flaws of existing data security model in cloud 
environment and thereby ensuring the data security in 
cloud environment. In our Project we can dynamically 
create firewall to avoid unwanted request from client side 
and provide security for our cloud and data. 
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