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Abstract – Some issues in these categories were 
addressed by multi-sensor application or sensor 
fusion. However, advancement in technology and 
advent of wireless sensors in a networked 
environment, brought along a new risk factor related 
to the security in wireless sensor network. Therefore 
security in Wireless Sensor Network WSNs is 
challenging and critical to the functionality of the 
networked sensors. The problem of security is due to the 
wireless nature of the sensor networks and constrained 
nature of resources on the wireless sensor nodes, which 
means that security architectures used for traditional 
wireless networks are not viable. Furthermore, wireless 
sensor networks have an additional vulnerability because 
nodes are often placed in a hostile or dangerous 
environment where they are not physically protected. This 
is very important in cases of highly secure 
environment, especially in industrial, military, and 
medical domains. This paper analyzes security 
requirements in wireless sensor networks and 
summarizes key issues, attacks and threats that 
should be solved for achieving the ad hoc security. 
We also present some secure solutions for achieving 
the security in wireless sensor networks.  
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I. Introduction  

Sensors have become a prevalent part of many 
aspects of daily life and are greatly relied upon in 
technological environments. The range of sensor 
usage varies from standard to advanced levels. It is 
rarer to see the use of single senses to accomplish a 
task. Wireless Sensor Networks (WSN) are emerging 
as both an central new stage in the IT ecosystem and 
a rich area of active research involving hardware and 
system design networking, distributed algorithms, 
programming models, data management, security and 
social factors [1]. The main objective of this research 
is to create an energy efficient security solution in 
order to secure WSN from an internal and external 
attack. Various approaches have been made to 
enhance network security, without heavily straining 
resources such as energy. 
 
 
 

 In any networked environment, the security services 
of authentication and confidentiality are highly 
important factors in maintaining communications. 
The Trust and Reputation Model (TRM) is an 
innovative security mechanism for wireless sensor 
networks. 
A review of wireless sensor networks and importance 
of their security will be given here in this section. 
Description of Trust and Reputation Model will be 
presented and two security approaches, that is, 
BTRM and PTS that led to the proposed model will 
be explored. Finally performance of the original 
approach and our proposed will be compared, leading 
to conclusion and planning for future research. 
 

A. Review of Wireless Sensor Networks 
 
Wireless sensor networks consist of distributed 
autonomous sensors that are used for monitoring 
certain physical condition such as temperature, 
pressure, sound, motion, etc. The network system 
incorporates a gateway that provides wireless 
connectivity to the distributed nodes and back to the 
wired network [2]. WSNs are designed to perform a 
variety of information processing functionalities 
including security and military sensing [3], 
environmental monitoring , as well as healthcare 
supporting.Applications of WSNs can vary 
significantly in requirements and deployment 
environments. 
WSNs can play a critical role in military Commands, 
Controls, Communications, Computing, Intelligence, 
Surveillances, Reconnaissance, and Targeting 
(C4ISRT) systems [10]. They can be used to, for 
instance, monitor friendly and enemy forces, 
communicate commands, or sense different forms of 
attacks. Environmental applications have been 
proposed for WSNs. Common uses of these 
applications are: habitat monitoring, animal tracking, 
forest-fire detecting, precision farming, and disaster 
relief. Embedding WSNs in natural environment 
enables researchers to collect long-range data on 
previously unattainable scales. 
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B. Issues Pertinent to Security in Wireless Sensor 
Networks 
 
Wireless Sensor Networks need using effective 
protocols and algorithms in order to be dispersed 
efficiently and securely in variety of applications. 
New protocols design and test are challenging, their 
security requirements are among the most important 
aspect which need to be clearly analyzed and defined. 
[15]-[19] reviews most occurring security attacks 
against Wireless Sensor Networks. The attacks can 
be grouped into five classes of selective forwarding, 
sinkhole attacks, Sybil attacks, wormholes, and 
HELLO flood attacks. 
 
C. Brief description of network layer attacks in 
WSN 
Selective Forwarding: In a selective forwarding 
attack, 
malicious nodes may assault WSN by refusing to 
forward messages, or simply dropping packages 
received. Sinkhole Attacks: In a sinkhole attack, a 
malicious node attracts all the traffic from a 
particular area by making itself look especially 
attractive to surrounding nodes with respect to the 
routing algorithm. The Sybil Attacks: In Sybil attack, 
a malicious node disguises as other nodes by means 
of impersonating other nodes, claiming false 
identities, or worst, generating a large number of 
additional node identities using only one physical 
device. 
Wormholes: In wormhole attacks, a malicious node 
located near the base station can tunnel messages 
over a low latency link and thus, completely 
disrupting message traffic. HELLO Flood Attack: In 
HELLO flood attacks, attacker broadcasting routing 
or other information with stronger enough 
transmission power could convince every node in the 
network that the adversary is its neighbor. 
 

II.  A NEW MODEL OF SECURITY 
Trust and Reputation System management is an 
innovative solution for maintaining a minimum 
security level between two entities having 
transactions or interactions within a distributed 
system. Trust is a particular level of the subjective 
probability with which an agent will perform a 
particular action; while a reputation [6] is an 
expectation about an agent's behavior based on 
information about it or observations of its past 
behavior. In most cases, these two terms are not 
distinguished explicitly and could be used 
interchangeably. In WSN transactions, if we define 
the sensors asking for services as client sensors, and 
sensors providing services as server sensors, then the 
client sensors will determine whether to have 

transactions with a server sensor based on its 
trustworthiness or reputation. A trust and reputation 
model is generally composed of five components  : 
gathering information, scoring and ranking, selecting 
entities, having transaction, and reward or 
punishment. Gathering information, the first 
component of a trust and reputation system, is 
responsible for collecting behavioral information 
about other entities, for instance peers, agents, or 
paths. The information collected might come from 
different sources [7]. 
It could be first-hand (direct observation or own 
experience), or second-hand (information provided 
by peers). Once information about an entity has been 
properly aggregated and weighed, a reputation score 
is then computed and given base on certain 
algorithm. The primary objective of this procedure is 
to provide the clients a measurable approach to 
decide which server node is most trustworthy. The 
next step is selection of the most trustworthy or 
reputable server entity in the community by the 
client, and commencement interaction with it 
demanding certain service and followed by further 
interactions. 
In other word, _ can be considered as the trust that a 
sensor gives another. The detailed steps and 
algorithms of BTRM-WSN are as follows : 
Gathering information: A set of artificial ants are 
created; and then they leave the client sensor. When 
an ant moves from a sensor i to sensor j, it gives a 
command for these two sensors to modify the 
pheromone value of the path between them via Eq. 1 
and Eq. 2. 
 

 
 
τij is the pheromone value of the path between sensor 
i and sensor j; Ω is the convergence value of τij; and ᵠ 
is a parameter controlling the amount of pheromone 
left by the ants. 
When traveling along a WSN searching for the most 
trustworthy routing to the server providing good 
service, each ant needs to decide whether to stop and 
return the solution to the client, or continue to find 
another one based on the reputability of the server 
that is has found. When ant k arrives at sensor s, 
several situations may occur. The first is that sensor s 
provides services. 
 
 
 
 

III. LAYERING-BASED ATTACKS 
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A. Physical Layer 
Jamming is a well-known attack on physical layer of 
wireless network. Jamming interferes with the radio 
frequencies being used by the nodes of a network. An 
attacker sequentially transmits over the wireless 
network refusing the underlying MAC protocol. 
Jamming can interrupt the network impressive if a 
single frequency is used throughout the network. In 
addition jamming can cause excessive energy 
consumption at a node by injecting impertinent 
packets. The receiver’s nodes will as well consume 
energy by getting those packets . Xu, Trappe, Zhang 
and Wood in 2005 proposed [11] four different type 
of jamming attack that can be used by an attacker to 
stop the operation of a wireless network. How each 
model affects on the sending and receiving capability 
of a wireless node and its impressiveness were 
evaluated. It was remarked that no single system of 
measures such as carrier sensing time and signal 
strength is adequate for reliably detecting the conduct 
of a jammer, and that using packet delivery cannot 
recognize whether poor link service was due to the 
mobility of nodes or jamming while it may be 
efficacious in mark as different between jammed 
scenarios and congested. Tampering is another attack 
on physical layer. In this attack, nodes are vulnerable 
to tampering or physical harm [12]. 
 
B. Data Link Layer 
Attacks can also be made on the link layer. An 
attacker may premeditatedly violate the 
communication protocol, and frequently send 
messages in an attempt to cause collisions. This type 
of collisions would need the retransmission of any 
packet influenced by the collision. By means of this 
technique it would be possible for an adversary to 
consume easily a sensor node’s power supply by 
forcing oversupply retransmissions . In Table 2, 
describes Data Link Layer Threats and 
Countermeasures in WSN [13]. 
 
C. Network Layer 
A sensor node may obtain benefit of multi hop using 
simply refusing to route messages at the network 
layer. This could be executed frequently or 
irregularly with the net result being that any neighbor 
who marks a route through the malevolent node at 
least will be incapable of exchange messages with, 
part of the network [5, 14]. Entry by force or without 
permission in network layer can be grouped into two 
categories: passive and active attacks. A passive 
trespass does not interrupt the functioning of the 
network; but the adversary to discover information, 
eavesdrops on the traffic flowing across the network 
without modifying the data. It is very difficult to 
detect passive attack in view of the fact that a passive 

attack does not influence the functioning of the 
network. However, an active attack unlike a passive 
attack. An active attack drops or modifies message 
thereby interfering the functioning of the network 
where both data packets and routing control packets 
kept by Messages. An attacker can attack  routing 
packets causing a useless routing table at the source. 
On the other side, an attacker can attack data packets 
causing imperfect communication, although it assists 
with other nodes to make legal routes between 
senders and receivers. For instance Wormhole attacks 
[15], Blackhole attacks [16], Byzantine attacks [17], 
DDoS attacks [18] and routing attacks [19, 20] are 
active attacks. In addition active attacks can be 
classified based on whether they target the data plane 
or control plane for example key distribution or 
routing protocols. 
 

IV.  SECURITY REQUIREMENTS 
A Sensor network is a unique kind of Ad Hoc 
network. 
So it shares some general property as computer 
network. The security necessities of a wireless sensor 
network can be categorized as follows: 
 
A. Data Authentication 
Message authentication is fundamental for various 
applications in sensor networks. Authentication is 
required for many administrative responsibilities (e.g. 
network reprogramming or controlling sensor node 
duty cycle).In a sensor network, an adversary can 
simply inject messages, so the receiver wants to make 
confident that the data used in any decision-making 
process originates from the accurate source [4]. Data 
authentication prevents illegal parties from 
participating in the network along with genuine nodes 
should be capable to detect messages from 
unauthorized nodes. 
 
B. Integrity 
Data in transmit can be changed by the adversaries. 
Data integrity makes sure the receiver that the 
received data is not changed in transit by an enemy. 
Data Authentication can also provide Data Integrity. 
 
C. Data Confidentiality 
Confidentiality means keeping information hidden 
from unauthorized partie [14]. The normal approach 
for keeping sensitive data hidden is to encrypt the 
data with a secret key, hence achieving 
confidentiality. That kind of issue is very important 
in network security. 
 
D. Availability 
Introduction to encryption algorithms in the wireless 
sensor network makes it more costly. Some 
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approaches prefer to modify the code to reuse as 
much code as possible. Several approaches try to 
build use of additional communication to get the 
similar goal. What’s more, various approaches force 
strict limitations on the data access, or suggest an 
incompatible scheme (such as a central point scheme) 
in order to shorten the algorithm. But all these 
approaches weaken the availability of a sensor and 
sensor network for the following reasons: 
•Supplementary computation consumes additional 
energy. If no additional energy exists, the data will no 
longer be available. 
•A particular point crash will be introduced if using 
the 
central point scheme. This greatly threatens the 
availability of the network. The necessity of security 
not only affects the  function of the network, but also 
is highly important in maintaining the availability of 
the whole network [5]. 
• Additional communication also consumes more 
energy. 
 
E. Data Freshness 
Even if confidentiality and data integrity are assured, 
we also require guaranteeing the freshness of each 
message [4]. Data freshness implies that the data is 
recent, and it ensures that an adversary has not 
replayed old messages. To make sure that no old 
messages replayed a timestamp can be added to the 
packet. 
 

V. SECURITY THREATS AND 
ISSUES IN WIRELESS SENSOR 
NETWORKS 

The majority of the attacks in wireless networks are 
nearly similar to their wired counterparts. Wireless 
networks are vulnerable to security attacks due to the 
broadcast environment of the transmission medium. 
Furthermore, wireless sensor networks have an extra 
vulnerability because nodes are often placed in an 
unfriendly or dangerous environment where they are 
not physically protected [1, 2]. We identify and 
categorize the security threats and attacks in Wireless 
Sensor Network as follows: 
 
A. Denial of Service 
Denial of Service (DoS) is some occasion that 
diminishes or eliminates a network's capacity to 
execute its expected function. Denial of Service 
(DoS) is formed by the accidental crash of nodes or 
malicious action. The simplest DoS attack aim to 
exhaust the resources accessible to the victim node. 
In wireless sensor networks, a large number of DoS 
attacks are 
produced in different. In the physical layer the DoS 
attacks could be jamming and tampering, at link 

layer, collision, exhaustion, unfairness, at network 
layer, neglect and greed, homing, misdirection, black 
holes and at transport layer this attack could be 
performed by malicious flooding and 
Desynchronization [6]. 
 
B. Sybil Attack 
Large-scale peer-to-peer systems face security threats 
from faulty or hostile remote computing elements. 
Peer-to-peer and other decentralized, distributed 
systems are known to be particularly susceptible to 
Sybil attacks. A Sybil attack is attack in which an 
attacker destabilizes the reputation scheme of a peer-
to-peer network by creating a huge number of 
pseudonymous entities, using them to gain a 
disproportionately big influence. 
Authentication and encryption methods can prevent 
an 
outsider to initiate a Sybil attack on the sensor 
network. An insider cannot be prevented from 
participating in the network. Public key cryptography 
can avoid such an insider attack, but it is too costly to 
be used in the resource constrained sensor networks 
[20]. One solution is to have each node share a 
matchless symmetric key with a trusted base station. 
 
C. Blackhole/Sinkhole Attack 
In Blackhole attack, a malicious node acts as a 
Blackhole to magnetize all the traffic in the sensor 
network. Once the malicious gadget has been able to 
introduce itself between the communicating nodes 
(for example, sink and sensor node), it is able to do 
anything with the packets passing between them. In 
fact, this attack can affect even the nodes those are 
considerably distant from the base stations. 
 
D. Wormhole Attack 
Wormhole attack [16] is a serious attack in which the 
attacker records the packets (or bits) at individual 
location in the network and subway those to another 
location. The retransmitting of bits could be done 
selectively. Wormhole attack is a main threat to 
wireless sensor networks, because this kind of attack 
does not want compromising a sensor in the network 
rather, it could be executed even at the initial phase 
when the sensors begin to discover the adjacent 
information. 
 
TABLE 1. WSNS THREATS IN LAYERS & DEFENSE 
MECHANISM 
 
Layers Attacks Defences Priority 
Physical 1. Denial of 

Service(DoS) 
2. Tampering 

Priority Messages, 
Tamper Proofing, 
Hiding, Encryption 
[21] 

4 

Data 1. Jamming Error Correcting 1 
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Link 2. Collision Codes 
Network 1. Sybil 

Attack 
2. Wormhole 
Attack 

Identity 
Certificates[20], 
Redundancy, 
Probing, 
Authorization, 

2 

 
VI. PERFORMANCE ANALYSIS 

We conduct three experiments simulating the 
proposed EBTRM system in order to evaluate its 
performance and to compare it with the other two 
original approaches, namely BTRM-WSN, and Peer 
Trust system. The first experiment aims at comparing 
the three systems in terms of the accuracy in 
searching for trustworthy sensors, which evaluates 
the level of 
security provided; the second test compares the 
average path length leading to the trustworthy sensors 
selected, which evaluates the efficiency, or the 
easiness in finding trustworthy sensors, of the three 
systems; and finally, the overall energy consumption 
of the WSNs applying these systems, which evaluates 
the energy efficiency of the systems is also 
compared. 
 
A. TRMSim-WSN 
TRMSim-WSN [10], [20] is a Java-based trust and 
reputation model simulator aiming at providing an 
easy way to test a trust and reputation model over 
WSNs and to compare it against other models. Work 
has been done to develop similar model in C++. 
Partial test carried out indicated that the execution 
time is significantly reduced. On this basis, a WSN 
template was designed using the same Network 
Parameter settings in TRM-WSN as: Clients: 15%, 
Relay Servers: 5%, Radio Range: 10, Min. Number 
of Nodes: 200, Max Number of Nodes: 200, Number 
of Network 500, Number of Execution: 100. Then the 
simulator will randomly create WSN for experiments 
based this template. Note that 15% of all nodes in a 
randomly created WSN are clients which will request 
default services. The other 85% nodes will act as 
servers which will be asked to provide services upon 
request. The following subsections provide details of 
tests being conducted using new software 
environment. 
 
B. Accuracy 
Here we use the concept “accuracy” to evaluate the 
reliability and level of security provided by the trust 
and reputation system. The accuracy of a trust and 
reputation system is represented by the percentage 
that the number of times when it successful selects 
trustworthy sensors (the former situation) out of the 
total number of transactions. A better trust and 
reputation system should have a good control of the 

negative influence which the malicious nodes have 
on 
the WSN. TABLE 2. compares Accuracy of the 
BTRM-WSN, Peer Trust system, as well as the 
proposed EBTRM system. From the previous 
discussion, we can conclude that when the percentage 
of malicious sensors is not high (less than 40%), the 
difference between these three trust and reputation 
system in terms of accurately finding trustworthy 
sensor is not significant, and they can all achieve 
accuracy of 98%. However, when the situation is 
getting more unsecured (the percentage of malicious 
sensor is getting higher), we can tell that the 
proposed EBTRM can provide the highest accuracy 
and thus the highest level of reliability and security. 
 
TABLE 2. ACCURACY IN SEARCHING FOR TRUSTWORTHY 
SENSORS, 
COMPARISON OF BTRM-WSN, PEER TRUST, AND EBTRM 

 
 

VII. CONCLUSION 
Security related issues in wireless sensor network 
have 
become an important part of research in present 
scenario. This research paper introduces the 
technology of WSN and also describes the various 
security requirements in Wireless sensor networks. 
In this study, two current solutions related to trust 
and 
reputation systems namely Bio-inspired Trust and 
Reputation Systems, and Peer Trust Systems for 
Wireless Sensor Networks are reviewed. In order to 
produce stronger security environment for WSNs an 
enhanced model of bio-inspired trust and reputation 
model is designed and implemented. The objectives 
of the enhanced model are to guarantee an increased 
level of security within wireless sensor networks 
without compromising the behavior of the original 
model as well as keeping the energy consumption to 
its lowest possible. The Various security 
issues/attacks has been investigated and overviewed. 
The various security vulnerable solutions were 
proposed to achive the development of fault tolerant 
and energy efficient wireless sensor network model.  
In this investigation, based on the results presented 
earlier, it is evident that the proposed enhanced 
system is offering an increased level of accuracy in 
detecting trustworthy sensors which in return 
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increases the security level of wireless sensor 
networks without sacrificing efficiency in finding 
trustworthy sensors, in comparison with the original 
model and only with an insignificant and acceptable 
level of energy consumption increase. Comparing to 
the other two earlier models the proposed enhanced 
model is able to find trustworthy sensors with greater 
accuracy. On the other hand BTRM operates with 
slightly less average distance between client and 
selected trustworthy sensors as well as overall 
network energy consumption is slightly less as 
compared with EBTRM. In conclusion the enhanced 
mechanism of EBTRM is able to improve security 
level by increasing the accuracy in finding the 
trustworthy sensors. The research will continue to 
improve the ease of search and energy consumption 
while maintain 
enhanced security. This work significantly shortened 
execution time through changing software 
environment. Considering multi-objectives decision 
making, the optimum solution depends on the 
particular requirements, which may differ for 
different environment or applications. Therefore 
developing pareto optimality facilitates selection of 
optimum solutions. Ideally the new extension will be 
conducted using HPC resources to develop near real-
time solution. 
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