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31TAbstract 

The rattling increase use of cloud in market propelled us to 
think on more possibilities of advancement in robotics and 
automation using cloud technology. Recently, robots and automation 
systems have been at the anterior of research with the preponderance 
of systems still operating independently using onboard computation, 
memory manipulation and communication. New approaches where 
robot and automation processing is performed remotely with access 
to large scale datasets, support a range of functions. Cloud Robotics 
supplements performance enhancement of robotics and autonomous 
systems by providing a global infrastructure in innovative ways. The 
paper talks about the recent research into Cloud Robotics for 
performance enhancement in robotics and autonomous systems: 1) 
Aloof Brain, 2) Big Data, 3) Collective Robot Learning. It has also 
insinuated some levels of segregation of cloud data to provide a more 
secured robot control system. The information is acquired according 
to the availability of contents corollary among the aplenty of stored 
relevant data, drifted to extract the better outcome of corollary and is 
made available through a various level structured cloud cadre 
(LSCC). LSCC is an assimilation of mother cloud, daughter cloud 
and granddaughter and various clouds integrating the gathered 
information required for controlling the robot. 
 
31TKeywords31T: level structured cloud cadre, segregation, mother cloud, 
daughter cloud, granddaughter cloud, aloof brain, big data, 
collective robot learning. 
 

I. INTRODUCTION 
 

The reliable advancement of technology and its use in 
every field are increasing the dependencies of people on 
technology more. Living in a world without machines is 
almost impossible to imagine. Without even the simplest 
machines, many tasks that we do every day would be almost 
impossible. Machines make it easier for humans to perform 
everything from the simplest to the most complicated of tasks. 
Robot the red hot machine has banged its entry to the society, 
and has revolutionised the human way of living in the future. 
A robot is a mechanical or virtual artificial agent usually an 
electro-mechanical machine that is guided by computer 
program and electrical circuits [30].  Robots have replaced 
humanities in the assistance of performing those repetitive and 
dangerous tasks which humans prefer not to do due to size 
imitation or even those such as in outer space or bottom of the 

sea where human cannot survive extreme environment. It can 
be humanity’s loyal servant, but it can also be mankind’s 
worst enemy, which may be our doom. Thus it has to be 
programmed very carefully and efficiently. Robots are 
attendant by intelligent chips indwelled in it. These chips are 
static and once programmed it can’t be changed, moreover the 
chips inhabit a huge space of robot.  

 
     With the recent popularity of “Cloud Computing” systems 
and the de facto increased standard in many areas of advanced 
information technologies there has been increasing interest in 
applying similar concepts to robotics and autonomous 
systems. Due to the limited capacities of on-board processing, 
storage and battery capacities, robotic devices are constrained 
to numerous limitations. With these increasing limitations of 
chips, the on-board processing concept is revamped to a 
concept of Robot Cloud i.e. robotics and automation using 
cloud. The concept can be infer as any robot or automation 
system that relies on either data or code from a network to 
support its operation, i.e., where not all sensing, computation, 
and memory is integrated into a single standalone system [29]. 
This definition is intended to include future systems and many 
existing systems that involve networked tele-operation or 
networked groups of mobile robots such as UAVs [26], [27] 
or warehouse robots [24], [25] as well as advanced assembly 
lines, processing plants, and home automation systems, and 
systems with computation performed by humans [21], [22]. 
Due to network latency, variable quality of service, and 
downtime, Cloud Robot and Automation systems often 
include some capacity for local processing for low-latency 
responses and during periods where network access is 
unavailable or unreliable. 
 
     The Google self-driving car exemplifies the idea. It indexes 
maps and images collected and updated by satellite, Street 
view, and crowd sourcing from the Cloud to facilitate accurate 
localization. Another example is the Kiva Systems pallet robot 
for warehouse logistics. These robots communicate wirelessly 
with a local central server to coordinate routing and share 
updates on detected changes in the environment [29]. 
 
     In this paper we have introduced a more secured access of 
cloud services and its benefit with the robotics. Security 
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seemed to be one of the major issues in cloud robotics. 
Organizations are still not able to credence on cloud storage 
completely as it’s an open source and stores a huge data all 
together. To conceive a more secured cloud structure our 
system has introduced a level structured cloud cadre (LSCC) 
shown in fig.1 

.  
Fig.1 LSCC 

 In this level structured cloud cadre we will be using 
cloud hierarchy to provide a level wise security. A part from 
security this structure will also provide an easy way of 
segregated data according to the level of its use and 
availability.  

II. RELATED WORK 
 

Cloud robotics and automation is not a new topic of 
discussion. The emergence of thought in the field started with 
the recognition of networking to connect machines in 
manufacturing automation system over 30 years ago. General 
Motors, in the 1980s developed the Manufacturing 
Automation Protocols (MAP) [20]. The first industrial robot 
was connected to the web was in 1994 with an intuitive 
graphical user interface that allowed visitors to tele-operate 
the robot via any Internet browser. Inaba [13] describes the 
advantages of remote computing for robot control under the 
name ‘ remote brained robot’. In 2009, the Roboearth a 
project that envisioned a ‘World Wide Web’ for robots, a 
giant network and database repository where robot can share 
information and learn from each other about their behaviour 
and environment [9] [10]. Systems have been proposed that 
address different aspects of the cloud robotics vision.  Under a 
major European Union grant, a series of system architectures 
for service robotics by the Roboearth research team [2][3]. 
Some of them focus on remote sensor data processing [2] or 
on implementing computationally expensive algorithms in the 
cloud [1]. Other attempts were made to make existing web 
and cloud based resources available for the robots. In 2010 
James kuffner introduced the term “Cloud Robotics”. A good 

overview of cloud robotics is given by Goldberg [12].  The 
Ubiquitous Network Platform (UNR-PF) handles the task 
execution and supervision [18] on multiple robots and sensor 
devices at different locations. “Industry 4.0”, the term was 
introduced in Germany in 2011. It predicts an industrial 
revolution that will use networking [16]. In 2012, Industrial 
Internet was introduced to describe new effort where 
machines connect over to network to share data and 
processing [17] [19]. 
     Many such related projects have shown up and many yet to 
come. In this paper we are not much focussing on any new 
robot system but we have tried to work on the existing 
systems to make it work better. 
 

III. ALOOF BRAIN 
 

     Robots are known for their capability of processing 
information using multiple processors. There are robots such 
as mobile robots or Unmanned Aerial Vehicles (UAV) has 
limitations in size and payload thus results in having limited 
capacities of on-board processing. Such robots can exploit the 
facilities of offloading the heavy computation task to an 
external computer. Cloud is capable of providing the robots 
this aloof or remote processing task allowing them to offload 
these heavy computations. Cloud provides remote computing 
by enabling massively parallel computation on demand. The 
European Union, Dream cloud Project is an achievement that 
enables dynamic resource allocation in many high 
performance and embedded system. It aims at enabling High 
Performance Computing (HPC) and cloud computing system 
to stabiles the workload and manages resources so that they 
can get a meaningful guarantee in terms of performances and 
energy.  
     Cloud computing is used as a platform for offloading and 
processing tasks remotely. The clouds permit running 
interactive, real time simulation tasks in parallel. It includes 
various tasks like image building using PCL (Point Cloud 
Libraries), video surveillance, sensor information tracking, 
evaluating performance evaluation tasks etc. Agostinho [54] 
created a cloud platform for robotics workflows using the 
Platform as a Service approach. Researchers have started 
more implication of these services in the scientific and 
technical HPC tasks. 
     Computing resources can be hired on rent for various 
computing task from public domain cloud service provider 
such as Amazon Web Services[55] Elastic Compute Cloud, 
known as EC2[56] , Google Compute Engine[57] , and 
Microsoft Azure[58]. The DAvinCi [59] project provided a 
platform that uses Map/Reduce in the cloud for solving FAST 
SLAM as parallelization. This helps robots to explore the 
chances of creating a global map by allowing the robots to 
interact with each other and share localization. 
     Cloud computing has been used by researchers for 
offloading computations for sample-based statistical motion 
planning. This can be used for the exploration of the 
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disruption in objects and environmental pose, shape and robot 
response to sensors and commands. Rapyuta proposed by 
Hunziker [31] in the Roboearth Cloud engine that allows 
heavy computing of expensive algorithms and their 
implementations to run in the cloud. Cloud Enabled Robotics 
System (CERS) [29] allows robots to form a local networked 
system. A distributed service framework for cloud based robot 
services is being presented by Jeeves. The basic mechanism of 
the framework is a robot assignment function, which 
determines the robot capability and accordingly assigns the 
proposed tasks to the end users to the suitable robot. In 
general cloud computing and robotics can interact and mesh 
up to minimize the various constraints of robots by offloading 
the task for the improved performance thus there come the 
realization of the Aloof Brain. 
 

IV. BIG DATA 
 

     Big data basically consists of data sets with sizes beyond 
the ability of commonly used software tools to 30Tcapture30T, 30Tcurate30T, 
manage, and process data within a tolerable flow of time [35]. 
The huge calibrated data’s that cannot be managed, 
transformed, moved or analysed efficiently without using high 
performance computing resources, is termed as Big Data[36]. 
The Cloud has the capability to provide the robots and 
automation systems to an access of vast resources of data that 
are not possible to maintain in on-board memory. “Big Data” 
describes “data that exceeds the processing capacity of 
conventional database systems” [37] including images, video, 
maps, real-time network and financial transactions [38], and 
vast networks of sensors [39]. 
 
     Autonomous robots are typically equipped with multiple 
sensors, cameras etc. Data collected from these sensors is 
normally used for taking decisions on localization, movement, 
path determination etc. for the robot. Sharing this data among 
multiple robots increases the volume to an extent that 
managing it would overwhelm limited capacities onboard a 
robot. Thus Cloud makes the Big data i.e. the enormous 
amount of data available on demand.  
     The Columbia Grasp dataset [11] has one of the large 
dataset of pre-computed hold on thousands of 3D models that 
have been used in many research studies [40]. Grasping is an 
interminable challenge in robotics: determining the optimal 
way to grasp a newly encountered object. 

 

 
Fig.2 Google's object recognition system 

 
Google Goggles [41], a free image recognition service for 
mobile devices (see Fig. 2), has been incorporated into a 
Cloud based system for robot grasping [42], as illustrated in 
Fig.3 
 

 
 
Fig.3  System Architecture for Cloud-based object recognition 

for grasping. 
     It uses the network-based image recognition service for 
mobile devices. It has also been used as a service for robotics 
research. Various datasets have been reported in the literature 
specific to research topics. The Willow Garage Household 
Objects Database [43] is another dataset that contains 
thousands of 3D models that can be used to evaluate various 
aspects of grasping. The new advancement in the field is the 
RoboEarth [44]. 
     It basically acts as a Cloud engine for the robots. The 
Roboearth Cloud engine also called as RAPYUTAP

 
P[45]. 

RAPYUTA allows Robots to have a powerful computation. 
Robots can offload their heavy computation to secure 
computing environment in the cloud with least configuration. 
Roboearth gets a high bandwidth access in the knowledge 
repository enabling robots to benefit from the experience of 
other robots.  
     Roboearth is a European Union’s project. It develops a 
web based knowledge which lets a robot to share information 
and obtain. Its main vision is to provide a World Wide Web 
for the robots. A web based Wikipedia acting as a platform for 
sharing knowledge about objects, actions and ambiance 
between robots. In simple words Roboearth is a knowledge 
base for the robots. All the information accumulated in the 
knowledge base is furnished with their requirements in terms 
of robot ability which are checked when downloading them. 
Using these requirement specifications, a robot is able to 
understand whether it can use the information as it is or it 
needs some extra information to utilize it. 
 

V. COLLECTIVE ROBOT LEARNING 
 
     A platform has been created by Cloud Computing for the 
networked robots to share, process information and to 
improve perception by various machine learning methods. 
Cloud robotics a short and simple idea of taking the at most 
advantage of the internet for robots, offers anomalous 
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opportunities in the field of robot learning [46]. Besides using 
WWW for the faster communication, a fascinating 
opportunity is to allow robots to creatively and collaboratively 
update share knowledge repositories. Such knowledge base 
for robots allows robots to cope with the complexities of 
human environments and offer a simple though powerful way 
for long time robot learning. The cloud provides sharing of 
data for robot learning by harnessing data from many 
instances of physical trials and environment.  
     An example of collective learning influenced from a 
disaster recovery scenario where discrete mobile robots are 
sent to build a map of location. These robots interacting 
through a central cloud service, post the localization 
information that can be shared by the fellow robots which 
helps in enhancing the map discovery.  Robots and automation 
systems can post initial and desired conditions, post control 
policies and trajectories, sensor information of physical traits 
of an environment, motion coordinates, tracking data and 
updated localization data for collective learning. Kiva 
Automated Material Handling Systems [47] is another 
practical example of collective learning. Here hundreds of 
mobile robots are used to move packages in warehouse using 
local networking system to coordinate motion, update tracking 
data and to have control on flow of traffic. 

  

 
 

Fig.4  the Lightning path planning framework 
 

     The “Lightning” Framework (fig4) proposes a framework 
in which trajectories from many robots over many tasks and 
using Cloud computing for parallel planning and trajectory 
adjustment can be used for Collective Robot Learning [48].  
For example consider grasping, grasping stability of the 
fingers in contact can be learned from the previous grasp on 
an object [49]. Capabilities of the robots can be improved with 
limited computational resources using sharing data through 
Collective Robot Learning.  For the distributed task 
coordination and control The Ubiquitous Networked Robot 
platform (UNR-PF) framework was introduced by Kamei [50]. 
The framework deals with various tasks supervision on 
multiple robots and sensor devices at different locations. The 
UNR-PF takes away the concrete hardware from the robots 
and offers a generic interface which is used by the application 
developers to create hardware independent robotic services. 
Because of the UNR-PF devices and robots can be controlled 
remotely. The MyRobots project [51] [52] from Robot Shop 
presents a ‘social network’ for the robots where users can 
connect, monitor, and share robots. Collective learning 

environment for ubiquitous robots is described by Chibani and 
Sandygulova [53]. Sensors embedded can provide large 
amount of information that can be beneficial in the future 
processing and collective learning. 
 

VI. PRELIMINARY 
 

     The existence of a robot world is an over-the-hill story but 
the trend of implementation of this concept is new. Many 
researchers and scientist have come out with so many new 
proposals of robot. Some were good to implement and some 
failed to show up. The different designs and its usage are 
making human life simpler and also increasing the efficiency 
of work [3]. Newly quite a few works have been reported in 
the literature bringing about the various benefits of using 
cloud computing in supplementing robotics and autonomous 
systems operations. Datasets for various images, maps etc. 
along with libraries and modules are being developed and 
made available on the Internet for research in cloud robotics. 
The cloud already houses programming constructs, libraries 
and frameworks that can help computers recognizing the 
type’s and classes of objects from images. The power of Big 
Data and Cloud Computing are extensively being used by 
many industries [28], [15], and are being harnessed to 
optimize water usage for irrigation [7]. Hunter et al. [23] 
presents algorithms for a Cloud-based transportation system 
called Mobile Millennium, which uses the GPS in cellular 
phones to gather traffic information, process it, and distribute 
it and also to collect and share data about noise levels and air 
quality (see Fig. 5). 
 

 
 
Fig.5. Millennium, a Cloud-based transportation system that 
combines streaming data from taxis, maps, and road-based 
sensors. 
     Using the Cloud for robotics and automation systems 
introduces many new challenges. The connectivity inherent in 
the Cloud raises a range of privacy and security concerns [8], 
[4]. Cloud Robotics and Automation also introduces the 
potential of robots and systems to be attacked remotely: a 
hacker could take over a robot and use it to disrupt 
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functionality or cause damage [29]. ABE has shown its 
promising future in fine-grained access control for outsourced 
sensitive data [32], [33], [34]. Typically, data are encrypted by 
the owner under a set of attributes. The parties accessing the 
data are assigned access structures by the owner and can 
decrypt the data only if the access structures match the data 
attributes. 
     To overcome with all these challenges we have focused 
more to provide a secured storage of data in cloud. Our system 
is divided into regions. The robot manufacturer belongs to 
these lower regions. The regional robot manufacturer will 
provide the local and regional information to the robot. It will 
also be provided with the regional cloud security. In the next 
region there comes the country region. Each country will be 
monitoring and connecting this information with other 
regional robots. It also provided an interface between the 
information sharing process with other countries. This level 
we can be called as mother region. This region checks the 
authentication of the robot controller. It also filters the 
nonessential and unwanted data from the incoming data 
source.   
 

VII. SECURITY REQUIREMENTS 
 

     In this paper, we endeavored to meet the following main 
security requirements for practical privacy-preserving of 
information stored in cloud.  

1) Repository Privacy: Storage on the public cloud is 
subject to 4 privacy requirements. 

a) Data Privacy: un-justified parties (e.g., public 
cloud and outside attackers) should not get the 
hang of the content of stored data. 

b) Anonymity: no particular user can be fraternized 
with the storage and retrieval process, i.e., these 
processes should be anonymous. 

c) Decoupled Ability: unauthorized parties should 
not be able to link multiple data files to profile a 
user. It indicates that the file identifiers should 
appear erratically and leak no useful information. 

d) Keyword Privacy: the keyword used for search 
should remain aplomb because it may contain 
sensitive information, which will hinder the 
public cloud from searching for the required data 
files. 

2) Scrutiny: In emergency data access, the users may be 
physically unable to grant data access or without the perfect 
knowledge to decide if the data requester is a legal 
programmer. We require authorization to be fine grained and 
authorized parties’ access activities to leave crypto- graphic 
evidence. 
 

VIII. PROPOSED ALGORITHM 
 

     The coded information required to operate the robot has to 
be integrated by using models [5] [6] that provides effortless 
and secured accessibility of contents by authorized personnel. 
There are two things that needs to be considered in this model; 
security and accessibility. This model is based on attribute 
based encryption in which cipher text are labeled with a set of 
the Robots various attributes like country code, date of 
manufacture etc. Along with the attributes, the private key 
will be generated by using two languages that will correspond 
to the letters of the robots attribute. As encryption squander 
less resources than decryption, the process will be enhanced 
by using only a constant number of pairings to decrypt any 
cipher text. The data will be decrypted only if the cipher text 
attributes match with that of private key. 
 
Setup (λ, U) → (Pk, Mk): The setup algorithm takes as 

input a security parameter λ and a universe 
description U, which defines the set of allowed 
attributes in the system. It outputs the public 
parameters Pk and the master secret key Mk. 

Encrypt (Pk, M, A) → CT. The encryption algorithm takes 
as input the public parameters PK, a message M and a set 
of attributes A and outputs a cipher text C associated with 
the attribute set. 
 KeyGen (Mk, S) → Sk: The key generation algorithm 

takes as input the master secret key Mk and an 
access structure S and outputs a private key SK 
associated with the attributes. 

Decrypt(Sk,C) → M. the decryption algorithm takes private 
key Sk  associated with access structure S and cipher 
text C associated with attribute set A and outputs 
message M to indicate if A satisfies S else an error 
message will be given 

LangChange (Pk, M, A): This algorithm takes public key 
PRkR, message M and attribute A and converts the attribute to 
cipher text for private key generation using two local 
languages. Each letter of the attribute will be substituted by 
a letter taken from one of the two languages chosen earlier 
by the developer.  
Substitution algorithm is as follows: 

1. Consider English alphabets. From some language 
L we will take 26 letters ZR1R ZR2R…ZRn. 

2. For i=1 to 26 
ORiR=ZRiR+7 
If ORiR>26  
Then ORiR=ORiR-26 
Else Save ORi 

 
 KeyGen (MRkR, S, O) → SRkR.  
The master secret key MRk,   Rencrypted letter ORiR and an access 
structure S are taken as input and outputs a private key SRkR 
corresponding to the attributes. 
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Decrypt (SRkR, C) → M.  
     The decryption algorithm takes private key SRkR 
associated with access structure S and cipher text C 
associated with attribute set A and outputs message M to 
indicate if A satisfies S else an error message will be given. 
Thus the performance will depend on the number of 
attributes involved. 

XI.   DISCUSSION AND CONCLUSION 

     In this paper, we discussed how a system for knowledge 
enabled distributed task execution can be built on top of 
existing, common platforms in order to increase modularity, 
flexibility, and adaptability of robot applications. By 
assimilating the data into a hierarchical structure from 
different region the programmers can operate the robots more 
efficiently and can provide a more secured structure. 
Consequently separating generic functionality from 
environment-, domain- or task-specific knowledge, we intend 
to achieve a high degree of reusability as well as improved 
adaptability to novel situations. Different kinds of knowledge 
are explicitly represented and can be edited independently by 
the respective domain experts. Control decisions are 
formulated as inference tasks that are evaluated on the robot’s 
knowledge during execution. Provided with a level wise 
security makes the system more trustworthy. Controlling the 
system with respect to the manufacturer of the robot makes it 
easy to modify. This exceeds the grade of security and 
alleviates the complicacy of robot handling as each regional 
robot will be provided with different type of security and will 
be handled in different zone. 
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