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Abstract 

 TDMA is frequently used in WSNs very much for critical 
applications but TDMA is useful to selective jamming attacks. 
In TDMA transmission slots are usually pre-allocated to sensor 
nodes and each slot is used by the same node for successive 
super frames. Consequently, an opponent could prevent a victim 
node’s communication by jamming its slots. The current paper 
proposes JAMMY, which give out active solution to selective 
jamming in TDMA based in WSNs which is different from 
conventional approaches. It changes the slot utilization pattern at 
every superframes, hence making it difficult to the victim to 
detect. 
Keywords: WSNs, TDMA, security, selective jamming, DoS, 
secure slot permutation, decentralized slot acquisition. 

  

1. INTRODUCTION 

A Sensor is a device that responds and detects 
some type of input from both the physical or 
environmental conditions, such as pressure, heat, 
light, etc. Wireless sensor network (WSN) refers to 
a group of spatially dispersed and dedicated sensors 
for monitoring and recording the physical 
conditions of the environment and organizing the 
collected data at a central location. Time-division 
multiple access (TDMA) is a channel access 
method for shared-medium networks. It allows 
several users to share the bandwidth of a channel 
by dividing the signal into different time slots. 
Jamming can be referred as intentional interference 
attacks on wireless networks. It is an attempt of 
making the users unable to use network resources.  

To overcome the limitations, we propose a 
JAMMY, a give out and active solution against 
selective jamming attacks in TDMA based WSNs. 
The current paper is based on key idea that is 

randomly allotting the slot utilization on a super 
frame basis. By this method the slots used by a 
sensor node changes at each superframe such that 
the opponent can’t predict. Hence, the opponent is 
forced to jam slots picked at random in the hope to 
guess the ones used by the victim node. The 
probability of a successful jamming attack is 1/N 
where N is the number of slots in a super frame. 
JAMMY is also dynamic as it manages dynamic 
join and leave of many nodes. Finally, JAMMY in 
general can be used in any TDMA network. 

2.  RELATED WORK 

Jamming is one of the most critical problems in 
Wireless Sensor Network(s). Jamming attacks are a 
subset of denial of service (DoS) attacks in which 
malicious nodes block legitimate communication 
by causing intentional interference in networks. [2] 
classifies jamming attacks in wireless 
communications into four major types: constant, 
deceptive, random and reactive jammers. 
 Constant jammers aim at preventing 
legitimate nodes from communicating with each 
other by causing the wireless media to be 
constantly busy. Due to its continuous interference 
with the network packets, they can be easily 
detected. In contrast, the objective of a deceptive 
jammer is to insert persistent byte stream into the 
network that appears to be genuine traffic and 
hence is difficult to detect when compared to 
constant jammers. However, an important 
drawback of these jamming types is power 
inefficiency. Hence a more efficient jamming 
strategy is random jamming that transmits either 
random bits or regular packets into networks. It 
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continuously switches between two states: sleep 
phase and jamming phase. Random jammers aim at 
saving energy but are less effective compared to the 
two previously mentioned jamming strategies. 
Reactive jamming is a more efficient jamming 
strategy that starts jamming only when it observes a 
network activity on a certain channel. However, it 
is much more difficult to detect a reactive jammer 
because the packet delivery ratio (PDR) cannot be 
determined accurately in practice. 
 Selective jamming is a type of reactive 
jamming interrupts the packets from reaching the 
victim node in a network based on certain 
constraints. TDMA-based WSNs are prone to 
selective jamming. As a result of the enhancement 
in the power efficiency of selective jamming, it is 
more difficult to be detected. In this jamming 
strategy, an intruder continuously monitors the 
transmission of signals in the network. Since the 
nodes communicate using the same slot for each 
transmission, the adversary identifies the slot and 
jams all the signals that communicate with the 
victim node.  
 Solutions to jamming attack fall under 
either of the following: physical-layer solutions and 
cyber countermeasures. Physical-layer solutions 
intercept jammers from interrupting operational 
frequencies of the network. One of the main 
disadvantages of physical-layer solutions is that it 
cannot counterbalance a jamming attack. In 
contrast, cyber countermeasures aim at exploiting 
the advantages of security schemes to neutralize 
jamming. Our proposed system is based on this 
solution strategy. 
 In this paper, we take into account a kind 
of jammer that can perform jamming attack without 
regularly scanning the transmission link. JAMMY 
is similar to [7], a countermeasure to GTS-based 
selective jamming in which a maximum of seven 
time slots are reserved per superframe. A central 
intermediate node called Coordinator allocates 
times slots to sensor nodes and hence is prone to 
selective jamming attack. This reduces the 
effectiveness of the attack by 1/7 but the central 
Coordinator node is the single point of failure 
which when affected by selective jamming, 
disrupts all the communications to and from the 
destination node. On the other hand, JAMMY is 
distributed and does not make use of any central 
node for communication between sensor nodes. 
 An initial version of JAMMY, as 
described in [20], is based on single-hop WSNs 
where only a single sensor node can enter the 
network at an instance of a time along with 
carrying extra information during transmission. The 
enhanced version focuses on multi-hop WSNs and 
enables multiple nodes to join the network 
concurrently at an instance of time without the need 
for transmission with extra information thereby 

reducing the overhead caused during 
communication. 

3. SYSTEM AND ADVERSARY MODEL 
 
To begin by considering a multi-hop WSN which is 
depicted by a communication graph       G = (U, L), 
where U = {uR1R,...,uRnR} represents the set of nodes in 
the network and L={lR1R,...,lRmR} is the set of directed 
edges. Here l=(uRiR,uRjR) depicts a link between the two 
nodes uRi Rand uRjR that exists iff data transmission 
takes places from node uRiR to node uRjR. 
 Here we assume that a sensor node makes 
use of a maximum of single slot to transmit data to 
a single intended receiver in any superframe. This 
is known as Uniqueness Property. Also, the 
Collision-Free Property states that at every link no 
collisions occur during the transmission of both 
data packet and ACK frame. When a link (uRiR,uRjR) is 
active it must be ensured that no other node within 
the interference range of uRjR transmits data and no 
other node within the interference range of uRiR 
receives data and sends ACKs. 
Hence, a Collision-Free condition is defined as 
follows: 

∀ 𝑠𝑙𝑜𝑡 𝑠,∑ 𝑥𝑖𝑖𝜖𝐼(𝑙) (𝑠) =  1 if l is active during s, 

where xRlR(s) is a binary variable, such that xRlR(s) = 1 
if link l ϵ L is active during s, and 0 otherwise. 
 Now we consider an adversary who aims 
at disrupting all communications of a specific 
victim node and jam all transmissions within the 
WSN. The main objective of an adversary is pose a 
selective jamming attack without being detected 
successfully based on the following constraints: (i) 
the adversary first detects the slot that a victim 
node uses for transmission by continuously 
scanning one or more superframes and (ii) from the 
next superframe the adversary jams the slot 
systematically. When the victim node starts its 
transmission adversary sends radio signals to jam 
the communication and remains quiet for the rest of 
the time. Hence it is energy efficient. This makes it 
harder to be detected and the attack is successful as 
the same slot is used in all the superframes.  
 In our survey, we have mainly focused on 
the jammed area of WSN where none of the 
packets will be successfully transmitted during the 
attack. 
 
4. THE JAMMY ALGORITHM 

In order to achieve the goal, to decrease the attack 
effectiveness to 1/N, where N is the superframe 
size, compute the next slot utilization pattern as a 
random permutation of the current one at the end of 
every superframe. The computation of the next slot 
utilization pattern of sensor node requires being 
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autonomous and consistent to guarantee the 
Collision-Free property.  

4.1.    On Implementing a Random Permutation 

The two basic components of JAMMY are random 
permutation algorithm and Secure Pseudo-Random 
Number Generator. As to the random permutation 
algorithm, we have used the Fisher-Yates 
algorithm [4], also known as the Knuth shuffle 
algorithm. Secure Pseudo-Random Number 
Generator implemented as follows: 

UAlgorithm 1. Secure Pseudo-Random Number 
Generator 
1. unsigned K; // permutation key 
2. unsigned z; // counter 
3. unsigned random() 
4. { 
5. unsigned val=E(K, z); 
6. z=(z + 1); 
7. return val; 
8. } 
 

Let E(x,y) denote a cipher which encrypts 
a plaintext by using key x. First, we provide the 
generator with an encryption key K, and initialize a 
counter z to a random seed zR0R.Then,R Rwe apply the 
cipher to the sequence of values z,(z+1),(z+2),…,so 
producing the output random sequence 
E(K,z),E(K,z+1),E(K,z+2),…. Counter z called as 
theR Rinternal stateR Rof the generator, and KR Rthe 
permutation key. AES referred due to its two 
advantages. The first one is security, and other is 
affordable on resource-constrained sensor nodes. 

4.2. The Secure Slot Permutation (SSP) 
Algorithm 

To protect communications against selective 
jamming attack, JAMMY used the Secure Slot 
Permutation algorithm. Here assume that every 
sensor node maintains a permutation vector of  N 
unsigned elements, which represents the node’s 
view of the current slot utilization pattern. We 
denote the permutation vector of node u by vRu R,R 
Rwhere vRuR[i] refers to the iP

th
P slot in the superframe. 

As every node maintains its own permutation 
vector, if node u does not use slot sRiR, then vRuR[i] =0. 
If node u uses slot sRiR to transmit data, then vRuR[i] =1, 
and if node u uses slot sRiR to receive data from an 
associated transmitter, then vRuR[i] =2.   

UAlgorithm 2. Secure Slot Permutation 
Upon current superframe expiration: 
1. randomly permute vRu 
2. Build set T s.t. T= {i: v[i] =1} 
3. Build set R s.t. R= {j: v[j] =2} 
4. return T, R 
 

The SSP algorithm takes a permutation 
vector as input and randomly permutes it (line 1). 
Then, it builds two sets, T and R (lines 2 and 3). 
Either T is an empty set (if u is a receiver-only 
node) or it contains the index of the slot to be used 
for transmission in the next superframe 
(Uniqueness property). Instead, R contains the 
indexes of the slots to be used to receive data 
during the next superfame. Then, Algorithm 2 
returns sets T and R (line 2). 
 The computation of the permutation is the 
only way for the adversary to obtain the 
permutation key which is not possible since the 
adversary has no access, neither logically nor 
physically, to the sensor node’s memory and the 
key has a size that discourages any brute force 
attack [5]. On execution of the SSP Algorithm, the 
counter of the SPRNG is incremented by N. As all 
nodes compute the permutation at the end of the 
superframe, at the end of the first superframe, all 
SPRNGs are still in the same state, namely z= 
zR0R+N. The internal state of the SPRNG will be 
z=zR0R+ r.N, after r superframes.  
  The large counter size must avoid the 
counter to wrap-around during the network lifetime 
(e.g., 64-128 bits), to deal with this is to refresh the 
permutation key and re-initialize generators. All 
sensor nodes can simultaneously and autonomously 
generate a new permutation key KP

+
P as KP

+
P= E (K, 

K). Thereafter, all sensor nodes rely on KP

+
P until the 

next counter wrap-around occurs. 

5. NODE LEAVE 

Sensor node u on leaving, stops using all slots it 
acquired for data transmission/ reception, and does 
not perform any further action. The behavior of 
remaining nodes which were not communicating 
with u is not affected at all. Let TRlR denote the last 
superframe during which node u was active. Also, 
let us indicate as TRl+kR the superframe when t 
realizes that node u has left the network. Finally, 
we refer to sRuR as the slot that node t is supposed to 
use to communicate with node u during superframe 
TRl+kR. Since u is not active anymore, slot sRuR becomes 
idle as t updates its own permutation vector as vRtR[u] 
=0. 

 There are different ways for node t to 
realize that node u has left the network. For 
instance, node t can assume that node u is not 
active anymore if no successful communication 
with u occurs for k consecutive superframes. 
Alternatively, node u can explicitly alert node t 
about its own leaving, by means of a dedicated flag 
in its last data/ack packet transmitted to node t. 

6. NODE JOIN 
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JAMMY allows sensor nodes to join the network at 
any time. In addition, multiple nodes can join the 
network at the same time by executing a specific 
join procedure, which assumes that every joining 
node performs a Slot Acquisition algorithm to get a 
slot in the superframe for data transmission. 

6.1.    Slot Acquisition Algorithm 

The Slot Acquisition algorithm based on a random 
backoff  time prevents collisions from competing 
joining nodes accessing the same slot s . 
Specifically, each joining node waits for a random 
backoff w in the range {0 1 ; ... ; WRBR-1} P

.
PDR boR , 

where WRBR is the backoff window size and DR boR is 
the backoff unit and, then, checks the channel 
status. If the channel is found idle, it transmits the 
fake packet. Thus, four possible outcomes can 
occur: (i) ACK-RECEIVED; (ii) CHANNEL_BUSY; 
(iii) ALERT; or (iv) NO_NOTIFICATION. In case 
(i), node u acquires slot s to transmit data to node t, 
once nodes have acquired a slot, in all subsequent 
superframes they do not wait for any backoff time 
nor check the channel status before transmitting 
their data packets. In case (ii), other nodes in the 
proximity of u are already using slot s. Specifically, 
one or more joining nodes physically close to u 
have selected a shorter backoff time (i.e., node u 
has lost the contention), or slot s has been already 
acquired by a transmitter node. In case (iii),the slot 
s is not available, as it is used by another 
transmitter node which is not in the sensing range 
of u. The case (iv), happens when node u tries 
again with the same slot s in the next superframe. 

UAlgorithm 3.Slot Acquisition 
1. Choose a slot s in [1,N] randomly; 
2. Contend for s (using a random backoff w ); 
3. Case ACK_RECEIVED: 
4. Acquire s and terminate the Slot Acquisition  

process; 
5. Case CHANNEL_BUSY or ALERT: 
6. Re-try s+1 (with new random backoff w ); 
7. Case NO_NOTIFICATION: 
8. Defer contention to s in the next superframe 

(with new random backoff  w ); 

The slot acquisition process can take more 
than one superframe to complete. Initially, it selects 
a random slot s in the current superframe, in order 
to perform the contention process. This random 
choice is aimed at reducing the number of 
competitors for every single slot, and increasing the 
success probability. Then, node u contends for slot 
s using a random backoff time w.  

6.2.    Join Procedure 

Any joining node u performs to correctly join the 
network, including the execution of the Slot 
Acquisition algorithm. 

 To start the join process at superframe TRj 
R,we assume that node u is provided with i) the 
shared permutation key K ; and ii) the value zRjR to 
initialize the generator counter z . Node u can 
retrieve such security material from an additional 
entity, namely Join Manager, which is responsible 
for the correct initialization of joining nodes. In 
principle, the Join Manager can be implemented in 
both centralized and distributed fashions. 
 The Join Manager of distributed version 
can be composed of a set of replicas, each one of 
which, i) holds both the current permutation key 
and SPRNG state; ii) in order to maintain an up-to-
date value of the SPRNG state, keeps itself 
synchronized with superframes; and, iii) 
participates to rekeying in case of node’s leaving. 
The centralized Join Manager keeps itself 
synchronized with superframes to maintain an up-
to-date value of the SPRNG state.  

UAlgorithm 4. Join Procedure 
1. z←zRj 

2. vRuR←0 
3. sRiR←SlotAcquisition 
4. handler upon(superframe expiration) 
5. z←z+N 
6. vRuR[i]←1 

Initially, u initializes its generator to zRjR and 
its permutation vector to 0 (lines 1-2).Then, u 
executes the Slot Acquisition algorithm to acquire a 
slot sRiR for transmitting data to its intended receiver t 
(line 3). The Slot Acquisition process may take one 
or more superframes to be completed. Then, once 
initialized, the generator counter has to be kept up-
to-date with respect to the one on the other nodes. 
Therefore, while the slot acquisition process is in 
progress, we activate a handler (line 4) that updates 
the generator counter whenever a superframe 
expires (line 5). Finally, once the slot acquisition 
process has been completed, node u updates its 
permutation vector to reflect such a slot acquisition 
(line 6).  

 
7. PERFOMANCE EVALUATION 

 This part, evaluates the overhead, in terms of 
energy consumption and duration incurred by the 
join procedure. Simultaneous experiments are done 
to validate our analytical results. There are two 
parts for the analysis. Case 1:the no of available 
slots NRF Ris equal to NRjR and Case 2:NRj>=RNRFR . 
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Fig.5:PRjoinR(k)(N=10).                      

 

Fig.6: ERkR(N=10). 

 

Fig.7:ERkR(N=10).                     

 

Fig.8:PRjoinR(k)(N=10,NRAR=5). 

 

 

7.1.    ANALYTICAL RESULTS (NRjR = NRFR) 

The duration of join process is calculated and is 
shown in the fig.5.the simulation and analytical 
results are very similar. The average energy 
consumed by all the NRjR ,joining nodes during each 
superframe is shown in fig.6.For greater value of 
NRjR in the presence of more joining nodes, the 
energy consumption is higher. The comparison of 
energy spent by the joining nodes overtime, when 
the solution used is jammy or centralized. Jammy 
consumes less energy because it does not require 
any data exchange after the join procedure is 
completed(Fig.7). 

7.2.    SIMULATION RESULTS (NRjR ≥ NRFR) 

The join process overhead is evaluated when the 
number of joining nodes is greater than or equal to 
the number of available slots at superframe TRjR. The 
joining time ,N=10,NRAR=NRFR=5 and different values 
of NRjR are considered for the probability distribution 
function shown in Fig 8. 

8. CONCLUSION 

Here we have presented jammy, a counter attack to 
tackle the selective jamming attacks in TDMA 
WSN. This is achieved by making the adversary 
attack at random, therefore its effectiveness comes 
down to 1/N, where N is the superframe slots. If the 
network is in steady state conditions, there is no 
introduction of communication or energy overhead, 
irrespective of the sensor nodes in the network. 
Hence a generic centralized solution is being out 
performed in similar conditions. Our solution 
shows that joining node introduction is how a join 
procedure terminates. 
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