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Abstract 

In this paper, a novel image encryption algorithm is proposed.  
The Chaotic Logistic Map in bits of pixels and the block based 
encryption system are employed for the encryption of the 
proposed scheme. For Logistic Map operations, random key use 
to generate the logistic map with the same size of the original 
image, to scramble the image. The scrambled image is encrypted 
into the ciphered image by the block based encryption with the 
help of private key. Then again apply logistic mapping on 
encrypted image to enhance the image complexity. The 
simulation experiments and theoretical analyses indicate that the 
proposed scheme is superior and able to resist exhaustive attack 
and statistical attack 
Keywords: Image encryption, Chaos, block structure, logistic 
map. 

1. Introduction 

Nowadays more and more images and videos are 
transmitted through Internet. This brings great convenience 
to people in daily life as they can obtain what they want on 
the Internet conveniently. But there are some problems: the 
information transmitted on the Internet can be intercepted, 
tampered and destroyed illegally. So the secure 
transmission of images has become urgent. Due to some 
intrinsic features of images, such as bulk data capacity and 
high correlation among pixels, traditional encryption[2,3] 
are not suitable for image encryption. Since chaos has the 
characters of non-periodicity, non-convergence, ergodicity 
and sensitive dependence on initial conditions, chaos-
based image encryption system attracts more and more 
people's attentions. Therefore, Chaotic Logistic Map[4,5] 
is a suitable technology for scrambling images because this 
technology contains many features such as simplicity, 
efficiency, size flexibility of images, randomness. And 
Block cipher[6] are deterministic algorithms operating on 
fixed-length groups of bits, called blocks, with an 
unvarying transformation that is specified by a symmetric 
key. Block ciphers are important elementary components 
in the design of many cryptographic protocols, and are 

widely used to implement encryption of bulk data. So, the 
combination of Logistic Mapping for scrambling of image 
and Block-based encryption[7,8] of image can increase the 
security of the encryption scheme and resist common 
attacks. The theoretical analyses and experimental results 
in the rest of the paper indicate the security of proposed 
image encryption scheme 

2. PROPOSED WORK  

Chaotic system has been widely used in encryption 
algorithms for its good characteristics. Generally, chaotic 
systems are applied in both the key generations and data 
scramble for cryptography design based on its randomness 
characteristic. Therefore, the chaotic Logistic Map system 
is applied to efficiently scramble the image with the help of 
random key[9] which we generate with the help of chaotic 
system. Furthermore, this operation is reversible and 
asymmetric for a decryption process.  
 
2.1. Encryption process 
 
The process of the proposed encryption scheme is as 
follows: 
 
Step 1: Read the real Image and do pre-processes on the       
image. Pre-processes are 

1. Read the image 
Img = imread([p,f]); 

2. Resize the image to make it compatible with 
the block size 
Img = imresize(Img[512,512]); 

3. Convert the image in to gray as we are working 
on gray image 
Img =rgb2gray(Img); 

Step 2: Initialize Random  Key and Private Key. 
1. Generate non-negative integer as Random Key 

with the help of “twister” function 
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2. Select one more non-negative key as private key 
3. Initialize one wrong key 
4. Mention the block size, to divide the real image 

Step 3: Divide the Real Image in to equal size of blocks Sb 
Step 4: Set the Mode on for encryption 
Step 5: We use FOR LOOP here 

1. For Block Sb in All Blocks 
 For Row r in Block Sb 
  For Column c in Block Sb 
1.1 Use Logistic Map to shuffle image block Sb 
1.2 Generate a key matrix of 5 more Private Keys 

k1,k2,k3,k4,k5 with the help of Private Key 
1.3 Use Block Based Encryption to encrypt all 

image blocks Sb with the help of 5 generated 
keys 

1.4 Combine all the Encrypted sub blocks Sb and 
get the encrypted image 

1.5 Using Logistic Map Shuffle the encrypted 
image again to increase the complexity of 
pixel relation 

2. Get the final Encrypted image  
Step 6: Stop 
 

 
 
 
 
 
 
 
 
 
 
              
 
 
 
 
 
 
 

                                  
Fig 1 Block diagram of encryption 
2.2 Image Decryption Algorithm 
 
The decryption process is the inverse process of the 
corresponding encryption scheme 
 

Step 1: Get the encrypted image 
Step 2: Also get the Private Key and Random Key 
Step 3: Set the Mode as Decryption 

1. Mention the block size to divide the encrypted 
image 

Step 4: Divide the image in to equal size of blocks 
Step 5: Use FOR LOOP  

1. For Block Sb in All Blocks 
 For Row r in Block Sb 
  For Column c in Block Sb 

      1.1  Use Logistic Map to reshuffle the image  
                     Block Sb 

1.2 Generate a key matrix of 5 more Private Keys 
k1,k2,k3,k4,k5 with the help of Private Key 

1.3 Use Block Based Decryption to decrypt all 
image blocks Sb with the help of 5 generated 
keys 

1.4 Combine all the Decrypted sub blocks Sb and 
get the semi encrypted image 

1.5 Use Logistic Map to reshuffle the semi- 
encrypted image again to get the real image 

2. Get the real image in grey colors 
Step 6: Stop  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

                                             
Fig 2 Block Diagram of Decryption 

3. Experimental results and analysis 

Simulation results and performance analysis for the 
proposed scheme are reported in this section. The software 
Matlab is used to demonstrate, validate and evaluate the 

Convert image into gray and devide 
in no of blocks 

Do logistic mapping on all Sb 

Block based encryption on all Sb 

Do Logistic mapping on all Sb  

Initiate random key and private key 

For all Sb blocks 
       For all r in block 
       For all c in block 

Divide in no of blocks 

Get random key and private key 

For all Sb blocks 
       For all r in block 
       For all c in block 

Do Logistic mapping on all Sb  

Block based encryption on all Sb 

Do logistic mapping on all Sb 
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algorithm by simulation experiments. The images of Lena 
and Lion, the 256 _ 256 images with 256 grey levels, are 
encrypted individually. Figures below  shows the 
experimental results of Lena and Lion images. The original 
Leena image is Fig 3 while Fig 4 is the Gray image image. 
Fig 5 is the encrypted image and Fig 6 is the decrypted 
image using the correct keys. Fig 7,8,9 shows the 
experimental result of the image Lion. The original image 
is Fig 7 while Fig 8 is the Encrypted image. Fig 9 is the 
decrypted image by using the correct keys. The 
experimental results indicate that the proposed scheme is 
secure. 

 
 
 

 
 

          Fig 3  The Standard Lena Image 512x512 
                 
                                                          
                                                  
                     
 
  
                   
 
 
 
 
 
 
 
           Fig 4 The grayscale image of Leena 
 
 
 
 
 
 

                      
            Fig 5 The encrypted image of Leena 
 

                        
             Fig 6 The decrypted image of Leena 
 

                   
Fig 7 The orignal gary image of Lion, as taken it from   
base paper 
 

                     
                 Fig 8 The encrypted image of Lion 
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Fig 9 The decrypted image of Lion 
 
 
3.1 Performance analysis  

3.1.1 Secret key’s space 
In this, We have two secret keys[10] one is Random key 
which include the initial values of logistic map and other is 
Private Key which is use by internal coding to generate 
five more keys which are used in Block Based encryption. 
Each pixel of the gray image is 8 bit. Therefore, if the 
attackers want to recover the random key in Logistic Map 
operations, they have to cost 8256*256 times calculations and 
for Block Based encryption Key they have to try further 
for 215 time more calculations. Obviously, Random key  is 
large enough for the key space to resist force-brute-attack, 
but as we are using the secret key matrix here which 
provide more complex system for attacker to crack the 
system. 
 
3.1.2. Information Entropy 
 
Information entropy[11] analysis is carried out to show the 
distribution of the gray values. This entropy is defined as 
follows: 

  H(S)    

 
where P(si) refers to the probability of each symbol 
appearance. The ideal entropy value for a ciphered image 
should be 8, which means that the more the distribution of 
a gray value is uniform, the greater the information 
entropy. Therefore, a value below 8 would give a 
possibility of broken the image security of the ciphered 
image. The entropy of experimental results in the proposed 
scheme is 7.99954378. The obtained result is close to the 
ideal value 8. This indicates that the rate of information 
leakage in the proposed scheme is negligible and the 
ciphered image using the proposed scheme is secure 
against any kind of entropy attack. 

 
3.1.3 Sensitivity Analysis 
 
Generally, an attacker may make a slight change (e.g. only 
one pixel changed) of the original image, and then 
observes the change of encryption results. In this way, the 
attacker may be able to find out a meaningful relationship 
between two ciphered images and the original image. In 
order to test the influences of this attack, Number of Pixels 
Change Rate (NPCR) and Unified Average Changing 
Intensity (UACI) are used. Eqs. For calculating NPCR and 
UACI are as follows: 
 

 

 
where m1 and m2 are two different ciphered images. 
 For the image of Lena, the values of NPCR and UACI are 
99.88% and 33.32%, respectively. For image of Lion, the 
values of NPCR and UACI are 99.90% and 33.37%, 
respectively. For all cryptographic systems, the idea results 
of NPCR and UACI are100% and 33.33%, respectively. 
Therefore, experimental results of the proposed scheme are 
close to the idea results. 
 
3.1.4 Correlation Coefficient Analysis 
 
As a good encryption scheme, the correlation between 
adjacent pixels should be significantly reduced in the 
ciphered image. Here, correlation coefficient is applied to 
analyze the proposed scheme for resisting statistical attack. 
In order to analyze correlations of the original image and 
the ciphered image, 1000 pairs of two adjacent pixels from 
original image and ciphered image in horizontal, vertical, 
and diagonal direction respectively are selected. Eq.  is 
used to calculate the correlation coefficient as follows: 

 
 
 
 
 
 
 
 
Direction 

 
Horizontally 

 
Vertically 

Diagonal 
(lower left 
to top 
right) 

Diagonal 
(lower right 
to top left) 
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Orignal 
image of 
leena pixel 
values 

 
0.9352 

 
0.9456 

 
0.9255 

 
0.9565 

Orignal 
image of 
lion pixel 
values 

 
0.9722 

 
0.9601 

 
0.9823 

 
0.9211 

Ciphered 
image of  
leena 

 
0.00089 

 
0.0029355 

 
0.00185 

 
0.08710 

Ciphered 
image of 
lion 

 
0.00066 

 
0.0002404 

 
0.00134 

 
0.00892 

 
Table 1: Correlation Coefficient comparison of real image 
of Leena and Lion with the Ciphered image of Leena and 
Lion 

 
Fig 10 Correlation among  pixels of  orignal image 
           Leena 
 

 
Fig 11 Correlation among  pixels of encrypted image of 
leena 

                  
Fig 11 Correlation among the pixels of  orignal iamgeof      
lion 
 

                    
Fig 12 Correlation among the pixels of encrypted image of  
lion 
 
3.1.5 Distribution  
 
The histogram of an image reveals the distribution 
information of pixel values and statistical characteristics of 
images. An ideal encrypted image should have a uniform 
and completely different histogram against the plain-
image. The experimental results of histograms are shown 
in Figs 13,14,15 and 16. 
 
 
The results indicate that each histogram has a specific 
pattern that depends on the corresponding image before 
encryptions. After the encryption process, pixel values are 
distributed uniformly. Thus, it is difficult for attackers to 
recover the original image from statistical characteristics of 
ciphered images. 
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Fig 13 The histogram graph of  orignal image of leena 
 
 
  

Fig 14 The histogram graph of encrypted image of leena 
 
 
 
         
                   
 

 
 
 

            

                     
Fig 15 The histogram graph of original image of lion 
 
           
             

 
Fig 16 The historam graph of Encrypted image of lion 

4  Conclusions 
In this paper, a new image encryption algorithm based on 
the Logistic mapping and block based encryption is 
proposed. The arithmetic designs a method of key 
generation and utilizes the map to shuffle the position of 
image pixels and block based encryption to encrypt the 
image. The experimental tests have been carried out and 
the results show the efficiency of the arithmetic. A 
technique for image encryption using number theoretic 
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paradigm is developed. The block based encoding 
operation performed by the proposed method is shown to 
be simple in terms of computational complexity. The 
amount of encryption achieved for different images using 
the proposed method is comparable with that of the 
conventional methods and also high level of security is 
provided to the transmitted images. The results obtained 
illustrate that the proposed algorithm provides a new 
encryption technique which has the features of coding 
benefits depending on the statistics of the image, inbuilt 
encryption module to enable secure transmission and less 
system complexity. However, one must be aware of the 
fact that although the algorithm is safe against passive 
eavesdropping and other attacks, it is protected from the 
active attacks. 
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