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Abstract 

Fraud is now regarded as an adaptive crime and it is increasing day by day. So, it needs special methods of intelligent data analysis to detect and prevent it. 
Existing fraud detection systems may not be so much capable to eliminate or reduce fraud transaction rate. Improvement in fraud prevention/detection 
practices has become important to maintain existence of payment system. Hence, this work investigated the extent to which Radial Basis Function 
(RBFN)-cum-Particle Swarm Optimization (PSO) was used to detect frauds in credit card online transactions. 
The simulated dataset used contained 100 cards (60 transactions each) with legal transactions sparsely intertwined with malicious types. The work flow of 
the proposed system consisted of data preparation, implementation and evaluation phases. The metrics used were false alarm rate, recall, precision and 
accuracy. The results showed that RBFN were 80.8%, 14.2%, 71.4% and 71.0% while RBFN-PSO generated 95.1%, 23.0%, 91.7% and 93.9% for 
accuracy, false alarm rate, precision and recall respectively.  
Keywords: Fraud detection systems, Simulated dataset, RBFN, PSO, False alarm rate 
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1. Introduction 

The Internet has become the backbone for conducting electronic commerce. Many products, tangible and intangible, are 
browsed through and sold over the Internet. Although there are a number of possible payment methods, such as electronic 
cash, electronic cheque, debit/credit card, and electronic wallets but debit and credit cards stands out in usage.  Thus, 
increase in credit cards transactions caused proliferation of online related frauds. E-commerce frauds can be broadly 
classified into three categories, i.e., traditional card related frauds, merchant related frauds and Internet frauds. The different 
types of methods for committing credit card frauds are described below [1]. Fraud will continue to be a crime of 
opportunity and the thieves will continue to steal methodically from companies until those companies go out of business. 
But there is a need to work to stop them in their tracks and turn their “perfect crime” into a big mistake. Credit card fraud 
was defined as “Unauthorized account activity by a person for which the account was not intended while Credit card fraud 
detection system is a computer program that attempts to perform fraud detection by identifying fraud or fraud transaction as 
quickly as possible once it has been perpetrated. Credit card fraud detection has drawn a lot of research interest and a 
number of techniques, with special emphasis on data mining and neural networks [2]. Existing fraud detection systems may 
not be so much capable to reduce fraud transaction rate. Improvement in fraud detection practices has become essential to 
maintain existence of payment system [3]. The aim of this work was to develop fraud detection system in online transaction 
using radial basis function modified by particle swarm optimization. 

 

Evolutionary algorithms have been employed over the years to curb online transaction frauds. The authors in [4] presented 
artificial intelligence techniques, viz MLP neural networks and particle swarm optimization algorithm to detect intrusion 
and attacks of  unauthorized users in cloud computing.  . The methods were tested on two databases. The results showed 
improved accuracy in detecting attacks and intrusions by unauthorized users. [5] researchers proposed a Adaptive Neuro-
Fuzzy Inference System (ANFIS) to detect bank credit cards related frauds. By combining evolutionary algorithms with 
ANFIS, the optimal tuning of ANFIS parameters is achieved by the Teaching-Learning-Based Optimization (TLBO) and 
the Particle Swarm Optimization (PSO) in order to improve the network performance and to reduce calculation 
complexities. The proposed algorithm is implemented and evaluated on credit cards data to detect fraud. The results 
demonstrate superior performance of the designed scheme compared to other intelligent identification methods. [6] authors 
proposed system that mainly concentrate on finding the optimum membership functions of a fuzzy system using particle 
swarm optimization (PSO) algorithm. The proposed algorithm was used to optimize the Gaussian membership functions of 
the fuzzy model system. It was clearly proved that the optimized membership functions (MFs) provided  better performance 
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than a fuzzy model for the same system, when the MFs were heuristically defined.PSO has no evolution operators such as 
crossover and mutation.  The researchers in [7] developed an hybridized system (particle swarm optimization was used to 
improve the performance of the artificial neural network) in order to recognize the fraud pattern more accurately. In their 
work,the accuracy, sensitivity, and specificity in bank fraud detection were as much as 90.32%, 88.06%, and 90.12%, 
respectively. 
 

The researchers in [9] applied the neural data mining method on online transactions. This model was based on customer’s 
behaviour pattern. Deviation from the usual behaviour pattern was taken as an important task to create this model. The 
neural network was trained with the data and the confidence value was calculated. The credit card transaction with low 
confidence value was not accepted by the trained neural network and it was considered as fraudulent. If the confidence 
value was abnormal, then again it was checked for additional confirmation. The detection performance was based on the 
setting of threshold. Related work can be found in [2, 8]. [12] authors proposed the combination of the synthetic minority 
oversampling technique (SMOTE) and the radial basis function (RBF) classifier to deal with classification for imbalanced 
two-class data. In order to enhance the significance of the small and specific region belonging to the positive class in the 
decision region, the SMOTE is applied to generate synthetic instances for the positive class to balance the training data set. 
Based on the over-sampled training data, the RBF classifier is constructed by applying the orthogonal forward selection 
procedure, in which the classifier structure and the parameters of RBF kernels are determined using a particle swarm 
optimization algorithm based on the criterion of minimizing the leave-one-out misclassification rate. The experimental 
results on both simulated and real imbalanced data sets are presented to demonstrate the effectiveness of the proposed 
algorithm. [13] presented a combined Self-Organizing Maps (SOMs), unsupervised neural network, and Particle Swarm 
Optimization to introduce a new method for anomaly detection. This method was performed on forest fire detection. The 
simulated dataset is constructed of 14,987 normal cases and 104 abnormal cases, and the real dataset is constructed of 422 
normal cases and 95 abnormal cases. In fact, the results showed that the new method would be a generic algorithm for 
anomaly detection that may need few changes for implementation in different domains. Also, the authors in [14] presented 
a novel method of combining the use of Digital Signature of Network Segment (DSNS) with the evolutionary technique 
called Particle Swarm Optimization (PSO) and neural network training, applied in a real data set. The proposed anomaly 
detection system uses the Support Vector Machine in order to clusterize the traffic collected by SNMP agents and its 
respective DSNS. The PSO is combined with the SVM in order to improve performance and quality of the solution in the 
clusterization and calculation of clusters centroids. Numerical results  showed that the obtained detection and false alarm 
rates are promising. 
 
2.  Materials  
2.1 The RBF Network 
RBF are embedded into a two-layer feed-forward neural network. The set of input can be attributes that are common to 
various classes needed for classification. While the output units are the various classes that the attributes can resolve to. In 
between the inputs and the outputs is a layer of processing units called hidden unit and each of them implements a radial 
basis function. Training of RBF network is accomplished in two stages: parameters of the radial basis functions are set so 
that they approximate model the unconditional data density of the training set, after that output weights are learned. In 
pattern classification problems, the Gaussian function demonstrates higher accuracy. [11]  
3  

The weights and the center of activation functions are adjusted using the gradient descent method to minimize the Sum of 
Squared Error (SSE). The hidden layer function is calculated by the equation 1. 

𝐹(𝑥) = ∑ 𝑤𝑖∅(‖𝑥 − 𝑢𝑖‖)𝑁
𝑖=1  (1) 

where: N is the number of neurons in the hidden layer, u0TRi R0Tis the center vector for neuron i, and w0TRi R0Tis the weight of neuron i in 
the linear output neuron.   
 

2.2 Particle Swarm Optimization 
Particle swarm optimization (PSO) is a stochastically global optimization method that belongs to the family of Swarm 
Intelligence [16] and Artificial Life. PSO is based on the principles that flock of birds, school of fish, or swarm of bees 
searches for food sources where at the beginning the perfect location is not known. However, they eventually reach the best 
location of food source by means of communicating with each other. [15]. PSO has many advantages which includes: 
effective in nonlinear optimization problems; easy to implement; Only a few input parameters need to be adjusted in PSO 
and can be efficiently used on large data sets.[10].  
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2.3 Hybridized RBF-PSO model 
 

This section discussed the optimization of Radial Basis Function (RBF) by Particle Swarm Optimization (PSO). PSO 
optimization was interposed into this framework in order to optimize the RBF training parameters so that the best particles 
having optimal parameter settings can be obtained. An initial population size was assumed and fed into RBF framework 
that performs the classification. Error Function is the average error incurred when RBF classified the large input data. Our 
objective was to minimize Error Function and obtain the best particle for an optimal set of RBF parameters that was used 
for prediction purposes. The initial weights were randomly selected.  
 

In PSO algorithms, the particle swarm is initialized randomly in searching space and each particle has initial speed and 
position. So the searching quality and the speed have randomness. The path of particle is updated through individual best 
position and the path of swarm is updated via global best location, which is found by the entire population (population size 
of 100 is used). This makes particles move to the optimal solution. The Stepwise procedure of the RBF-PSO algorithm are 
presented below: 

Step 1: Generate random population of N, Set parameter 𝜔𝑚𝑖𝑛, 𝜔𝑚𝑎𝑥, 𝑐1 and 𝑐2 of PSO 
Step 2: Initialize population of particles having positions 𝑥𝑗  and velocities 𝑣𝑗  
Step 3: Set iteration k = 1 
Step 4: Calculate fitness of particles 𝐹𝑖𝑗 = 𝑓(𝐻�𝐿𝑆) and find the index of the best particle b 
The fitness function for parameters selection is as follow 
The length of the particles is determined by the number of input factors, the number of layers, and the number of 
nodes in each layer. The total length of the particle L was calculated as 
𝐻�𝐿𝑆 = 𝑛𝑖𝑛𝑝𝑢𝑡 ∗  𝑛1 +  ∑ �𝑛𝑗 ∗  𝑛𝑖+1�𝑘−1

𝑖=1 +  𝑛𝑘 5 

Where “ n” input is the number of input attributes for the RBF, k is the number of internal layers, and ni is the 
number of nodes in layer. The last term in the equation is for the weights between the last internal layer and the 
output layer,  w h i c h  consists of a single node. 
Step 5: Select 𝐺𝑏𝑒𝑠𝑡𝑖𝑗 = 𝐻�𝐿𝑆 and 𝑃𝑏𝑒𝑠𝑡𝑖𝑗 =  𝐻 
Step 6: 𝜔 = 𝜔𝑚𝑎𝑥 − 𝑘 × (𝜔𝑚𝑎𝑥 − 𝜔𝑚𝑖𝑛)/𝑀𝑎𝑥_𝑛𝑜  
Step 7: Update velocity and position of particles  

�⃗�𝑖𝑗 = 𝜔�⃗�𝑖𝑗 +  𝑐1𝑟1�𝑃𝑏𝑒𝑠𝑡 − 𝐻�𝐿𝑆� + 𝑐2𝑟2�𝑃𝑏𝑒𝑠𝑡 − 𝐻�𝐿𝑆� + 𝑐3𝑟3�𝐺𝑏𝑒𝑠𝑡 − 𝐻�𝐿𝑆� 
�⃗�𝑖𝑗 = �⃗�𝑖𝑗 + �⃗�𝑖𝑗      

Step 8: Evaluate fitness 𝐹𝑏𝑗 = 𝑓(𝐻�𝐿𝑆) and find the index of the best particle 𝑏1 
Step 9: Update 𝑃𝑏𝑒𝑠𝑡 of population  

        If 𝐹𝑖𝑗 < 𝐹𝑏𝑗  then 𝑃𝑏𝑒𝑠𝑡𝑏𝑗 = 𝐻 else 
    𝑃𝑏𝑒𝑠𝑡𝑖𝑗 = 𝑃𝑏𝑒𝑠𝑡𝑏𝑗 

Step 10: Update 𝐺𝑏𝑒𝑠𝑡 of population 
          If 𝐹𝑖𝑗 < 𝐹𝑏𝑗  then 𝐺𝑏𝑒𝑠𝑡𝑗 = 𝑃𝑏𝑒𝑠𝑡𝑏𝑗  and set 𝑏 = 𝑏1 else 

𝐺𝑏𝑒𝑠𝑡𝑏𝑗 = 𝐺𝑏𝑒𝑠𝑡𝑗  
Step 11: If 𝑘 < 𝑀𝑎𝑥_𝑛𝑜 then 𝑘 = 𝑘 + 1 and goto step f else goto step l 
Step 12: Output optimum solution as 𝐺𝑏𝑒𝑠𝑡𝑏𝑗. 

𝐺𝑏𝑒𝑠𝑡𝑏𝑗 = 𝐻𝐿𝑆 
3. METHODOLOGY 
The proposed credit card transaction system mainly includes the two phases: data preparation phase and implementation 
phase. The workflow is shown in figure 1.  
 

Data Preparation 
A simulator was used to generate a mix of genuine and fraudulent transactions. This involves preparing the accumulated 
data for training. It can be regarded as the data mapping phase which has to do with matching the parameters of RBF-PSO 
to selected variables of cardholder’s transaction data. The accumulated data was presented in the form acceptable by the 
model with respect to its parameter. 
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The dataset was encoded to include several indicator variables to make it suitable for the RBF algorithm and the categorical 
response variables anticipated. Several attributes that are ordered categorical have been coded as integer, for instance the 
predicted response class label 𝑦𝑦, was dichotomously defined as follows: 
 

𝑦𝑦 =  𝑊(𝑥) =  � 0, 𝑖𝑓 𝑎 𝑡𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛 𝑖𝑠 𝑔𝑒𝑛𝑢𝑖𝑛𝑒
1,   𝑖𝑓 𝑠 𝑡𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛 𝑖𝑠 𝑚𝑎𝑙𝑖𝑐𝑖𝑜𝑢𝑠   (2) 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1: Workflow of the proposed system 
 
Implementation phase 
 

The implementation phase encompassed the training phase, prediction phase and detection engine. The detection phase 
employed the parameters from trained RBF-PSO model to identify the new transactions as fraudulent or not. 
 

Evaluation phase 
In this work, confusion matrix was employed for evaluating the results of the proposed system. The confusion matrix was 
used estimate these metrics viz; accuracy, precision, recall and false alarm rate. 
 

Confusion 
matrix 

Predicted class 
C NC 

Actual 
class 

C FP TN 
NC TP FN 

Normal class – NC Novelty - C 
FP-false positive TP-true positive 
FN-false negative TN-true negative 

 

𝐹𝐴𝑅 =  𝐹𝑃
𝐹𝑃+𝑇𝑁

∗ 100    (3) 

Recall =  TP
TP+FN

 𝑥 100   (4) 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  FP
TP+FP

 𝑥 100     (5)  
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𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦𝑦 =    TP+TN
TP+FN+TN+FP

 𝑥 100      (6) 
 
4. Implementation and Results  
The interface of developed RBN-PSO model was designed using C-sharp language, as shown in figure 2. The dataset used 
contain 100 cards which consist of 60 transactions each with fraudulent type and non-fraudulent type, 30 transactions of 
each card were used to trained the system and 30 transactions were used to test the system. The total number of transactions 
used for training amount to 1500 all together for 50 cards and 1500 in total for 50 cards was used for testing while 3000 
transactions for 50 cards were left untrained.  
 

 

 
Figure 2: RBFN-PSO fraud detection system interface 

 

The results, as shown in table 1, showed that PSO produced overall accuracy of 78.8%, precision and recall were 68.3% 
and 68.0% and false alarm rate had 15.8%. The RBFN produced overall accuracy of 80.8%, false alarm rate of 14.2%, 
overall precision and recall were 71.4% and 71.0%. While the hybridized RBFN-PSO system produced overall accuracy of 
95.1% , false alarm rate of 4.2%, precision of 91.7 % and recall of 93.9%.  
 

Table 1: Table showing results generated with PSO, RBF and RBF-PSO 

Technique TP FN FP TN 
FAR 
(%) 

RECALL 
(%) 

PREC 
(%) 

ACC 
(%) 

Total 
Time(sec) 

RBFPSO 1408 92 127 2873 4.23 93.87 91.73 95.13 118.35 

RBF 1065 435 427 2573 14.23 71.00 71.38 80.84 1591.12 

PSO 1020 480 474 2526 15.80 68.00 68.27 78.80 1960.78 

5. Conclusions 

PSO and RBFN demonstrated powerful problem-solving ability. They were based on quite simple principles, but took 
advantage of their mathematical nature: non-linear iteration. Particle Swarm Optimizations are global search methods that 
are based on principles like personal learning coefficient and global learning coefficient. This study examined how Particle 
Swarm Optimizations can be used to optimize the network topology of RBFN, to enhance RBFN predictive capability. The 
RBFN-PSO system produced  low false alarm rate and fastest matching time which is required for effective online fraud 
detection. Creating and implementing comprehensive credit fraud detection techniques that include prevention, detection 
and resolution components not only will limit losses but also will strengthen businesses. 
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