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Abstract 

Internet of Things (IoT) is a network of all devices that can be accessed through the internet and 
controlled using the existing infrastructure. IoT devices are known for improving accuracy, efficiency 
with inconsiderable human involvement. These devices allow an explicit integration of computing devices 
with the physical world. Uses of IoT devices are increasing faster than ever. These devices have dynamic 
and heterogeneous nature. So security and authentication of these devices have become a major concern. 
The information couldn’t be accessed by a user (external party) until and unless mutual authentication 
happens between users and devices. In the proposed scheme, signature-based authentication scheme has 
been presented for the IoT environment. Implementation of proposed scheme is done in widely accepted 
Network Simulator (NS2). The simulation result shows the practicability of the proposed scheme. In the 
proposed scheme, the functionality features are enhanced, and communication and computational costs 
are also minimized compared to other existing approaches. 

Keywords: Internet of Things31T, AODV, Security, Authentication. 

1. Introduction 

There has been huge progress in the field of internet of Things (IoT). IoT devices are networking devices 
which can be used with the help of existing infrastructure remotely. These devices have a 
capacity of computability and communication. These devices can be used without human involvement 
which leads to economical as well as time saving benefits. For this, multiple technologies are used like 
machine learning, new network protocols, wireless communication, and embedded system, etc. The IoT 
devices are used without human involvement so security risk also increases. 
The main vitality of IoT idea is highly brunt on several aspects of everyday life. Domestic fields, e-health, 
educational Institute, agriculture, and industry are the possible application scenario in which this can play 
a vital role. It is estimated that by 2025, 20 billion devices are IoT devices. The IoT devices are relatively 
a new concept, and security related problems have not been addressed properly at its design level. An 
effective and efficient security mechanism is required to handle the problem of security, especially 
authentication and key agreement scheme to protect the privacy. 
This paper proposed and implemented an authentication model. The network contains a  smart device 
called sensor or accumulator. The sensor device which is connected to the network, detects the data, and 
sent to Gateway of Network. The gateway does the Deep inspection of packets and sends data to the 
corresponding department. The nodes in each network are connected to the internet through  the 
gateways. Different type of users like Doctors, Police, and Fire-department people can access the data 
with relevant IoT devices. 
Several threat models for IOT devices are considered, one of them is called Delve-Yao Threat (DY) 
model. Under the DY model communications between devices are performed under the public channel 
and adversaries have the opportunity of eavesdropping, the messages and modifying in the original 
messages. It further assumes that the adversary can physically capture the device and detect the sensitive 
information using power analysis. 
The proposed scheme is an authentication model for IoT devices in which various security concerns are 
taken into consideration. A signature based authentication model and key agreement scheme have been 
proposed to solve these issues. Finally, it has shown that proposed scheme is efficient and cost effective in 
terms of communication efficiency and computation costs. 
 
2. LITERATURE REVIEW 
The authentication schemes for IoT devices are considered as the dynamic and heterogeneous behavior of 
IoT devices. Public key cryptography like RSA is suitable for broadcast and multicast, but it has high 
communication and computation overhead. These overheads make it unsuitable for applications where 
resources are limited. Development of wireless communication has helped in developing security and 
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Authentication scheme for IoT devices. For IoT applications Datagram Transport Layer Security (DTLS) 
handshake protocol  has been proposed. This scheme depends on the Markel hash tree which has the 
advantages of balancing the communication overheads and storage overheads. But there is a lack of 
scalability. Elliptical curve cryptography (ECC) based authentication scheme is susceptible to attack 
on the radio-frequency identification (RFID) tag. Current research shows that 160 bit ECC is more 
efficient compared to 1024 bit RSA. Thus, ECC based Security and Authentication scheme is more 
efficient compared to RSA based scheme. 
 
Symmetric key based approach is one of the earliest proposed schemes which use mainly hash functions. 
Despite slashing energy consumption by using hash functions, it is susceptible to Denial of service (DoS) 
attack because of waited authentication, and also do not audit for data integrity. There are some other 
symmetric key schemes which are based on key ring  in which there is no prior knowledge of deployment 
scalability. Hence, this is not suitable for a dynamic and heterogeneous environment like IoT. In protocol 
design it was considered that the protocol must not be overhead of communication. If the protocol header 
length is greater than the messages size, then there are loss of bandwidth and other resources. 
The signature based scheme provides the fast generation of the certificates and quick 
authentications using these certificates. In this method, an immediate authentication is guaranteed and 
synchronization is not required. Long signature and key length are used to make application suitable for 
those which are not frequently used. Low power sensor network using cryptography is wide field 
in which continuous research is going on. The overhead of distribution and transmission of keys are some 
problem in this approach. Second is vulnerability of high power consumption overhead. Indeed, low 
power-wide area network (LP-WAN) IoT devices that can stand for 10 years without any failures 
even the minor increase in power decrease the lifetime of the battery. In this approach, IoT devices 
authentication have done purely at base station with no modification of low power adversaries. The 
computation complexity of network devices can be reduce by offloading training of deep natural network 
to clouds. 
In the last few years, Long-short-term memory (LSTM) architecture has been proposed to make the 
network efficient and reduce the computation complexity. In LSTM, each layer contains the hidden 
memory block that is connected via cell state. This cell state contains the history of sequential input 
and contains the information of update. Each LSTM state contains the gates, which mainly does the 
control of information flow. One of the gates called Fore gate which has some special task. After 
receiving the information from the previous cell, Fore gate takes the decision that which information has 
to be dropped and which has to be transferred to the next cell. Other gates include the input and output 
gates that control that control the input activation to the next block. These are responsible for generating 
input for the next block cell. This is a deep learning authentication mechanism for IOT devices. 

3. Proposed Method 

This paper discusses a new signature-based authenticated key establishment scheme has been developed 
for IoT devices. The users communicate with each other via smart devices (IoT) in the network. These 
smart devices have Gateways to ensure communication security. The proposed scheme can be enforced 
over wired and wireless communication networks. 
Recently, an increase in availability of bandwidth and computational power of network devices leads 
to significant performance improvement in IoT devices. A legal node in the network can send the data to 
sensor and after mutual authentication, the data sent to gateway node. After mutual authentication, a 
secret session is established between users and sensor nodes for further communication.  
Proposed scheme consists system set up phase, sensing device registration phase, new packet creation 
phase, data encryption for security, authentication phase in by certificate of each entity of network, 
analysis of performance of the proposed scheme. Gateway nodes (GWN) are nodes in the network, which 
forwards the packet to destination as per addresses set by the smart node in each network. For example, in 
first network there is a node SD1 which receives the messages sent by each node in that network. SD1 
will set the flags of the packet and send to the GWN and GWN forwards the packet to the respective 
department. 
 The proposed scheme uses Ad-hoc on demand distance vector (AODV) routing algorithm. As 
the name suggests AODV protocol builds roads between the nodes when source node request. That’s 
why it is called on demand and benefit is that it doesn’t create any extra traffic in the network. The routes 
are maintained as long as source required that route after that path destroys. If a same source request for 
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path then may be a new route established by this protocol. In AODV, network nodes are silent until 
connection established between them. Nodes in the network which need a connection broadcast request for 
connection. The remaining nodes forwards the request and record the root node that request for 
connection. In this way they create the series of temporary routes back to the requesting nodes.. 
AODV protocol is free from loop messages and scalability is also high. When source nodes intend     to send 
its route, it sees its routing table to check whether the route is valid or not. AODV is free from topological 
changes because it’s adaptively been very high in dynamic networks. AODV protocol supports both 
multicast and broadcast in a network. It has lower set up delay to detect the shortest route in the network. 
There is no extra communication overhead communication. It doesn’t need any central administration for 
handling the routing processes. This protocol does not require central administration for handling the 
routing processes. 
 
4. IMPLEMENTATION AND RESULTS 
4.1 Implementation 
Security and authentication for IoT devices scheme implementation contains the following phases – 
Network formation phase, new packet format creation phase, registration phase, data encryption phase, 
authentication, and performance analysis phase. A wireless sensor network (WSN) includes a large 
number of small sensor nodes. These nodes are set up in the network where information is to be 
monitored. In WSN, energy model is one of the optional attribute of a node. The energy level denotes the 
level of energy of a mobile node. The  component required for designing energy model includes 
intialEnergy, txPower, rxPower and idlePower. The intialEnergy represent the level of energy a node has 
at initial time of simulation. The txPower and rxPower represent the power consumption in transmission 
and receiving the packet. The sensor node the energy model includes a special component called 
sensePower. It represents the energy consumed during the sensing operation. Apart from these, there are 
some important factors which specify the communication range of nodes and sensors in the network. The 
priority based deployment model is used in the proposed scheme. In this proposed scheme sensor nodes 
are configured with distinct communication and sensing range. A Base station is configured with a highest 
communication range.  The registration and authentication phase generates the certificates for each node 
in the network, so that they can be authenticated using this certificate. Random number from 999 to 99999 
is generated and assigns it to a node which in a vector set. The vector set has been shared among the 
nodes including sensor node. When data packets are coming from a node, they are searched in the vector 
set and if a matching entry is found   in the set, then a packet is sent to GWN or else the packet is dropped. 
4.2 Performance Analysis 
Performance analysis of proposed scheme is done on the basis of the number of received packets, packets 
loss, packets delivery ratio, and end to end delay. 
Packet Delivery Ratio (PDR): - It is defined as the ratio of the number of packets delivered to 
destination successfully and number of packets that has been sent out by the sender. 
 PDR=NR/NS (1) 
NS – The number of packets sent by sender and NR –The number of packets received by receiver 
End To End Delay (E2E): - End to end delay refer to the time taken to deliver the packet from source to 
destination across the network. It is often half of the round trip time. End to end delay in the network 
come from several sources, including the transmission delay, Propagation delay, queuing delay and 
processing delay. 
 
Transmission Delay (DT): - It is time required to push all packet’s bits into the wire. 
  DT = N / R (2) 
Where N denotes the number of bits, and R denotes the rate of transmission (in bits per second) 
Propagation Delay (DP): - It is time required to travel packet’s data from source to Destination.  

 DP= D / V (3) 
Where D denotes the length of physical link and V denotes the propagation Speed In Media. 
Queuing Delay (DQ): - It is the time a job waits in a queue until it can be executed. It is network 
infrastructure dependent. 
Processing Delay (DPR): - It is time required to process header of the packet by nodes in the  network. 

E2E  is defined as the average time taken by a data to reach destination. This includes all the delays 
caused by buffering during the route discovery latency, queuing at the interface queue. Mathematically it 
defined as- 
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    E2E=DT + DP + DRQ R+ DRPRR (4)  
    Avg. E2E Delay= S/N (5) 
Where S denotes the sum of the time spent to deliver packets for each destination, and N denotes the 
number of packets received by all the destination nodes. 
Throughput (TH): - It is defined as the total number of packet, delivered over the total simulation time. 
Mathematically, it can be defined as: 
    TH = N/S (6) 
Where N- The number of bits received successfully by all destinations and  S- The total simulation time. 
 

Table 1 Performances Comparison 

 
 
The packet delivery ratio during the simulation time (140 seconds) is given below. The X-
axis indicates Times (in seconds) and Y-axis indicates the packet delivery ratio (in %). The 
graph is shown below in fig 1. The graph is almost linear means as the number of nodes in 
the network increases; the packet delivery ratio is also increase. If the number of nodes in 
the network increased, the probability of packet drop also increases due to increase in traffic 
in the network. Ad-Hoc on Demand Distance Vector (AODV) protocol sends the data 
without appending header also or it will only send the size of a packet not the actual data. 
 
 
 

 Existing scheme Proposed Scheme 
Number of 
Nodes 

5 15 26 5 15 26 

llocated 
MPR Set 

4 12 18 4 12 18 

Generated 
Packets 

101 143 167 101 143 167 

Received 
Packets 

96 121 110 99 139 147 

Packets Loss 5 22 57 2 5 20 
Packet 
Delivery Ratio 
(%) 

95 84.62 65.87 98.01 97.20 88.02 

End-To-End 
Delay (ms) 

56.5 69.44 143.67 20.72 23.68 61.16 

Throughput 
(Bits/sec) 

5.05 6.37 5.78 5.21 7.31 7.73 
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Fig 1: Packet Delivery Ratio 

 
Throughput refers to the average data rate of successful data or messages delivered over a communication 
network throughput measure in terms of bits per second. Here X axis indicates the Time (in seconds) and Y 
axis indicates the throughput (in kbps). The graph is shown below in figure 2. As the time spent, Data sent by 
nodes in network also increases. So Throughput also increases as graph’s output is showing. 
 

Fig 2: Throughput 

  
 
End to end delay refer to the time taken to deliver the packet from source to destination across the network. Here 
X axis indicates the Time (in seconds) and Y axis indicates the end to end delay (in secs). The graph is shown 
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below in figure 3. In case of Modified AODV packet format, only change flag bit are checked rather than entire 
flag. AODV check the flag for 20 seconds and if modified flag bits are constant then next 20 seconds it does not 
check the flags of remaining packets which leads to minimization of E2E Delay. 
 
  Fig 3: End to End Delay 

 
 
This is the intermediate output for authentication of nodes in the network. Gateway checks the certificate 
in the vector. If it is found, then it is  authenticated otherwise not. To make the search efficient in the 
vector hash mapping with the node id has been done.  
For example: If the Node id=94082, certificate=477  ,        
Hash index=94082%26=14 
If vector [14] = 477, then the node is authenticated otherwise not authenticated.  

Screenshot of node authentication output is shown below in the figure 4.  

 
Figure 4 Node authentication 
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This figure 5 result shows the output of Data Encryption. For encryption proposed scheme  uses MD5 
cryptographic technique. 
 

 
Figure 5 Data Encryption 

5. Conclusions 

In this proposed scheme, authentication of IoT devices are analyzed using the mutual authentication. For 
communication security, MD5 encryption technique has been used. The output of proposed scheme shows that 
this scheme is efficient than the existing schemes. The proposed scheme has been implemented on NS2 
simulator. The various network parameters are measured and analyzed. The analyzed output shows that the 
proposed scheme is better in terms of efficiency and computation power. The efficient communication and low 
computation cost show that, the proposed scheme is suitable for practical applications in IoT environments. 
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