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Abstract:  
Blockchain have been an interesting research area for a long time and the benefits it provides 
have been used by a number of various industries. Similarly, the healthcare sector stands to 
benefit immensely from the blockchain technology due to security, privacy, confidentiality and 
decentralization. Nevertheless, the Electronic Health Record (EHR) systems face problems 
regarding data security, integrity and management. In this paper, we discuss how the blockchain 
technology can be used to transform the EHR systems and could be a solution of these issues. 
We present a framework that could be used for the implementation of blockchain technology in 
healthcare sector for EHR. The aim of our proposed framework is firstly to implement 
blockchain technology for EHR and secondly to provide secure storage of electronic records by 
defining granular access rules for the users of the proposed framework. Moreover, this 
framework also discusses the scalability problem faced by the blockchain technology in general 
via use of off-chain storage of the records. This framework provides the EHR system with the 
benefits of having a scalable, secure and integral blockchain-based solution with use of SHA-256 
hashing algorithm. 
Keywords: blockchain, patient records, search treatment solution 

1. Introduction: 
Many researchers have tried to apply artificial intelligence into the field of healthcare to assist 
doctors in the diagnosis and treatment of diseases. Besides, some medical decision-making 
systems based on processing to search treatment solutions in a large number of unstructured 
literatures and patient records such as the patients’ medical history, symptoms, and laboratory 
tests to provide decision supports for doctors. Although smart healthcare systems have made 
impressive progress in recent years, situations in practical applications are still far from ideal. On 
the one hand, despite most doctors have a good knowledge of their own fields, more and more 
diseases require cross-border medical knowledge of experts from different backgrounds, thus it 
becomes necessary to have them work together using technological means. On the other hand, 
due to the regional and individual differentiations among patients, the demands for precise 
medical care, personalized diagnosis, and treatment are increasing, which makes the accurate 
patient picturing ever more important than before. 
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2. Existing Systems: 
In existing system, a framework of parallel healthcare systems (PHSs) based on the artificial 
systems computational experiments and parallel execution (ACP) approach is proposed in this 
paper. PHS uses artificial healthcare systems to model and represent patients’ conditions, 
diagnosis, and treatment process, then applies computational experiments to analyze and 
evaluate various therapeutic regimens, and implements parallel execution for healthcare 
processes. 
2a. Demerits of Existing System when compared to proposed algorithm 

• AES is used for both encryption and decryption. If we see someone decrypts the blocks 
and hack the data 

• sha-256 is used for only encryption. Decryption parts is not used in this part. 

3. Proposed System: 
In this technology, we propose the framework of parallel healthcare systems (PHSs) based on the 
blockchain using SHA-256 hashing algorithm. 
SHA-256  
SHA-256 is a cryptographic hash function that takes an input of a random size and produces an 
output of a fixed size. Hash functions are powerful because they are ‘one-way’. What this is 
means is, it is possible for anyone to use a hash function to produce an output when given an 
input; however, it is impossible to use the output of the hash function to reconstruct it’s given 
input.  
SHA-256 is a one-way function that converts a text of any length into a string of 256 bits. This is 
known as a hashing function. In this case, it is a cryptographically secure hashing function, in 
that knowing the output tells you very little about the input. It is a modified version of SHA1, 
which in turn is a modified SHA0. All three are now broken, to some extent. 

• Note 1: All variables are 32-bit unsigned integers and addition is calculated modulo 232 
• Note 2: For each round, there is one round constant k[i] and one entry in the message 

schedule array w[i], 0 ≤ i ≤ 63 
• Note 3: The compression function uses 8 working variables, a through h 
• Note 4: Big-endian convention is used when expressing the constants in this pseudocode, 

and when parsing message block data from bytes to words, for example, the first word of 
the input message "abc" after padding is 0x61626380 

 

 

http://www.ijiset.com/


IJISET - International Journal of Innovative Science, Engineering & Technology, Vol. 8 Issue 3, March 2021  

ISSN (Online) 2348 – 7968 | Impact Factor (2020) – 6.72 

www.ijiset.com  

177 
 

 
Advantages: 

1.The chief advantage that SHA-256 has more efficient. 

2.It is fast to compute, resistant to pre-image and second-preimage attacks, and     is collision 
resistant. 

4. Module 

4.1 Registration: 

In this Registration module the user make registration by entering the user details such as 
user name, password and confirmation password and other details for their profiles. They use the 
user name and password for login to see other information. 

4.2 Create a Blockchain: 

The block chain was created according to the patient details. Each block linked with the 
user report and their required information. Hence these theses are maintained by the block. 
Whenever the user requirement is needed the block show the report from anywhere at any time. 

4.3 Send key to doctor and others: 

  In this module the user sent the key to the doctor and others for seeing their report details 
and also some updating process is done. The updated report can also view by the user. By 
sending the user key the Doctor view their report at anywhere. These Communication can only 
do by the user and the Doctor.  

 

5. Conclusion and Future Works: 

Healthcare needs to evolve and innovate. Despite the great advances in therapeutics with 
revolutionary new drugs coming up every year, the system around it lacks fluidity, efficiency, 
and effectiveness. Today, it is still complicated to insure full traceability of the medicine. 
Doctors commit fatal medical errors because they don’t have access to a patient’s full medical 
record on time. Data from clinical trials is hard to obtain and share. Everything needs to be 
reformed. The healthcare system needs disruptive innovation. Blockchain could be the lever for 
change in healthcare. It could enable the medical community and the pharmaceutical industry to 
rise to the challenge and build tomorrow’s healthcare system. 
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