
Two modular equations close to the discrete logarithm problem

Sohaib Moussaid El Idrissi1, Ismail Aounil2 and Omar Khadir3

1,2,3 Laboratory of Mathematics, Cryptography, Mechanics and Numerical Analysis.

Hassan II University of Casablanca, Fstm, Morocco

e-mail: moussaid.i.sohaib@gmail.com, iaounil@yahoo.fr, khadir@hotmail.com

Abstract: .

The goal of this paper is to analyze the mathematical equivalence between the discrete

logarithm problem and solving two special modular equations. We also formulate clearly

what we believe to be a hard open number theory question.

Keywords: Modular integers, discrete logarithm problem, public key cryptography.

MSC: 94A60, 11T71.

1 Introduction

The aim of the public key cryptography is to protect confidential data and private com-

munications. Most of its algorithms are based on hard mathematical problems like the

discrete logarithm problem (DLP). There is no efficient algorithm for solving the DLP in

polynomial time[5].

In 1976, Diffie and Hellman[2] were the first to describe an important application of the

DLP. They present an algorithm where two people can share a common key without

meeting before and just by the mean of a communication network. If someone is able

to solve the DLP then he will break the system. But until now nobody succeeded in

this task. In 1985, ElGamal[3], inspired by the Diffie and Hellman protocol, elaborated a

cryptosystem and a digital signature method, both based on the same mathematical tool.

A few years later, Schnorr[13], using the newly discovered hash function by Damg̊ard[1]

and Merkle[7], published a remarkable digital signature algorithm based on the DLP. In

1996 Shamir[10, p. 408] proposed a scheme, now named Shamir’s three pass protocol. He

allows two network users to share a key by exchanging three messages. The security of

the private keys is based on the DLP. In 2008, Nakamoto[9, 17] described the blockchain

technology architecture. The digital sigature ECDSA[4, 15], one of the vital subroutine

he used, relies on the DLP in the finite group of elliptic curves.
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Since the publication of the Diffie and Hellman protocol, many attempts through the

past years produced notable procedures that compute solutions in a reasonable time un-

der some conditions and for some weak choice of parameters. The best among them are the

baby step and giant step elaborated by Shanks[14], the Pohlig and Hellman protocol[11]

and the Monte Carlo method proposed by Pollard[12].

In this work, we analyze and discuss the logical equivalence between the discrete logarithm

problem and solving two special modular equations. We also formulate what we believe

to be a hard number theory question. To the best of our knowledge, in the mathematical

or computer science literature, this issue has never been addressed .

The paper is organized as follows. Section 2 contains a brief recall on the definiton of

the discrete logarithm problem. In section 3 we present our contribution. We conclude in

section 4.

In the sequel, we will adopt classical notation. In particular, Z is the set of all integers.

If p is a prime number then
Z
pZ

is the field of modular integers. Let a, b, c ∈ N. Then

gcd(a, b) denotes the great common divisor of a and b, while the remainder of a, when

divided by b is denoted by a mod b. We write a ≡ b (mod c) if c divides the difference

a− b.

2 Brief recall on the definition of the DLP

In this section, we recall the definition of the discrete logarithm problem, first in the field

(
Z
pZ

)∗ and then in a general finite Abeliab group as the set of elliptic curves.

2.1 The DLP modulo a prime integer p

Definition 1:[16, p. 233]

Let p be a prime number and a a generator of the multiplicative group (
Z
pZ

)∗. The DLP

is:

Given b ∈ Z
pZ

, find x ∈ Z
pZ

such that ax ≡ b (mod p) (1)

There is no efficient method for solving the problem (1) when we use a large prime p. The

DLP definition can be generalized to any finite group as the set of elliptic curves with

cœfficients in
Z
pZ

.
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2.2 The DLP in elliptic curves

Let Ep(a, b) be the set of points that verify the modular equation

y2 ≡ x3 + ax + b (mod p) (2)

We can define an additive operation on all the points belonging to the curve Ep(a, b), see

[16, 15]. By adding a special point O, named point at infinity, we obtain an algebraic

structure of a finite group.

If m ∈ N and P ∈ Ep(a, b), we put [m]P = P + P + . . . + P︸ ︷︷ ︸
m times

.

Definition 2:[15, p. 377]

The elliptic curve discrete logarithm problem, which is abbreviated ECDLP, asks for a

solution m to the equation [m]P = Q for given points P,Q ∈ Ep(a, b).

The ECDLP is considered as intractable and has no known efficient algorithm. Many

cryptographical protocol are based on this fact.

3 Our contribution

In this section, we present our contribution by analyzing and discussing the equivalence

between two proposed modular equations and the DLP. Let us first fix the next two spacial

equations

axxy ≡ b (mod p) (3)

where p is prime and a a generator modulo p.

axxb ≡ cy (mod p) (4)

where p is prime and c a generator modulo p.

Integer parameters x, y are the unknown variables.

Proposition 3.1: If we can solve the DLP, then we also can solve equation (3).

Proof. We suppose that a is a generator and parameters a, b and p are fixed, then we

can find efficiently x such that: ax ≡ b (mod p). To compute x and y from equation (3),

first we search an integer k such that : b ≡ ak (mod p). Then equation (3) becomes :

axxy ≡ ak (mod p). Take x = a and y = k − x mod (p− 1).

Proposition 3.2: If we can solve the DLP, then we also can solve equation (4).
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Proof. We suppose that c is a generator and parameters a, b and p are fixed. We can

find efficiently x such that: ax ≡ b (mod p). To compute x and y from equation (4),

first we search an integer k such that : a ≡ ck (mod p). Then equation (4) becomes :

ckxxb ≡ cy (mod p). Take x = c and y = kx + b mod (p− 1).

Let P2 be the set of primes generated by the element 2. If we can solve the modular

equation 2x ≡ b (mod p) for any fixed p in P2 and any b in
Z
pZ

, then we can also solve

the general DLP equation ax ≡ b (mod p) for any generator a in
Z
pZ

.

Proposition 3.3: Let P2 be the set of primes generated by the element 2. If we can solve

the modular equation 2x ≡ b (mod p) for any fixed p in P2 and any b in
Z
pZ

, then we can

also solve the general DLP equation ax ≡ b (mod p) for any generator a in
Z
pZ

.

Proof. Consider the discrete logarithm problem

ax ≡ b (mod p) (5)

where parameters a, b, p are fixed. Since 2 is a generator, we can efficiently compute a

positive exponent k < p such that a = 2k mod p. And as a is also a generator modulo p,

gcd(k, p− 1) = 1. Equation (5) becomes

2kx ≡ b (mod p) (6)

Set X = kx mod (p − 1), so equation (6) implies 2X ≡ b (mod p). Therefore we can

compute the unknown variable X. As X = kx mod (p − 1) and k is invertible modulo

p− 1, we obtain x =
X

k
mod (p− 1).

Proposition 3.4: Let P2 be the set of primes generated by the element 2. If we can solve

the modular equation axxb ≡ 2y (mod p) for any fixed p in P2 and any a, b in
Z
pZ

, then

we can also solve the general modular equation axxb ≡ cy (mod p) for any generator c in
Z
pZ

and any fixed a, b in
Z
pZ

.

Proof. Consider the modular equation

axxb ≡ cy (mod p) (7)

where parameters a, b, c, p are fixed. Since 2 is a generator, we can compute efficiently a

positive exponent k < p such that c = 2k mod p. And as c is also a generator modulo p,
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gcd(k, p− 1) = 1. Equation (7) becomes

axxb ≡ 2ky (mod p) (8)

Set ky = Y mod (p − 1), so equation (8) implies axxb ≡ 2Y (mod p). Therefore we can

compute the unknown variables x and Y . As Y = ky mod (p − 1) and k is invertible

modulo p, we obtain y =
Y

k
mod (p− 1).

Corollary 3.1: Let P2 be the set of primes generated by the element 2. If we can solve

the modular equation 2x ≡ b (mod p) for any fixed p in P2 and any b in
Z
pZ

, then we can

also solve the equation axxy ≡ b (mod p) for any generator a in
Z
pZ

.

Proof. Use Proposition 3.3 followed by Proposition 3.1.

Remark 1: Some particular primes are strongly recommended in public key cryptography.

Safe primes[6, p. 164] are among them. They are of the form p = 2q+1 where q is prime. It

is well known that element 2 is a generator of p if and only if q ≡ 1 (mod 4). Consequently

these primes satisfy the hypotheses of the two previous propositions and the corollary.

If we can specify the exact relation between equations (3), (4) and the DLP when the

modulus p is a safe prime, it will be surely a serious first step,

We end this section by asking the following question for which we have no answer.

Open question: If someone finds an efficient algorithm that computes the unknown vari-

ables x, y in the modular equations (3) and (4) for any fixed parameters a, b, c, p, will he

be able to solve de discrete logarithm problem ax ≡ b (mod p) ?

4 Conclusion

In this paper we proposed two modular equations close to the discrete logarithm problem.

Some feature of them were formulate as propositions. The relation between the two

equations and the DLP was analyzed. We ended our contribution by stating an open

hard number theory question.
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