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Abstract — Numerous applications are using
face detection techniques to capture the facial
images of the user as a sign of authorization.
Many applications make use of ID verification
to gain access to any service. It is not advisable
to still continue with the manual authentication
in this digital era. Many face identification
applications are being deployed to overcome
this challenge and provide a reliable way of
authentication. In this paper, we have proposed
a model to overcome this particular objective of
facial based authentication system. In order to
achieve this, Identity based DNN (IDNN) is used
as it gives easier convergence rate. IDNN is one
of the most widely used clustering-based
technique that cluster the most similar features
together and performs the classification. The
proposed model consists of user registration
module along with certificate uploading
module. The images of users are collected via a
user registration process, which is used for the
training purpose of the model. This training is
further easier to map the persons face with the
once in the documents already stored for faster

verification. Evaluation is also performed the

level of about 90% in accuracy by offering

minimal latency in the entire network.

Keywords — DocFace+, Selfie Matching,
IDNN, Documents, Authentication

I. INTRODUCTION

Numerous applications are being used that
captures the images of the users to make it a way of
authorizing the application. Lots of information are
stored when an application is deployed in the real
world. It is not easy to check each person's 1D proof
in this technical era, as it consumes more time and
also it could lead to any mismatch of identities. It is
very important to make the entire process of
authentication to be very easy and at the same time,

it is very reliable.

Various places need checking the photo ID
proofs, such as in airports, hotels, banks and a lot
more. It comes to our prime duty for verifying our
identity to access anything in this world. To
overcome these challenges various researchers
across the globe are working on facial identification
for minimizing the role of checking process and
also to be more reliable than the physical manual
checking.
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The issue of ID selfie matching poses many
difficulties that are distinct from common face
recognition. For regular unconstrained face
recognition chores, the primary challenges are
actually because of to present, the phrase as well as
illumination (PIE) variants. The reduced quality of
document photographs as a result of picture
compression as well as the larger period gap
between the document problem date as well as the
verification date stay as the main difficulties. The
primary concept of the task is verifying the
traveler's identity making use of cameras, allowing
faster convergence

plus more generalizable

representations.

In this current approach, we have designed a KNN
based model that can identify the images in the
documents that a user is carrying. To achieve this,
the model is trained with the user's images. The
user is asked for a registration where the photos of
his documents are uploaded. These documents are
trained with the model where it becomes easy for
the model to identify the person's detail. The
analysis of the experimental results shows that the
proposed model performs well in achieving a high
degree of sensitivity on the point of that once it is
been exploited to a straight threshold approach
whereas it also additionally achieves a high degree
of specificity on the point of that once exploitation
the training techniques. The entire architecture of
the proposed model is designed and explained how
the model works. When compared with the existing
model, the proposed approach seems to have good

efficiency. The rest of the paper comprises of
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various related works, the methodology proposed
and also various evaluation techniques and
parameters used for validating the model's

efficiency.
1. RELATED WORK

Numerous researchers have been working
on facial detection for authentication purposes as it
is been widely used in many authentications of
applications. In [1], the author has proposed a
model known as CosFace, where the model is used
for facial features discrimination. The traditional
softmax CNN is used to maintain the consistency
in the accuracy achieved. Luca Bertinetto in [2],
has proposed a system that has made use of the
deep learning methods such as feed-forward
networks for being trained with the facial images.
In [3], the authors have proposed a model where it
makes use of traditional convolution networks. The
model is designed in such a way that it, predicts the
face and also improves the performance without
making use of the manual sampling selection.
Osadchy et al. [4] proposed an efficient system that
is mainly intended to secure the overall privacy of
the face identification system. Here a novel
protocol was designed to secure a facial image that
makes use of the homomorphism encryption.
Huang et al. [5] proposed a technique that designed
an efficient protocol for biometric identification. In
this protocol, the ciphertexts used made extensive
use of Euclidean distances comprising of vectors.
The

communication was observed to be high as the size

computational cost of the overall

of the database increases.
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Haghighat et al. [6] proposed a cloud-based
biometric identification technique that largely
relied on confidential information processing. The
stored information was encrypted and the scheme
also met all the necessary demands that were
needed for storing processing the data. The model
made use of encrypted search queries for searching
the k-d

Bommagani et al. [7] modeled a secure face

structure in the encrypted data.
recognition framework that was entirely based on
processing multiple tasks in parallel. It was
dependent on processing local binary pattern
traditionally called as the LBP. Yuan and Yu [8]
securely moved all the operations to cloud servers
to maintain and preserve the privacy of the
biometric identification framework. Xia et al. [9]
made use of sensitive images such as personal
images for preserving privacy. uses of the DNN
process for extracting the structures of the images
& then encrypting the pixels of the image to
preserve it from malicious users. Lee et al. [10]
proposed a method that analyzed and also surveyed
all the other security-related problems that are
faced. VGGface2[11], is a prominent dataset that is
being used for facial based authentication
techniques. the dataset almost contains 3.31

million images.

11l. PROPOSED APPROACH

Particularly, Docface+ has so many
advantages on securing the document on several
way and in the recent years, there are so many

technologies are in queue for giving the best in
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prediction. In that, Identity based DNN (IDNN)
has a major part for giving the accuracy. Some of

the modules are listed below.

User Registration and Authentication:

With this component, the person has to
registers directly into the application of his along
with a request that is going to be routed to the main
panel server for authentication. Except if the main
server approves the petition, the operator can't log
in into the account of his unless approves. When
the main server approves the petition, the key is
going to be created as well as pc user is able to

login to the account of his.

User Upload Certificate:

Following consumer login in the account
of his, he must publish certificates specifically pan
flash memory card, voter id, aadhar card, SSC
certificates to main server. The main server is
going to review the certificates and also accept or
even drop the certificates. When the main server
accepts the certification all those specifics will
likely be kept with Block chain and E.C.S. When
the main server declines the certification it will not
be kept with E.C.S. or maybe Block Chain.

Pick up Certificate:

In the event that a certification is required
by the user, he is going to send a petition to the
main server. When the main server discovered the
person specifics to become authentic he accepts

the petition in addition to advance a petition to
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Authority exactly where all of the certificates are
going to be there. The expert does respond when it
comes to the petition as well as certificates are
going to be offered towards the end-user.

Face Verification as well as Response coming
from Verification Authority:

If the consumer would like to put any
certificates, he is going to send the petition to the
main server as well as mainboard server will
examine the specifics & advanced the petition to
Authority. The expert is going to verify individual
living face with paper pictures as well as
forwarded to the individual through the main
server. The individual forwards the QR code to the
confirming expert, of course, if almost all specifics

are right, Verifying experts will issue the booklet.

IDNN Scheme:

It is a kind of instance-based learning, or
maybe idle learning, in which the functionality is
just approximated in your area and additionally
just computation is delayed till functionality
analysis. Each for regression and classification, a
helpful method may be assigning weights towards
the efforts on the friends and neighbors, such that
the nearer friends and neighbors add a lot more on
the typical compared to additional distant fruits.
For instance, a typical weighting pattern is made
up of providing each and every neighbor a mass of
1/d, in which will be the distance on the neighbor.

Algorithm has some uniqueness to play the major

role in protecting the document using Face

Recognition scheme using IDNN.

IDNN Algorithm:

INPUT: Face input with DNN schemes applied
Identity has so many choices like numbers,
symbols with Face Pattern.

Face Captured by the user, then stored in the
database.

Capture and do classification in several way.

If Face ID is CORRECT then

Give access to the Database.

Else

Block the connection to the database.

Elif image is slightly matchable do security
checkup in other way.

End if

OUTPUT: Secured Access with IDNN based
Security.

B ‘ Face capture
e B |

Datzbase Face identifier,

User id

i I
<l

loud Server

Digital Documents

Concatenated image stored and verified here

| 4/
N @V
P After Face Authenticated
Face Resolution Server Applicaticn allows to Chatbot

for Visually Impaired people

Fig. 1 Architecture Diagram
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Iv. EXPERIMENTAL RESULTS

The experiments are performed using the
PY. (SYPDERY} latest version. These packages are
used to code the scheme and for performing the
evaluation. User has so many options for choosing
the security scheme but here we can login through
the face ID which was generated by the IDNN
scheme and it will not allow the unwanted log in.
Fig 3 shows the sample test performed for
evaluating the accuracy level then it is supporting
permission key. Application access also has this
scheme in built for stopping the unwanted access.

User Registration

Fig. 2 User Registration

Please confirme your D for more Confirm your identity

secure

Fig. 3 ID Confirmation

In Fig. 4, Accuracy level is little high
comparing with other schemes. Data set was
collected randomly and tested with so many
schemes. Identity with DNN schemes performing
the accuracy with face ID. In future, these schemes

can be implemented in any application area.

Ay e P

0 1 2 3 4 5

M Existing System W Proposed System

Fig. 4. Accuracy level

Classwork Houe

USER IDENTITY

Fig. 5. User Identity
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Central Board wowe & vosour

Documents Verification

Document Details

8L CEATIFICATE

Fig. 6. User Request to Central Board

Central Board voue & wosour

Document

Fig. 7. Central Board Action

In Fig. 5, we can see the user identity for
the document security and for future privacy, here
user can give any image for their identity instead of
using the selfie images. In fig. 6, user has given
their details for requesting to central board to
accept it. In fig. 7, central board is accepting the
identity from their account. Hence, we have

achieved the accuracy level.

V. CONCLUSION

With this paper, we recommend a brand
IDNN, for
corresponding ID booklet pictures to selfies. The

new unique system, called

transfer mastering strategy must be used in which

a starting version for unconstrained deal with
recognition is fine-tuned on a personal ID selfie
dataset. A set of sibling networks with discussed
high level modules are utilized to model domain
specific details. In accordance with the observation
of ours of weight shift issue of classification based
embedding mastering damage operates on short
datasets, we suggest an alternate seo technique,
known as powerful pounds imprinting (A variant
and dwi) of AM Softmax, DIAM Softmax. Tests
reveal that the suggested strategy not merely will
help the damage converge faster but additionally
results in great generalization efficiency. A
comparability with fixed bodyweight imprinting
approaches confirms which DWI is capable of
doing recording the worldwide division of

embedding effectively.
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