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Abstract— The transmission of data through any channel of communication needs strong encryption techniques for the purpose of Natural 
images with information hiding security. Digital watermarking plays an important role in embedding information into a digital image signal, for 
verification and identity of its owners.  In discrete wavelet transform, an “analysis filter bank “can be used for analyzing image signals by passing 
through it. This filter bank consists of a low pass and a high pass filter at each decomposition stage. In this paper, a method to combine 
steganography (Least Significant Method) and cryptography (AES) is considered, so as to provide a more secure way for data transmission 
through any unsecured or public networks. Before embedding the text in the image, the text is encrypted using Advanced Encryption Standard 
(AES) algorithm. The text can be a sentence or a key with alphabetic words having a length of 8 characters. Using the Least Significant Bit (LSB) 
method, the encrypted text is embedded into the “LL sub-band wavelet decomposed image”. The inverse wavelet transform is applied and the 
resultant image is transmitted to the receiver. Now at the receiver’s end, the image is transformed using a wavelet and encrypted text is extracted 
by using the LSB method.  

Index Terms— Digital watermarking, Steganography, Cryptography, Advanced Encryption Standard (AES) algorithm, Least Significant Bit 
(LSB) algorithm.     

1 INTRODUCTION                                                                      
Information security is a paramount concern for all net users irrespective of the network. The present-day hackers are a threat to 

the data and the threat hangs like a Damocles sword. The transmission of data through any channel of communication needs strong 
encryption techniques for the purpose of data security. The recent trends and development in information technology highlight the 
need for safe, secure, and protected transmission of data. The conventional encryption methods failed to give the desired result of 
protecting the data. A simple way is to come up with unique IDs and passwords, and a combination of alphabets & numerical. AES 
has emerged as a frontrunner and efficient algorithm because of its inherent inbuilt advantage of better security with less 
implementation complexity.   
  

After extensive research in image coding, for image compression applications, DWT works as a standard tool, for their data 
reduction capability. The complete image is compressed and transformed into a single data object by the Wavelet compression system, 
rather than block by block as in a DCT-based compression system. When the entire image is achieved there will be a uniform 
distribution of compression error across that image. An image resolution enhancement in the wavelet domain is a subject of interest 
for further research and recently many new algorithms have been proposed. Of these, the Discrete Wavelet transform (DWT) is the 
most-suited application. DWT decomposes an image into different sub-band images. Which can be named as low-low (LL), low-high 
(LH), high-low (HL), and high-high (HH). Here the sub-bands have the same size as the input image. Xuan et al.’s method is based on 
the integer wavelet transform to improve the embedding capacity.  

2 AIM & OBJECTIVE OF THE PROJECT 
 To enhance the security of the text transmission. 

 To Design a method that is robust against hacking. 

 To improve image quality and embedding capacity 

3 DOMAIN IMAGE PROCESSING 
HASH REMOVAL 
Rain removal is a very useful and important technique in applications such as security surveillance, and movie editing. 

Several rain removal algorithms have been proposed these years, where photometric, chromatic, and probabilistic properties of the rain 
have been exploited to detect and remove the rainy effect. Current methods generally work well with light rain and relatively static 
scenes, when dealing with heavier rain fall in dynamic scenes, these methods give very poor visual results. We propose a de-rain from 
work which applies super pixel (SP) segmentation to decompose the scene into depth consistent units. Alignment of scene contents are 
done at the SP level, which proves to be robust towards rain occlusion and fast camera motion.  Different classical and novel models 
such as Robust Principle Component Analysis, and Convolutional Neural Networks will be applied to truthfully preserve the 
background contents. Extensive evaluations show that up to 5dB reconstruction PSNR advantage is achieved over state-of-the-art 
methods, the advantage is especially obvious with highly dynamic scenes from a fast moving camera 
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3.1 THE IMAGE PROCESSING SYSTEM  

 

DIGITIZER   

A digitizer converts an image into a numerical representation suitable for input into a digital computer. Some common 
digitizers are 

∗ Microdensitometer 
∗ Flying spot scanner 
∗ Image dissector 
∗ Videocon camera 
∗ Photosensitive solid- state arrays.  

3.2 IMAGE PROCESSOR   

An image processor does the functions of image acquisition, storage, preprocessing, segmentation, representation, 
recognition and interpretation and finally displays or records the resulting image. The following block diagram gives the fundamental 

sequence involved in an image processing system. 
 

 
 

As detailed in the diagram, the first step in the process is image acquisition by an imaging sensor in conjunction with a 
digitizer to digitize the image. The next step is the preprocessing step where the image is improved being fed as an input 
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to the other processes. Preprocessing typically deals with enhancing, removing noise, isolating regions, etc. Segmentation 
partitions an image into its constituent parts or objects. The output of segmentation is usually raw pixel data, which 
consists of either the boundary of the region or the pixels in the region themselves. Representation is the process of 
transforming the raw pixel data into a form useful for subsequent processing by the computer. Description deals with 
extracting features that are basic in differentiating one class of objects from another. Recognition assigns a label to an 
object based on the information provided by its descriptors. Interpretation involves assigning meaning to an ensemble of 
recognized objects. The knowledge about a problem domain is incorporated into the knowledge base. The knowledge 
base guides the operation of each processing module and also controls the interaction between the modules. Not all 
modules need be necessarily present for a specific function. The composition of the image processing system depends on 
its application. The frame rate of the image processor is normally around 25 frames per second 

4   IMAGE PROCESSING FUNDAMENTAL 
 
Digital image processing refers processing of the image in digital form. Modern cameras may directly take the image in 
digital form but generally, images are originated in optical form. They are captured by video cameras and digitalized.  
The digitalization process includes sampling, and quantization. Then these images are processed by the five fundamental 
processes, at least any one of them, not necessarily all of them  
 
4.1 IMAGE PROCESSING TECHNIQUES 

 IMAGE ENHANCEMENT 
        Image enhancement operations improve the qualities of an image like improving the image’s contrast and brightness 
characteristics, reducing its noise content, or sharpen the details. This just enhances the image and reveals the same 
information in more understandable image. It does not add any information to it. 
 

 IMAGE RESTORATION 
          Image restoration like enhancement improves the qualities of image but all the operations are mainly based on 
known, measured, or degradations of the original image. Image restorations are used to restore images with problems 
such as geometric distortion, improper focus, repetitive noise, and camera motion. It is used to correct images for known 
degradations.   
 

 IMAGE ANALYSIS 
 

    Image analysis operations produce numerical or graphical information based on chthe aracteristics of the original 
image. They break into objects and then classify them. They depend on the image statistics. Common operations are 
extraction and description of scene and image features, automated measurements, and object cassification. Image analyze 
are mainly used in machine vision applications. 
 

 IMAGE COMPRESSION 
   Image compression and decompression reduce the data content necessary to describe the image. Most of the 

images contain lot of redundant information, compression removes all the redundancies. Because of the compression the 
size is reduced, so efficiently stored or transported. The compressed image is decompressed when displayed. Lossless 
compression preserves the exact data in the original image, but lossy compression does not represent the original image 
but provide excellent compression. 

 IMAGE SYNTHESIS 
  Image synthesis operations create images from other images or non-image data. Image synthesis operations generally 
create images that are either physically impossible or impractical to acquire. 
 
5.  EXISTING SYSTEM AND PROPOSED SYSTEM 

5.1 EXISTING SYSTEM 
To hide the secret information, the message is embedded in the cover text by using some embedding algorithm. 

The image Steganography allows the two parties to communicate secretly by allowing copyright protection and using a 
digital watermark. The revised LSB matching was proposed to improve by applying to lower the number as a 
modification. To improve the image quality, the optimal LSB substitution, the approximately optimal LSB substitutions 
based on the genetic algorithm, and the modulus LSB substitution are proposed.  
In cryptographic solutions, DES and AES will provide the security but from a cryptography point of view, they differ one 
is symmetric and another one is asymmetric. 
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5.2PROPOSED SYSTEM 
In this paper, a new method is used to send the data in a more secured manner. The given text which is to be 

transmitted is encrypted with one of the symmetric key techniques: Advanced Encryption Standard (AES) is a symmetric 
encryption algorithm in which we can use only one key for both encryption and decryption that can be used by the sender 
and receiver. In this process by using the key, the given text is encrypted. Then, that ciphertext is embedded into the LL 
sub-band of the wavelet transformed image. The method to embed the data is the Least Significant Method. As we are 
modifying the LSB (±1 or no change to the given pixel value) since our human eye cannot find the difference between 
the original image and the watermarked image. 

Once the ciphertext is embedded into the LL sub-band, inverse wavelet transform is applied. Then this resultant 
image is sent to the receiver. 
At the receiver’s end, the receiver does the forward wavelet transform of the received image. Now, from the LL sub-
band, the text is extracted. The extracted text which has an encrypted form is decrypted using the one key. 
 
5.3  PROPOSED METHODOLOGIES  

 Algorithm-1: Least Significant Method 

     Step-1: Read the value of the pixel. 

          Step-2: Convert it to its equivalent binary form.  

          Step-3: Modify the least significant bit accordingly. 

 Algorithm-1: AES is a block cipher.  

            It contains the byte substation, shift rows, mix columns and then add round key. 
        

 6.   IMPLEMENTATION 

6.1   CRYPTOGRAPHY 
                Cryptography is a technique for storing and transmitting data in a specified form. It is closely related to 
scrambling plaintext i.e. ordinary text into ciphertext (i.e. a process called encryption), then back again for getting plain 
text named as decryption. Cryptography can also be categorized as symmetric-key cryptography and asymmetric key 
cryptography. 

Symmetric key cryptography is also defined as private-key cryptography, where the secret key may be held by 
the person concerned or a copy of the private key cryptography may share with the massage by the sender and receiver. 
Asymmetric key cryptography also called public-key system is a two-key system, in which one key encrypts the 
information and the other one decrypts it. The encrypted message has a private key that is never shared while only the 
sender knows it. If the system encrypted the message with the proposed receiver’s public key and then again with the 
sender’s secret key or private key, then the receiving system may decrypt the message by first manipulating its secret key 
and then by the sender’s public key. 
 
 
6.2  AES DATA 

Advanced Encryption Standard (AES) is a symmetric encryption algorithm in which we can use only one key for both 
encryption and decryption that can be used by sender and receiver. In AES we can use 128,192 or 259 bits long with each 
of them containing 2128,2192 and 2256 combinations. The secrecy maintained by the key is secured and authentication 
is maintained the key itself. In this both the keys must be kept secret. But without knowing private key or at least other 
information impossible to decode the cipher text. With the help of public key and algorithm it must be insufficient to find 
the private key. In cryptographic solutions DES and AES will provide the security but from cryptography point of view 
they differ one is symmetric and another one is asymmetric. AES key is harder to break than DES, and both need more 
dealing out to distribute keys between sender and receiver  
The features of AES are as follows − 

• Symmetric key symmetric block cipher 

• 128-bit data, 128/192/256-bit keys 

• Stronger and faster than Triple-DES 
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• Provide full specification and design details 

• Software implementable in C and Java 

 
AES is an iterative rather than Feistel cipher. It is based on ‘substitution–permutation network’. It comprises of a 

series of linked operations, some of which involve replacing inputs by specific outputs (substitutions) and others involve 
shuffling bits around (permutations). 

Interestingly, AES performs all its computations on bytes rather than bits. Hence, AES treats the 128 bits of a 
plaintext block as 16 bytes. These 16 bytes are arranged in four columns and four rows for processing as a matrix − 

Unlike DES, the number of rounds in AES is variable and depends on the length of the key. AES uses 10 rounds for 
128-bit keys, 12 rounds for 192-bit keys and 14 rounds for 256-bit keys. Each of these rounds uses a different 128-bit 
round key, which is calculated from the original AES key. 

6.3  BYTE SUBSTITUTION (SUBBYTES) 

The 16 input bytes are substituted by looking up a fixed table (S-box) given in design. The result is in a matrix of 
four rows and four columns 

 7 CONCLUSION 
 
The cryptographic algorithm alone is not a very secure way to be used for the data transmission. So a new method which 
combines cryptography and steganography is provided to give much better option for data transmission. In this project a 
method to combine steganography (Least Significant Method) and cryptography (AES) is considered, so as to provide a 
more secure way for data transmission through any unsecured or public networks. To further increase the security of the 
data, the encrypted text is not embedded in the image itself. Instead, it is embedded in the LL-sub band of the wavelet 
transformed image.  
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