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Abstract

With the introduction of the newest Automated Teller Machine
(ATM) at Royal Bank of Scotland which operates without a card
or authentication by entering Personal ldentification Number
(PIN) to withdraw cash up to £100, a more secured ATM can be
designed and implemented with more secured feature of
biometrics- facial recognition as PIN. Security is an
indispensable issue in banking operations; with the advent of
technology such as e-banking, mobile banking etc security has
become an issue that needs utmost paramountcy. Principal
Component Analysis (PCA) are employed in face recognition
system, it seeks to capture the variations in a collection of face
images and use them to encode and compare images of
individual faces by using statistical dimensionality reduction
method to produce the optimal linear squares decomposition of a
training set and eigen faces. This research would afford the entire
society more reliable ATM model and incidence of fraud which
have decline the customer confidence on ATMs would be
obliterated.

Keywords: Personal Identification Number (PIN), biometrics,

security, eigen faces, fraud.

1. Introduction

Automated  Teller Machines (ATMs) are
increasingly used in banking operations to dispense cash
with additional banking operations from deposits,
withdrawals, checking current balance, point of sales of
utilities and other services (Fagbolu, 2011). It is the
electronic machine often found outside some banks that
dispense money whenever personal coded card is inserted
which provide more convenient alternatives to traditional
dispensers such as bank tellers, automobile drive through
facilities etc.

Automated Teller Machines are computerized
telecommunication device that provides bank customers
method of performing financial transactions in the public
places without the need for human clerk or bank teller (an
employee of a bank who deals with customers who are

often referred to as cashier) (Wikipedia, 2012). ATM is an
electronic cash machine that enables customers to
withdraw paper money or carry out other banking
transaction on insertion of an encoded plastic card
(Encarta 2010). ATM often provide one of the best
possible official exchange rates for foreign travelers that is
if the currency being withdrawn from the ATM is different
from that which the bank account is denominated in for
example, withdrawing Ghanaian Cedis from a bank
account containing Nigeria Naira, the money will be
converted at an official wholesale exchange rate.

Crime at ATMs has become a nationwide issue that
faces not only customers but bank also and hence need for
security measures at banks must play critical contributory
role in preventing attacks on customers which brought
about the proposition of design of face based ATM. To
illustrate the banking industry’s understanding of the
dangers posed to ATM customers a different approach to
its operation and design are proposed in this research work
although there are many more safety measures put in place
for today’s technology of ATM but proposed technology
would offer cost effective technology and eradicate
security breaches and prevent unnecessary expenditures.
ATMs has brought about succour to Nigerian banking
environment as long queues in banking halls has began to
wane but all forms of security challenges encountered has
made it to be an option between the devil and deep blue
sea.

Facial recognition system are computer-based
security system that are able to automatically detect and
identify human faces which began in the late 80s and were
introduced to football fans at 2004 Super Bowl (Thanh
and Warren, 2006). ATM requires a user to pass an
identity test before any transaction can be granted and the
current technology uses the smartcard to access and
control its operations but with associated problems
ranging from duplication, loss, stolen cards and
impersonation and these problems can be addressed by
using facial recognition system. In the proposed system,
access will be authorized by means of human face picture
taken by camera. This system will however bring relief to
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prospective ATM users and decline the incidence of fraud,;
it will extract human face from the rest of the scene which
will serve as identity test needed before any transaction
would be granted, this system would measures nodal
points on the face such as the distance between the eyes,
the shape of cheekbones and other distinguishable
features. The nodal points are then compared to the nodal
points computed from a database of pictures in order to
find a match. This paper proposes the use of biometric
face-based access control system in ATM with the
following advantages. It can be installed anywhere, a
camera can be placed at convenient and unnoticeable
point, moreover, it would never require the users to touch
or interact with any other component before they pass an
identity test for transactions to be granted.

It is an intelligent face based access control system
that will enable automatic verification of identity by
electronic assessment of physiological characteristics of a
person. Biometric features have recently gained popularity
in personal authentication by utilizing the following: -
face, voice, hand shape, fingerprint, iris etc. The use of
human face can be well accepted by users for its inherent
merits and easy installation, hardware costs are reduced,
human face can be captured by conventional cameras etc.
The following circumstances would never happen if face
based ATM were employed

1. Forgotten passwords that hinder many
customers’ access to their account and
its information.

2. Misplacement of ATM card that often
disallow users from withdrawing money
cannot happen.

3. Fund withdrawal through card based
ATM cannot be as secured as face based
ATM which will guarantee only the
account owners to their account and its
information.

And the following were the drawbacks

1. Chip distortion or magnetic stripe — information
stored on card can be distorted by man handling
it and overuse which often damages the card and
render it useless.

2. The card can be stolen or used by others at the
permission of the card owner.

Although face recognition at ATM machines prevents
fraud identification and eliminates the usage of personal
identification number (PIN) but the design and
implementation of face based ATMs have the following
demerits.
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1. This system can be fooled by put on hats,
sunglasses, face masks and beards.

2. If a human face is stored in the database, a
disguise or a minor change in appearance or even
an unusual facial expression can confuse the
system while changes of lighting and camera
angle can have a significant effect on the
accuracy of 2D systems.

2.0 Research Objectives

There are series of difficulties in the realization of face
based ATM but because of its inherent advantages to
society at large, its objectives are:-

1. Apart from secured banking operations, phishing,
withholding of customers’ cards, shoulder
surfing, stealing and other man made challenges
would be appropriately solved.

2. Facial recognition with biometric features
provides second level of authentication without
chip distortion or withholding of customers’
cards.

3. Card fraud, stolen card and all other forms of
anomalies can be eradicated.

3.0 Face-based Automatic Teller Machine (ATM)
Model

3.1 Face Recognition Using Principal
Analysis

Component

An image space can be considered as a space having
dimensions equal to the number of pixels making up the
image and having values in the range of the pixels values
and an image can be thought of as a point in the image
space by converting the image to a long vector and by
concatenating each column of the image one after the
other (Bahtiyar, 1998). When all the face images are
converted into vectors, they will be grouped at a certain
location in the image space as they have similar structure,
having eye, nose and mouth in common and their relative
position correlated. This correlation is the main point to
start the eigen—face analysis. The eigen—face method tries
to find a lower dimensional space for the representation of
the face images by eliminating the variance due to non-
face images; that is, it tries to focus on the variation
coming out of the variance between the face images. So
eigen—face method aims to build a face space which
describes the faces. The basis vectors of this face space are
called the principal component and the eigen—face method
is the implementation of PCA over images.
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3.2 Eigenfaces for Recognition

By considering information theory, relevant information in
a face images are extracted and compare one face
encoding with a database of models. Mathematically find
the principal components of the distribution of faces, or
the eigenvectors of the covariance matrix of the set of face
images. A simple approach to extract the information
contained in an image of a face is to somehow capture the
variation in a collection of face images, independent of
any judgment of features, and use this information to
encode and compare individual face images. In
mathematical terms, eigenface method finds the principal
components of the distribution of faces, or the
eigenvectors of the covariance matrix of the set of face
images, treats an image as point (or vector) in a very high
dimensional space. The eigenvectors are ordered, each one
accounting for a different amount of the variation among
the face images (Turk and Pentland, 1999).These
eigenvectors can be thought of as a set of features that
characterize the variation between face images. Each
image location contributes more or less to each
eigenvector. Each eigenface deviates from uniform gray
where some facial feature differs among the set of training
faces; they are a sort of map of the variations between
faces. Each individual face can be represented exactly in
terms of a linear combination of the eigenfaces. The
number of possible eigenfaces is equal to the number of
face images in the training set. However we can also
represent the faces by approximating these by the best
eigenfaces having largest eigen-values which in turn
account for the most variance within the set of face
images. This increases the computational efficiency.

The following steps are involved in the recognition
process (Turk and Pentland, 1999): (i) initialisation: The
training set of face images is acquired and eigenfaces are
calculated which define the face space; (ii) when a new
face is encountered, a set of weights based on input image
and M eigenfaces is calculated by projecting the input
image onto each of the eigenfaces; (iii) the image is
determined to be face or not by checking if it is
sufficiently close to face space; and (iv) if it is a face, the
weight patterns are classified as either a known person or
an unknown one. See figure 1 below.
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Figure 1: Simple functioning principle of the eigenface-
based face recognition algorithm
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3.2.1 Calculating Eigenfaces with PCA

Since the images of faces are similar in overall
configuration, they are not randomly distributed in the
image space and they are described by a relatively low
dimensional subspace. The main idea of the PCA is to find
the vectors which best account for the distribution of face
images within the entire image space.

Mathematically, let the image be denoted by I.

Image I: (N x N) pixels
(1.1)

Now the image matrix | of size (N x N) pixels is converted
to the image vector I” of size (P x 1) where P = (N x N);
that is the image matrix is reconstructed by adding each
column one after the other.

Let the training set be denoted by I

Training Set: I'=[I"1 I ... ['v]
(1.2)

is the training set of image vectors and its size is (P X M)
where M is the number of the training images.

Now the Mean face is calculated by the equation:

M
=1 |

Mean Face: W = i Z
M
(1.3)

is the arithmetic average of the training image vectors at
each pixel point and its size is P x 1.

Mean Subtracted Image: ®=I"—V
(1.4)

is the difference of the training image from the mean
image.

Difference Matrix: A=[®, @, ...dD,, |
(1.5)

is the matrix of all the mean subtracted training image
vectors and its size is (P x M).

Covariance Matrix: X =AAT :ﬁz:\iﬂ’i o

(1.6)
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is the covariance matrix of the training image vectors of
size (P x P).

An important property of the eigenface method is
obtaining the eigenvectors of the covariance matrix. For a
face image of size (N x N) pixels, the covariance matrix is
of size (P x P), P being (N x N).

On the other hand, eigenface method calculates the
eigen—vectors of the (M x M) matrix, M being the number
of face images, and obtains (P x P) matrix using the
eigenvectors of the (M x M) matrix.

Initially, a matrix Y is defined as,

1 M
_ T _ T
Y=A .A——M Ziﬂriri

1.7
which is of size (M x M) .

Then the eigenvectors v; and eigen—values L; are obtained
thus,

YVi= Y
(1.8)
The value of Y is put in this equation,
AT.A.Vi = H.Vi
(1.9)

Now both the sides are multiplied by A on the left side,

AAT AV = AWy

(1.10)
which can be represented as
AATAYV = LAY
(1.11)
XAy, = l,li.A.Vi from (16)
(1.12)

Now let us group A.v; and call it v;. It is now easily seen
that

v;i = ALV
(1.13)
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is one of the eigen—vectors of X = A.A”.

Thus, it is possible to obtain the eigen—vectors of
X by using the eigen—vectors of Y. A matrix of
size (M x M) is utilised instead of a matrix of
size (P x P) (that is, [{N x N} x {N x N}]). This
formulation brings substantial computational
efficiency. Instead of using M of the eigen—
faces, M’<M of the eigen—faces can be used for
the eigen—face projection, in the next step, the
training images are projected into the eigen—face
space and thus the weight of each eigen—vector
represent the image in the eigen—face space is
calculated.

Projection: wy = vy
(1.14)

is the projection of a training image on each of
the eigenvectors where k=1,2, ..., M.

Weight Matrix: Q = [wy W, ... Wyy]
(1.15)

is the representation of the training image in the
eigenface space and its size is M x 1. So the
images are just composed of weights in the
eigen—face space, as they have pixel values in
the image space. The important aspect of the
eigen—face transform lies in this property. Each
image is represented by an image of size (N x N)
in the image space, whereas the same image is
represented by a vector of size (M’ x 1) in the
eigen—face space. Moreover, having the
dimension structure related to the variance of the
data makes the eigen—face representation a
generalised representation of the data.

3.3 Classification of test image

For the classification of a new test image, it is
mean subtracted first and projected onto the
eigen-face space and then Nearest Mean
algorithm (Yu et al, 1997), it is used for the
classification of the test image vector in the
standard eigenface method; that is, the test image
is assumed to belong to the nearest class by
calculating the Euclidean distance of the test
image vector to the mean of each class of the
training image vectors.

Test image vector: I't

(1.16) is
the test image vector of size P x 1.

Mean subtracted image: ® =TIt — ¥
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(1.17)

is the difference of the test image from the mean
image of size P x 1.

Projection = v, .=V, .(T—¥)"

(1.18)

is the projection of a training image on each of
the eigenvectors where k = 1,2,3,... M’

Welght Matrix: QT = [W]_ Wy ... WMV]T
(1.19)

is the representation of the test image in the
eigenface space and its size is (M’ x 1).

A similarity measure is defined as the Euclidean
distance between the test image vector and ith
face class.

4.0 Architecture of a face-based ATM
Security System

Face recognition refers to a very broad
range of applications including secure access
control, crowd surveillance, forensic facial
reconstruction and police identification. The face
identification problem can be formally posed as
follows: given a probe vq of an unknown person,
determine the identity

identity I;, ie {1, 2,...,N, N +1} where
I;,l,,...,Iy are the identities enrolled in the
database and Iy.; indicates the reject case where
no suitable identity can be determined for the
user. Thus:

I, if max; Slv,, v, )>t,i=12,...,N

I .., Otherwise

wheré v; is the biometric template corresponding to
identity I;, S is the function that measures the
similarity between vg and v;, and t is a predefined
threshold. Since biometric samples of the same
individual taken at different times are almost never
identical (due to different imaging conditions or
different interactions between the user and the
system), for example, it is difficult to determine the
perfect match. Thus, instead of reporting a unique
identity I;, the system outputs a set of possible
matches which can be determined in two ways:
threshold-based or rank-based. Fig. 2 depicts the
main modules in a face identification system.
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off-the-shelf 3D video camera that needs to be
sufficiently fast to accurately capture real-time
— facial deformations. Since all 3D dynamic image
/\ capture systems today operate within a limited
N brovessing field of vision, they are not suitable for
recognition from far distance, e.g. crowd
Cgf;;,kut surveillance. For this reason, the present study
er will focus solely on applications where the users
are cooperative e.g. computer login and secure
access control. The users are typically required
v VA to perform some short verbal or nonverbal facial
actions; the recording conditions are designed to

model as closely as possible real-life situations.

custo Featu
;N extrac 2. The feature extraction module
image, PIN, v tion

identifi
ed?

be Database

Template

@1,

Fig. 2: Face identification: the probe vq of an unknown
user is matched against all biometric templates v; in the
database to determine his/her identity. The system can
operate in two modes. Watch list: are you in my database?
and; basic identification: you are in my database, can I
find you?

In a threshold-based mode, t is preset by the constructor
according to the security level required. If t is too large,
the system may fail to identify many users. If t is too
small, the system will output a large number of possible
matches, many of these are inaccurate. The more common
approach to design an identification system is the rank
based mode. The system typically determines a set of m
best matches which present the highest matching scores. m
is usually referred to as the rank. The system always
returns a fixed number of outputs: the m known identities
enrolled in the database that resembles the most to the
unknown user, sorted in some order.

There are typically four basic components:
1. The data acquisition module

This module comprises the imaging and lighting
apparatus necessary for capturing image data of
the users. The present application requires an

This module comprises the algorithms necessary
for extracting and quantifying facial motion
characteristics from videos. At enrolment, facial
performances of known persons are collected
and used to train a 3D spatiotemporal statistical
model. This model can be subsequently used to
estimate or extract facial dynamics from a given
video footage. There are two feature extraction
scenarios:

a. Ground-truth: very accurate technique
for extracting facial motions but requires manual
data annotation. This method is preferred
whenever the feature extraction does not need to
be performed automatically in real-time. For
example, during the enrolment phase, biometric
samples of known persons are extracted and
stored in a database. This operation is performed
behind the scene, manual landmark placement
can be considered.

b. Model fitting:  automatic  feature
extraction, typically by fitting a deformable
model to unseen test scans and solving an
optimization problem. Developing robust fitting
algorithms is still a largely unsolved problem;
therefore this method is much less reliable
compared to the ground-truth method. It is
however indispensable for the deployment of a
fully automatic face recognition solution.

3. The database

This is a database that contains the biometric
templates of known persons who are enrolled
into the system. Typically, a biometric template
is a pair (I, vi) where I, is a known identity - e.g.
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name - and vy is the facial motion signature
associated with I,. The database can be either
centralized or distributed e.g. a smart card
carried by each user. The centralized scenario is
more efficient to avoid counterfeit or lost cards,
but it has to deal with scalability issues. In large-
scale systems of thousands of identities, it can be
computationally tasking to match the biometric
sample of an unknown user — the probe — against
all stored biometric templates in the database. In
order to reduce the computational overhead of
pattern matching, it is usually necessary to
classify the templates in the centralized database.
For example, if we know that the user is a man,
there is no need to check his probe against
women’s templates.

4, The decision making module

This module comprises the pattern matching
algorithms necessary for measuring the
resemblance between two biometric samples,
together with the implementation of the policy
related to the matching process. Pattern matching
involves comparing a probe of an unknown user
to a biometric template in the database. The
matching process generates a numerical
estimation of the similarity. A threshold is
usually defined by the system constructor which
the biometric samples are considered as
belonging to the same person. The choice of the
threshold is a matter of policy. In a high-security
application where the cost of a false acceptance
could be high, system policy might prefer very
few false acceptances and many more false
rejections. In a commercial setting where the
cost of a false acceptance could be small and
treated as a cost of doing business, system policy
might favour false acceptances in order not to
falsely reject and thereby inconvenience large
numbers of legitimate customers.

5.0 Recognition process: Unified Modelling Language

Diagram

There exist two scenarios of face recognition: face
verification and face identification, as shown in Fig.
1. They share similar feature extraction and pattern
matching algorithms, but differ in the decision making
process:

The identification problem is a one-to-many
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comparison in which the probe vg of an unknown
person is compared to all biometric templates
{(I,vi),k = (1,...,N)} of known subjects enrolled in
the database, e.g. in police identification. The system
can operate in two modes. Watch list: are you in my
database? and basic identification; you are in my
database, can | find you?

Fig. 2: Face verification: given a probe vq of an
unknown person and a claimed identity I,, determine
if the person is a genuine user or an impostor.
Typically, vo is matched against vy, the biometric
template of I,.

5.1 Face ldentification

5.1.1  System Architecture

feature decision
extraction datab making
u cam module o module
s era ase
captu
H H re
—_— probe
I, request
authentica
tion extract
feature
Vo
send user
to Ip
biometric
sample send user’s
feature Vq
|-
»
lo compa
op re Vg
. and Vi
or _each Iy in
database) send
features vy
return matched —p
Ide
B SRR ORI SORNN PRI Fererrennnreeeene

Fig. 3: Unified Modelling Language sequence diagram of
the recognition process.

6.0 Conclusion and Recommendation

Face recognition has been an attractive area of
research for both neuroscientists and computer vision
scientists. Human beings are able to identify, with high
rate of reliability, a large number of faces and face
recognition researches illuminate computer vision. In
this research, an ATM model that is more reliable in
providing security by using facial recognition approach is
presented with conceptual framework for use of face-
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based access control in ATMs. The research has shown
that ATM users have encountered many problems in the
past which the research work has offered solutions to. But
for the scope of this research, further works could be
considered in the area of integrating virtually all the
biometric measures into a single system. This will
invariably ensure maximum security in all ATM-related
transactions and drastically reduce frauds and to overcome
all the aforementioned problem it is advisable that
government partner with banking sector to use biometric
techniques “face-based access control” in ATMs as it will
eradicate the problems associated with smartcard access
control.
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