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ABSTRACT: iCompression iof idata iis ia icrucial ielement iin iinformation isecurity ibecause iit 

ieliminates iall iunnecessary iinformation ifrom idata iand imakes icompressed idata isafe iand 

isimple ito iuse. iCompressed idata irequires iless istorage iroom ion idevices iand itransfers iover 

ithe iinternet imore iquickly. iBoth ilossy iand ilossless idata icompression iare ithe itwo ikinds iof 

icompression imethods ithat ican ibe iemployed ifor icompression. iSteganography iis ia 

itechnique ifor iconcealing isensitive iinformation iin ia icover imedia ipackage. iImages, itext, 
ivideos, iand imusic ifiles ican iall ibe iused ias icover imaterial. iImage ifiles iare ithe imost 

ipopular icover imedia ifor idata iconcealing. iImage isteganography iis ithe iprocess iof 

iconcealing iinformation iin ipicture ifiles. iData icompression itechniques ias iwell ias ipicture 

isteganography itechniques ihave ibeen iresearched iin ithis iwork. iIn ithis istudy iimage 

isteganography iand ilossy icompression itechniques isuch ias idiscrete iwavelet itransform iand 

idiscrete icosine itransform ihave ibeen idiscussed iand iit iis ifound ithat iwavelets iare ibetter ithan 

iother icompression ialgorithms iin ipreserving iimage iquality. iDiscrete iwavelet itransform iis 

iless iexposed ito iinvasion iand idistortion, iwhile idiscrete icosine itransform iis ibetter iin imost 
iparameters iand iimage isteganography iis ithe isimplest iapproach ito ihide iany imessage iin ithe 

icover ifile. iCombining icompression iand isteganography itechniques ican ioffer itwo ilayers iof 

iprotection ifor itransmitting idata iover ithe iinternet. 

KEYWORDS: iSteganography, iimage isteganography, iLSB, iCompression, ilossy i i i i i i i i i 

compression, iDWT, iDCT. 

I. INTRODUCTION 

In ithe icontemporary idigital iera, ithere iare imany imore ioptions ito itransmit iinformation. iThe 

iincreasing ipopularity iof imedia ihas ipresented isignificant iproblems ito isecurity iissues i[9]. 
iWith ithe irising iusage iof ithe iinternet, idata iexchange ihas ibecome ian iimportant itool, iand 

idata iintegrity ihas ibecome ia imajor iissue iin ithe iarea iof icommunication. iData iauthentication 

iand ireliable itechniques iof icontrolling idata iintegrity iare iin ihigh idemand. iThis iis iowing ito 

ithe iease ito iwhich idigital idata imay ibe itampered iwith i[10]. iThere ihas ibeen ia icomplete 

ishift iin ithe imethods iand iforms iof icommunication, iwith idigital imedia ibeing ithe imajor 

imedium iof icommunication. iEven iin ithe iworkplace, iindividuals ihave imigrated ifrom ipaper 

imemos ito ielectronic imessages ifor icommunication. iTransfer iof iphotographs iand ifilms ihas 

ibecome ipossible ithanks ito iinfinite iprocessing ipower iand istorage. iPictures iand ivideos iare 

ithe iprimary imodes iof icommunication. iOn ithe iother ihand, iwith iall iof ithese itechnical 
iadvancements icomes ithe inecessity ito ipreserve ithe isecurity, iprivacy, iand ithe 

iconfidentiality iof ithe iinformation ibeing iexchanged. iInformation iconcealment istrategies 
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imay ibe ieffective iin ifacilitating ithe isecure itransport iof idata i[3]. iThe itransfer iof ihuge 

iamounts iof iinformation ifrom ithe imonitoring iarea ito icentral iunit ifor iprocessing iis ia 

idifficult ioperation ifor ithe isystem, iespecially iwhen iconnection ibandwidth iis irestricted. iThe 

iloss iof ivital idata iwill iresult ifrom ia idata ioverflowing iin ithe isingle-board icomputer. 
iBecause iour iapplication's isampling ifrequency iis ifixed iand ithe icommunication ichannel's 

icapacity icannot ibe iraised, ithe ionly imethod ito iminimize idata ioverflow iand iloss iis ito iuse 

idata icompression itechniques i[13]. iPerceptual itransparency, ihiding icapability, iand 

irobustness iare ithe iprimary icriteria iused ito iassess ithe iperformance iof isteganography 

istrategies. iSteganography ihides ihidden icommunications iand itheir ipresence iin ian iinnocent 

ibearer iin ia isecure imanner i[1]. iImages, ivideos, itext, iand imusic iare ijust ia ifew iexamples iof 

idigital imaterial ithat isteganography itechniques ican iwork iwith i[3]. 

STEGANOGRAPHY 

The imajority iof ipeople inow iprefer ito iwork iwith isecurity idata ithat iis itransmitted iacross 

inetworks ifrom ioriginator ito irecipient ias ia iresult iof ithis ievolution. iThe imain igoal iof 

isteganography iis ito isafeguard iimportant idata iduring itransmission ibetween isender iand 

irecipient, iincluding itext, ipicture, ivideo, iand iaudio. iIt iprovides ia isecurity ito iprotect iletters 

iby iembedding ithem iinto idigital imeans iand imaking ithem iopaque iand iunreadable ito iprying 

ieyes i[5]. iSteganography, idefined ias isecret iwriting, icomes ifrom ithe iGreek iword isteganos, 
iwhere istego imeans icover iand igrafia imeans iwriting i[9]. iSecret icommunications ican ibe 

itransmitted iby iconcealing ithem iin ia ipicture ior itext iso ithat ionly ithe isender iand ithe 

irecipient ican iread ior isee ithem i[4]. iSteganography iis ia itechnique ifor ihiding ithe ipresence 

iof ithe icommunication. iIt iinvolves iconcealing isensitive idata iwithin ia idata isource. iIt ican ibe 

iused iin ia iwide irange iof ifields, iincluding imedicine, iinternet ishopping, idefence, iand imany 

iothers i[17]. iThe icover iimage iis iknown ias ithe istego-image, iand isteganography iis ia isubset 

iof iinformation iconcealment, ievolving iat ithe irate iof ithe iInternet iand iother iglobal inetworks 

i[5]. iIt irelies ion ia isteganographic itechnique's icapacity ito ipreserve ithe imessage ias isecret ias 

iis irealistically ipossible iand, iin iaddition, ihow imuch iinformation ican ibe iconcealed iwhile 

istill iremaining ilarge ienough ito ibe ipermitted i[17]. 

Multiple icover ifile iformats ican ibe iused ito iexecute ithe isteganography imethod. iThe icover 

ifile iused iduring ithe iembedding iprocess iis ithe iprimary ifactor iused ito idetermine ithe 

isteganography ikinds, iand iany imedia ifile itype ican ibe iused ias ithe icover ifile. iAudio 

isteganography iis ithe ipractice iof iembedding ihidden imessages iinto idigital iaudio ifiles. iThe 

iHuman iAuditory iSystem iis iused ito iintegrate idata iinto ia icover imedia ifile i[16]. iImage 

isteganography iis ithe iart iand itechnology iof iconcealing isensitive iinformation iwithin ia 

ipicture ifile i[3]. iIt iis iused ito iinsert ihidden iinformation iand istop iit ifrom ibeing iused ifor 

ihiding iinformation i[10]. iPicture isteganalysis iis ia iway ito idecrypt iand iextract ithe iimage's 

ihidden iinformation, iand iis iused ito ihide ithe ipresence iof isuch idata iby ienclosing ithe 

irelevant iinformation iinside ia icover iimage, icreating ia inew ipicture ithat iis iessentially 

iidentical ito ithe ioriginal i[14]. iVideo isteganography iis ia imethod iof iinformation 

iconcealment ithat iuses ihigh-definition idigital ivideo ias idistributed isignals i[17]. iVideo 

iframes iserve ias ithe icarrier isource iand ithe icover iframe ienables ithe ioriginator ito iinsert ia 
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ihidden imessage. iCover ifiles iin itext iformat iare iused iin itext isteganography itechniques, iand 

ithe ihidden imessages iinserted iin icover ifiles iare ialso iprimarily iof itext itype. iText 

isteganography iembedding itechniques iare ibased ion ithe iamount iof ilines, iempty ispaces, iand 

icapital iletters i[16]. 

IMAGE i iSTEGANOGRAPHY 

The iresearch icommunity ihas ishown ia igreat ideal iof iinterest iin iimage isteganography, iwhich 

ihas iled ito isubstantial iimprovements ithat iare iin iline iwith ithe imost icurrent idevelopments iin 

idigital imedia itechnologies. iA isecret ipicture ican ibe iconcealed iin iclear isight iinside iof ia 

icover iimage iusing iimage isteganography. iImage isteganography iis ithe iart iand iscience iof 

ihiding iconfidential idata iwithin ia ipicture ifile. iPicture iSteganalysis, ion ithe iother ihand, iis ia 

imethod iof idecrypting iand iextracting ithe iimage's isecret iinformation. iBob iand iAlice iare 

iinmates, iand ithe iprisoners' idilemma iis ilinked ito iimage isteganography. iThey iwant ito irun 

iaway, ibut iEve iis ilistening iin ion iall iof itheir iconversations. iEve iis iwary iof iAlice iand iBob, 
iso ishe icarefully iexamines iall iof itheir icorrespondence. iIn ithis isituation, iBob iand iAlice 

ishould ispeak iin ia ilanguage ithat iis ionly iunderstood iby ithem. iIt iought ito iappear ilike ia 

itypical icommunication ito iEve i[3]. iDigital iimage isteganography iconceals ithe iexistence iof 

iall isuch iinformation iby ienclosing ithe icrucial idata iwithin ia icover iimage, iresulting iin ia 

inew iimage ithat iis inearly iidentical ito ithe ioriginal i[14]. 

For iencoding iinformation iin ia icover ifile, iLSB iinsertion iis ia iwell-liked iand ifrequently 

iused imethod iin isteganography. iWith ithe iLSB iembedding imethod, idata ican ibe iembedded 

iin ithe iLSB iof ithe icover ifile iso ithat iit iis iinvisible ito ithe inaked ieye. iThe iembedded icontent 

imay ivanish iwith ieven ithe ismallest ialterations ito ithe imedia icover. iIt iis iquick iand ieasy, ibut 

ihas isome idisadvantages isuch ias ithe isize iof ithe isecure icommunication, ithe icover imedia's 

iencoding imesses iup ithe iprivate imessage ibits, iand ithe iembedded icontent imay ivanish iwith 

ieven ithe ismallest ialterations ito ithe imedia icover i[4]. iTo ibe imore iprecise, iLSB-based 

ialgorithms ireplace iLSBs iof ipixels iin icover ipicture iwith ibits ifrom ithe ihidden imessage, 
imaintaining ithe ivisual iclarity iof ithe iimage. iThis iconceals ithe isecret iinformation ithat iis 

iencoded iwithin ithe icover iimage i[14]. iThe icover iimage iutilizes iits ileast isignificant ibits ito 

ihold ithe imost isignificant ibits iof ithe isecret iinformation iimage, ias isuggested iby ithe 

imethod's iname i[6]. iFor iexample, ithe iintensity iof igrayscale iimage iis istored iin ithe i8 ibits 

iper ipixel, iwhereas ia icolor iimage iis istored iin i24 ibits iper ipixel. 

Data iencryption iinvolves iencrypting idata iin ithe iLSB ireplacement, iextracting ithe itop ifour-
bit ilayers iof ithe isecret iimage, iand iconverting iit ito ia isteganographic iimage. iData 

idecryption iinvolves iperforming iRGB ito imonochrome iconversion iusing ithe ioriginal 

isteganographed ipicture, iand irecovering ithe imessage ipicture ithrough ia ibit ishift iprocedure 

i[15]. 

COMPRESSION 

Data icompression iis ia icrucial icomponent iof iinformation isecurity. iData ithat ihas ibeen 

icompressed ieffectively iis ireliable, iprivate, iand isimple ito ilink. iLossy iand ilossless 
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icompression icoding imethods iare ithe itwo itypes i[4]. iCompacting iinvolves ieliminating iall 

ithe iunnecessary iinformation ifrom ithe ipicture, iincreasing ithe imemory ispace ineeded 

iwithout iparticularly idistorting ithe iimage. iDifferent imethods ican ibe iused ito icalculate 

icompression iratio, isome iare ilossless, iretaining ithe ioriginal idata, iwhile iothers iare ilossy, 
ifrequently ilosing ithe idistinctive idata iduring icompression i[4]. iImage icompression iis 

irequired ibecause iof ithe iquick iexpansion iof idigital icontent iand ithe iensuing ineed ifor iless 

istorage iand iefficient ipicture itransmission. iIt idecreases iboth ithe itotal iprocessing itime iand 

ithe istorage ineeds. iBecause ifewer ibits iare itransmitted, ithe ilikelihood iof itransmission 

imistakes iis idecreased i[6]. iDespite iadvancements iin istoring iand itransfer itechnology, ithere 

iis ia igreater idemand ifor istorage ispace iand icommunication ibandwidth ithan ithere iis iroom 

ifor. iTherefore, ipicture ireduction ihas ishown ito ibe ia iuseful imethod i[7]. iImage 

iCompression i(IC) iis ithe iprocess iof ireducing ithe isize iof ia ipicture iwhile imaintaining ithe 

iimage's iclarity i[8]. iBy idecreasing ithe isize iof idata ifile iusing ieither ilossy ior ilossless 

icompression imethods, idata icompression ireduces ithe iamount iof idata ithat ineeds ito ibe 

isaved iand itransmitted[13]. 

There iare itwo itypes iof ipicture icompression: ilossy iand ilossless. iFor inatural ipictures ilike 

iphotographs, ithere iis ia ilack iof iaccuracy iwhen iusing ilossy icompression. iMany ilossy 

icompression itechniques iexist iincluding idiscrete icosine itransform, iwavelet itransform, 
ichroma isubsampling, itransform icoding iand ifractals. iMedical iimagery, iillustrations, iand 

icartoons ifrequently iuse ilossless icompression. i 

Lossless iencoding ican ibe iachieved iusing ia ivariety iof itechniques, iincluding irun-length 

iencoding, ipredictive icoding, ientropy iencoding, iHuffman icoding, iand iLZW i[2]. iIn ilossless 

icompression imethods, ithe irebuilt ipicture iis iessentially ithe isame ias ithe ioriginal iimage. 
iLossless iencoding ibenefits ifile idelivery iover ithe iInternet ibecause ismaller ifiles itransfer 

imore irapidly. iLossless iimage icompression imethods itypically iconsider ipictures ias ia igroup 

iof ipixels iarranged iin irow-major iorder. iA ilossy iencoding isystem imay iexamine ithe icolor 

iinformation ifor ia ivariety iof ipixels iand iidentify iminute ivariations iin ithe icolor ivalues iof 

ithe ipixels ithat ihuman ieye ior ibrain iwould inot ibe iable ito idiscern. iThe ihighly igraded ibits 

iare ithen iremoved ifrom ithe isystem i[7]. 

DISCRETE iWAVELET i iTRANSFORM 

Wavelet iTransform i(DWT) iis ia ifrequency idomain itechnique ithat iemploys ithe iWavelet 

itransform. iThe iuse iof iwavelets iin ithe ishape iof ia isummary imodel iis ibased ion ithe ifact ithat 
iwavelet itransform iclearly iseparates ihigh- iand ilow ireluctance iinformation ibased ion ipixels. 
iThe imostly iused ibasic iwavelet itransform itechnique iis iHaar iwavelet i[5]. iThe iDiscrete 

iWavelet iTransform iachieves igreat icompression iratios iwith ino idiscernible iloss iof iimage 

iclarity. iIt ipreserves ipicture iclarity iby idecreasing ierrors, iwhich iis ithe ibenefit iof iusing ithe 

iwavelet itransform imethod i(DWT) ifor icompression itechniques. iThe ibenefit iof iusing iDWT 

iis ithat iit iincludes iFourier iTransforms, iwhich iprovide itime iprecision. iIt iis iused ito irecord 

ifrequency iand iposition iinformation i(in itime). iWavelet ihas ian iuneven istructure iand iis 

inothing imore ithan ia iwaveform iwith ia imean ivalue iof izero. iDWT iis ibest iadapted ifor 

ipicture icompression iand iproduces ia ilimited irepresentation iof isignal ithan iall ithe iother 
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icompression itechniques i[2]. iThe icover imedia iin ithis ivariety iis isplit iinto ifour imain isub-
bands i(LL, iLH, iHL, iand iHH). iThe iprimary icharacteristics iof icover ifile iare imostly iin iLL, 
iand iif ia ihidden imessage iis iincluded, iit iwill inot ibe iobliterated iby ivarious icompression i[4]. 
iThe iconcealed imessage iimage iis iembedded iin ithis itechnique iby imodifying ithe 

icoefficients iof iwavelet iof ithe ipicture iused ias icover ifor isafely isending ithe isecret iimage. 
iThe iDiscrete iWavelet iTransformation iease iis ione iof iits imain iadvantages i[7]. iThe 

iprocedure iused iis ia itwo idimensional, ithree ilevel idiscrete iwavelet itransformation. iIt iis ia 

itwo-dimensional iWavelet iTransformation ias ifrequency isub-bands iare idivided iinto 

ihorizontal ior ivertical iplanes itwice. iThree ilevel iDWT iprovides isuperior ipicture ianalysis 

ithan ione ilevel iand itwo ilevel. iThe iDWT itechnique idivides ithe iprimary icomponent 

ifrequency iband iinto ifour idistinct ismaller ibands idefined ias isub-bands. iSub-band iLL 

iincludes iboth ihorizontal iand ivertical ilow ipass ifilters. iSub-band iLH iincludes iLow ipass ias 

iwell ias ihigh ipass ifilters ithat ioperates iin ihorizontal iand ivertical isub-bands, irespectively. 
iSub-band iHL iincludes iHigh ipass ias iwell ias ilow ipass ifilters ithat ioperates iin ivertical iand 

ihorizontal isub-bands, irespectively. iSub-band iHH iincludes iboth ihorizontal iand ivertical 

ihigh ipass ifilter isub-band. iWhen ihigh ipass ifiltration iis icombined iwith ilow ipass ifiltering, 
iHL iand iLH isub-bands iare iachieved, iand ithe ibulk iof ihost iimage iinformation iis icollected 

iinto iLL iimage isub-band. iThis iapproach iis iless ivulnerable ito iassaults iand iresults iin 

iminimal iimage idistortion i[15]. 

DISCRETE iCOSINE iTRANSFORM 

A iDCT isums icosine ifunctions iwith idifferent ifrequencies iand imagnitudes ito idescribe ithe 

iincoming idata ipoints. iOne iand itwo-dimensional iDCTs iare ithe imost icommon itypes. i iIt iis 

ia itypical icompression itechnique. iThis iis ihow iJPEG iworks: i8x8 iis ithe ioriginal iblock 

idimension. iSecond, ithe iDCT itechnique iis iapplied ito ieach icomponent iin ia itop-to-bottom 

iand ileft-to-right idirection. iThen, iquantization iis iused ito ireduce idata ithat iis istored iin ithe 

imemory iand idata iis ikept iprecisely i[7]. iThe iDCT itransformation iis iused ito iconvert ieach 

ipicture ifragment iinto ia ifrequency idomain i[20]. iLossy icompression ialgorithm, iDCT iis 

iused ito ianalysis ipicture ifeature itraits. iWhen iusing ithis imethod, ithe ipicture ishould ibe 

iresized ito i8x8 ior i16x16 iproportions ifirst. iQuantized idiscrete icosine itransformation 

icoefficients iarrange ifor ilightweight ipicture ishaping ifor ieach isub-square iDCT itransition, 
ilast iencodes, itransmits iand itransmits iafter ithe ichange i[21]. 

The iDiscrete icosine itransform iis iused iafter iRGB ito iYCbCr iconversion iphase. iBy 

ithresholding ithe iencoded iDCT icoefficients iusing ithe ibisection itechnique, iso ithe idesired 

iquality iis iguaranteed. iThe iDCT icoefficients iare iretrieved ifrom ithe istored iDCT iblock 

icoefficients iusing itwo iscan iorders i(vertical iand izigzag). iAn iindex ivector iis icreated iby ithe 

iduration iof izero-run isequence ithat icame ibefore ia inon-zero iDCT icoefficient iafter ia iscan 

iorder. iThe ioptimal iscan iis idetermined iby ithe iminimum inumber iof ithe itwo imaximum 

iindex ivectors. iThe icompact ipicture iis icreated iby iencoding ithe inon-zero iDiscrete icosine 

itransform icoefficients iand ialso iencoding ithe iindex ivector ifor ieach iblock i[23]. 
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II. LITERATURE iSURVEY 

In i[1], iAlSabhany, iA. iA. iand iet ial. iprovides ia ipaper ithat iis ibased ion iaudio isteganography 

iand iLSB isubstitution. iThis ipaper isuggests ia inew icategory ifor iaudio isteganography ibased 

ion ithe ikey iconcept iin iembedding itechniques. iIt ifocuses ion ihow ieach iapproach iis 

iembedded iand isuggests ia iframework ifor idescribing iand icomprehending ithe imost ipopular 

imethods. iThe ithree ibasic icriteria ifor isteganography imethods iused ito igauge ihow iwell ithey 

iwork iare iperceptual itransparency, iconcealing ipower, iand irobustness. iAudio isteganography 

iis ia imethod iof ihiding imessages iwithin ian iaudio icover ifile. iTo iprevent iattackers ifrom 

ideciphering ia isecret icommunication, icryptography itransforms iit iinto ian iunintelligible iand 

iunreadable iformat. 

In i[2], iMody, iD. iand iet ial. iprovides ia ipaper ithat iis ibased ion ithe iimage icompression iand 

ioptimization. iImage icompression iis ia imethod iused iin imulti-media iservices ito iimprove 

iimage iquality iand isize. iDiscrete iWavelet iTransform icoding imethods iare iused iin ithis 

iresearch ito ioptimize ithe icompressed ipicture. iEvolutionary ialgorithms iare iused ito ioptimize 

ithe icompressed ipicture, ioffering ihigh iratios iof icompression iwith ino idiscernible iloss iof 

iimage iquality. iWavelets iare isuperior ithan iother icompression ialgorithms, ipreserving 

ipicture iquality iby idecreasing imistakes. iThe ievolutionary ialgorithm iproduces isuperior 

ioptimization ioutcomes, iand imetrics isuch ias iPSNR, iMSE, iCR, iand iEntropy iaid iin 

idetermining iwhich idelivers ithe ibest ioutcomes. 

In i[3], iBouridane, iA. iand iet ial. iprovides ia ipaper ithat iis ibased ion ithe iImage 

isteganography, ideep ilearning, iautoencoder, iinformation ihiding. iPicture isteganography ican 

ibe iused ito iconceal ia ihidden iimage iwithin ia icover iimage, ibut itraditional itechniques' 
iconcealment icapacity iis irestricted. iThis iresearch ideveloped ia ilight iweight iand ideep 

iconvolutional iautoencoder iframework ito iembed ia isecret ipicture iand iextract ithe ihidden 

idata ifrom ithe iembedded iimage. iThree idatasets iwere iused ito iassess ithe iproposed imethod: 

iCOCO, iCelebA, iand iImageNet. iThe iperformance iwas imeasured iusing ithe itest iset's ipeak 

isignal-to-noise iratio, iconcealing icapacity, iand iimperceptibility iscores. iThe iexperimental 

ifindings ishowed ithat ithe iproposed itechnique ioutperforms iprevious ideep ilearning ipicture 

isteganography ialgorithms iin iterms iof iconcealing icapacity. iIt ialso ihas ian iadvantage iin 

iterms iof iinvisibility, isince iit imay igenerate istego ipictures ithat iare iquite iidentical ito ithe 

iinput icover iimage. 

In i[4], iWahab, iO. iF. iand iet ial. iprovides ia ipaper ithat iis ibased ion ithe iCryptography, idata 

icompression, iDWT, iHuffman icoding iand isteganography. iCompression iis ian iessential 
icomponent iof iinformation isecurity, ias iit igenerates idata ithat iis iefficient, isafe, iand isimple 

ito ilink. iThere iare itwo ikinds iof icompression ialgorithms: ilossy iand ilossless. iThis iresearch 

iproposed ia ihybrid idata icompression imethodology ithat iincreases ithe iinput iinformation ito 

ibe iencrypted iusing ithe iRSA i(Rivest-Shamir-Adleman) icryptographic imethod ito iimprove 

isecurity. iThe iplain itext iis icompressed iusing ithe iHuffman icoding itechnique, iwhile ithe 

icover ipicture iis ireduced iusing iDiscrete iwavelet itransform iDWT-based ilossy icompression 

ito iminimize ithe icover iimage's isize. iA imix iof iRSA, iHuffman iCoding, iand iDWT iwas iused 

ito iencrypt ia imessage iand iconceal iit iinside ithe icover ipicture, iresulting iin ia icondensed isize 
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iwith ihigh iimage iquality. iThis isystem ioutperforms iexisting istrategies iin iterms iof ivisual 
iquality iand istorage, ias iwell ias iexcellent isecurity iand ireasonable idurability iagainst 

iassaults. 

In i[5], iKhodher, iM. iA. iand iet ial. iprovides ia ipaper ithat iis ibased ion ithe iimage iand itext 

isteganography imethods. iSteganography iis ia ibranch iof iinformation iconcealment ithat iis 

igrowing iin ipopularity ias ithe iInternet iand inetworks ispread iaround ithe iglobe. iIt iis iused ito 

isecure isignificant idata, isuch ias itext, ipicture, ivideo, iand iaudio, iduring itransmission 

ibetween isender iand irecipient. iThis iarticle icompares isteganography imethods ibetween 

iimages iand itexts iwhen iconcealing ia ihidden imessage iin iboth iwords iand iimages. iThe 

iresults ireveal ithat ithe icompression iof iimage iand itext isteganography iis igood iand iefficient 

iwhile ibeing iunnoticed iby iattackers. iThe itext iis idifficult ito iconceal isecret imessages, ibut 
ithe iimage iis isimple ito ihide isecret imessages isince iimage ismall ifeatures icannot ibe iseen 

iwith ithe inaked ieye. 

In i[6], iAhirwar, iP. iand iet ial. iprovides ia ipaper ithat iis ibased ion ithe ireview iof ithe iimage 

icompression. iImage icompression iis ia ihot iissue ifor iboth icommercial iand imilitary 

iacademics idue ito ithe irise iof idigital idata iand ithe idemand ifor idecreased istorage iand 

ieffective iimage itransmission. iPicture icompression iaims ito ireduce ithe iamount iof ibits 

ineeded ito irepresent ian iimage idigitally iwhile ipreserving iits iperceived ivisual iquality. 

In i[7], iKumar, iR. iand iet ial. iprovides ia ipaper ithat iis ibased ion ithe ianalysis iof idifferent 

iimage icompression itechniques. iWith ithe igrowth iof imodern itechnology, imore idata iis 

ibeing itransferred, irequiring igreater ibandwidth. iTo ilimit ithe iamount iof ibandwidth iused, 
ithe ipicture ishould ibe icompacted ibefore itransmission. iPicture iavailability ihas igrown idue 

ito itechnical iadvancements, ibut idemands ifor istorage ispace iand icommunication ibandwidth 

ifar ioutstrips iavailable icapacity. iThis ireview iof iseveral icompression istrategies iassists iin 

iidentifying ipositive iaspects iand iselecting ithe iappropriate icompression imethod. iLossy 

icompression ioutperforms ilossless icompression iin iterms iof icompression iratio. 

In i[8], iChaturvedi, iS. iand iet ial. iprovides ia ipaper ithat iis ibased ion ithe iimage icompression 

itechniques. iThis idocument iprovides ian ioverview iof ipicture itypes iand icompression 

ialgorithms. iAn iimage, iin iits ioriginal iform, icarries ia igreat iamount iof idata, iwhich 

inecessitates inot ionly ia iconsiderable iamount iof imemory icapacity ifor istorage, ibut ialso 

iproblematic itransmission iacross ia irestricted ibandwidth ichannel. iImage icompression iallows 

ifor ilarger ifile isizes ithat iare ipractical, istorable, iand icommunicative. iAfter ianalyzing iall 
itactics, iit iwas idiscovered ithat ilossless icompression iapproaches iare ifar isuperior ito ilossy 

icompression iprocedures. iCompression iratio iof ilossy icompression iis ihigh ithan ilossless 

icompression. 

In i[9], iTevaramani, iS. iS. iand iet ial. iprovides ia ipaper ithat iis ibased ion ithe iimage 

isteganography. iSteganography iis ia itechnique ithat iallows ifor ithe isafe itransmission iof idata, 
iusing ian iaudio, ivideo, ior ipicture idesigned ito ielicit ino isuspicion. iThis istudy iuses icover 

iand ipayload iphotos iof ivarious isizes iand ishapes, ilive iwebcam iimages, iand iprepared 

iimages iof imany iother iformats. iThe ipayload iand icover ipictures iare isubjected ito ithe iHaar 
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iDiscrete iWavelet iTransform i(DWT). iEntropy, iPSNR, iand iMSE iare iamong ithe ioutcome 

imetrics ithat iare imeasured. iAlpha iis ia iscaled ifactor iin ithe iproposed istudy. 

In i[10], iShyla, iM. iK. iand iet ial. iprovides ia ipaper ithat iis ibased ion ithe iimage isteganography 

iusing igenetic ialgorithm. iSteganography ican ireplace iencryption iand iwatermarking ifor 

isecure idata iexchange iand idata iprivacy. iIn ithis istudy, ithe icarrier iimage iis ichosen iin isuch 

ia iway ithat ithe ipayload/secret ipicture iand ithe icarrier iimage's ileast isignificant ibits iare 

imatched iwith ia ihigher idegree iof icompatibility, iand ithe iconcealing iprocedure icauses 

iinsignificant ichanges iin ithe iresulting istego iimage ibased ion ievolutionary ialgorithm. iThe 

iperformance iof ithe isuggested imethod ihas iimproved iby i30 ito i40%. iThe iprocess iof 

ichoosing ia igood icover ipicture iand iconcealing ithe isecret iinformation ito iincrease 

iimperceptibility iis idifficult, ibut igenetic ialgorithms ihave ienabled ithe iexploration iof ian 

iimpossible ijob iof iselection ifrom itrillions iand imillions iof ialternatives. iThe ifindings ireveal 

iconsiderable iimprovements, iwhich iis ievidenced iby ibetter iperformance. 

In i[11], iSubramanian, iN. iand iet ial. iprovides ia ipaper ithat iis ibased ion ithe ireview iof iimage 

isteganography. iThis ipaper iexamines iand iexplains ithe ivarious ideep ilearning itechniques 

iused iin ithe ifield iof ipicture isteganography. iIt iincludes ia idetailed ioverview iof ithe 

itechnique, idatasets iused, iexperimental isetups itaken iinto iconsideration, iand ievaluation 

icriteria. iIt ialso iprovides ia itable isummarizing iall ithe iinformation. iThis iwork iseeks ito iassist 
iother iresearchers iin iunderstanding ithe ipresent itrends, idifficulties, iand ipotential idirections 

ifor ithe ifuture iin ithis itopic. 

In i[12], iAhsan, iI. iand iet ial. iprovides ia ipaper ithat iis ibased ion ithe idata iencryption iand 

iimage isteganography. iThis iproject ifocuses ion ibeing ifamiliar iwith ithe idifferent ikinds iof 

isteganography ithat iare iaccessible. iFor ipictures, iimage isteganography iis iused, iand ithe 

irelevant iinformation iis ialso idecrypted ito iget ithe imessage iimage. iUsing iother ivideo ior 

iimage ifile ito icover iup iinformation, isuch ias itext, iphotos, ior iaudio ifiles, iis iknown ias iimage 

isteganography. iThe igoal iof ithe icurrent istudy iis ito iemploy ispatial idomain iapproach ito 

isteganograph ia ipicture iwith ianother iimage. iUsing iMATLAB iprogrammes, ithe iphotos iare 

iencrypted iand idecrypted. iThis iproject ifocuses ion ibeing ifamiliar iwith ithe imany ikinds iof 

isteganography ithat iare iaccessible. 

In i[13], iGopinath, iA. iand iet ial. iprovides ia ipaper ithat iis ibased ion ithe idata icompression 

imethods. iData icompression iis ia ivery ihard iprocess ifor ihardware ito itransmit ilarge iamounts 

iof idata ifrom ithe iobserving iarea ito ithe icentral isystem ifor ifurther iprocessing. iTo iprevent 

idata ioverflow iand iloss, idata icompression itechniques iare iused ito ireduce ithe isize iof ithe 

iinformation ifile iusing ieither ilossless ior ilossy icompression itechniques. iThis istudy ifocuses 

ion ia ithorough ianalysis iof iseveral ilossless icompression itechniques iusing idata ifiles ifor 

ieach itechnique, icomparing itheir iperformance ito idetermine ithe ioptimum iapproach iof 

icompression ifor itransmission iand istorage. 

In i[14], iGutub, iA. iand iet ial. iprovides ia ipaper ithat iis ibased ion ithe icryptography iand 

isteganography. iDigital ipicture isteganography iis iused ito ihide ithe ipresence iof iprivate idata 

iby ienclosing ithe irelevant iinformation ibehind ia icover iimage, icreating ia inew iimage ithat iis 
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iessentially iidentical ito ithe ioriginal. iThis istudy iexamines ithe ieffectiveness iand icapability 

iof idiscrete iwavelet itransform iand ileast isignificant ibit isteganography imethods ifor ihiding 

inumerous ipictures iunder ia isingle icover iimage. iTo iprovide iinformed icomments, ithe 

ieffectiveness iof ithese ialgorithms ihas ibeen iassessed iin iterms iof ithe icover iimage's 

icapacity, ithe idata's iimperceptibility, iand isecurity idata iconcealing. 

In i[15], iYadahalli, iS. iS. iand iet ial. iprovides ia ipaper ithat iis ibased ion ithe iimage 

isteganography iusing ileast isignificant ibit iand idiscrete iwavelet itransform itechniques. 
iSteganography iis ian iimportant itechnique iused iin idata iprotection ito ihide iand iprotect 
isensitive iinformation iin isent idata. iThis istudy iexplains isteganography iand idemonstrates iits 

iapplication ion ivarious ipictures iusing itwo idistinct imethods: ithe ileast isignificant ibit 

iapproach iand ithe idiscrete iwavelet itransform imethod. iThe ieffectiveness iof ithe imethods 

isuggested iin ithe istudy iis ishown iby iempirically iacquired iand icompared iefficiency ivalues. 
iThe iDiscrete iWavelet iTransform iapproach i(DWT) iis iless ivulnerable ito iassaults iand 

iresults iin iless iimage idistortion. iTransform idomain imethods i(like iDWT) iperform ibetter iin 

ithe imajority iof ithe iparameters. 

In i[16], iJayapandiyan, iJ. iR. iand iet ial. iprovides ia ipaper ithat iis ibased ion ithe iimage 

isteganography, iinformation ihiding iand isecret itext isharing. iText isteganography ihas 

iemerged ias ia idominating istudy isubject iin ithe isphere iof iinformation iexchange, iwith 

iseveral istudies ibeing iundertaken ito ienhance ithis iarea. iThe iquantity iof isecret imessage ithat 

imay ibe ikept iin ia iparticular icover ipicture iis ialways icrucial ifor iany isteganography 

iapproach iused ito iconvey ithe isecret itext. iThis iresearch ipaper's ienhanced iLeast iSignificant 

iBit iembedding iapproach iimproves ithe iquality iof ithe icover ipicture iby ioptimizing ithe 

isecret imessage iduring ithe iembedding iphase. iThis iapproach ioffers ihigh icapacity 

iembedding irate, igreater isecurity ias ia iresult iof isecret imessage ipretreatment, iand iimproved 

icover ipicture iquality. iQuantitative icomparisons iof ithe iLSB imethod iand ithe iproposed 

ieLSB ialgorithm ishow ithat ithe iproposed itechnique ipreserves ibetter ipicture iquality iwhile 

idealing iwith ihidden iwords iand iimages iof idifferent isizes. 

In i[17], iBansal, iK. iand iet ial. iprovides ia ipaper ithat ifocuses ion ithe isurvey iof 

isteganography iusing ileast isignificant ibit iembedding iapproach. iSteganography iis ia 

itechnique ifor iconcealing isensitive idata iwithin ia idata isource. iIt iis iused iin ia iwide irange iof 

ifields, iincluding imedicine, iinternet ishopping, idefense, iand imany imore. iIt idepends ion ia 

isteganographic iprocedure's icapacity ito ikeep ithe imessage ias isecret ias ipossible iand ithe 

iamount iof idata ithat ican ibe iconcealed. iThis istudy iprovides ian ioverview iof ithe iLSB 

imethodology iapplied iin ithis ifield iand idetermined ithat ivarious isteganography imethods 

iwork iwell ifor icommunicating isecret idata. iNew istrategies iare isuggested ito iimprove 

iinformation isecurity. 

In i[18], iMohammed, iH. iA. iand iet ial. iprovides ia ipaper ithat ifocuses ion ithe iLSB ibased 

isteganography. iSteganography iis ithe istudy iof ienclosing iconfidential iinformation iwithin 

idata ito iprotect iit ifrom imalicious iactions. iThe iMcEliece icryptosystem, ia ipublic-key 

icryptosystem idependent ion ierror-correcting icodes, iwill ibe iused ito iencrypt itext iusing ithe 

igoppa icode. iThe iciphertext iwill ibe iembedded ias ia isteganography iimage iusing ithe iLSB 
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iapproach, iwhich ihelped ito iprotect ithe iinformation ifrom iattackers. iPSNR ivalues ifor iall iof 

ithe ichosen iphotographs iwere iabove ithe ithreshold ineeded ito idetermine ithe ialgorithm's 

ieffectiveness. 

In i[19], iMajeed, iM. iA. iand iet ial. iprovides ia ipaper ithat iis ibased ion ithe ireview iof itext 
isteganography itechniques. iThis itext idiscusses ithe iuse iof isteganography, ia itechnique ithat 

iallows ithe iuser ito iconceal ia imessage iwithin ianother imessage. iIt iis itypically inot 

iprioritized idue ito ithe ichallenges iinvolved iin ilocating iunnecessary icontent iin ia itext ifile. 
iTo isolve ithis iproblem, ithe idocument imust ibe ialtered iin ia iway ithat imakes ithe ialteration 

iinvisible ito ithe ihuman ieye ibut istill icomputer-decipherable. iThree icategories iof itext 
isteganography iare idescribed: ilinguistics, iformat-based itechniques, iand istatistical iand 

irandom icreation. iThe iexisting iapproaches, idifficulties, iand ifuture iprospects iin ithis isubject 
iare icompiled iin ithis istudy iwith ithe iintention iof iassisting iother iresearchers. iThis istudy 

idemonstrates ithat iexpanding ithe iformat-based imethod's icapacity ifactor iand ienhancing 

ilinguistic isteganography's isecurity iare istill ihot isubjects, iyet ischolars ihaven't igiven 

irobustness imuch ithought iin ithis iarea. 

In i[20], iRahardi, iM. iand iet ial. iprovides ia ipaper ithat ifocuses ion iwatermarking itechnique 

iusing idiscrete icosine itransform. iThis iresearch iproposes ia iblind iand ireliable iimage 

iwatermarking imethod iknown ias iBRIW-DCT ifor icopyright iprevention ion icolor 

iphotographs. iThe iDCT itransformation iconverts ieach ipicture iblock iinto ia ifrequency 

idomain, iand ithe iwatermark ipicture iis iintegrated iinto ithe ihost ipicture. iThe iexperiment's 

ifindings ishowed ithat ithe iwatermarked ipicture iattained ia ihigh iPSNR ivalue iof i50.4489 

idecibel iand ihigher iSSIM ivalue iof i0.9991. iThe iArnold iTransform ican ibe iused ito 

istrengthen iBRIWDCT's iresilience iagainst iimage-tampering iassaults iin ithe ifuture. 

In i[21], iDimililer, iK. iprovide ia ipaper ithat ifocuses ion iDCT ibased iimage icompression iand 

imachine ilearning. iThis istudy iuses imachine ilearning ialgorithms ito icorrelate ithe icontents iof 

imedical iimages iwith itheir iratio iof icompression. iThe ineural inetwork's iradial ibasis ifunction 

itechnique imay ibe iused ito icategorize ithe iideal icompression iratio ifor iX-ray ipictures iwhile 

ipreserving igood iimage iquality. iTwo icompression isituations iare iused iin ithe istudies, iwith 

ithe iproportion iof itraining ito itesting itaken iinto iaccount. iWhen iproposed iscenario i1 iis 

itaken iinto iconsideration, igradient iboosting ialgorithm iand isupport ivector imachines iboth 

iachieve ia ihigher irecognition iaccuracy iof i79.16%, iwhile iproposed iscenario i2 iachieves ian 

iaccuracy irate iof i89% ias ithe ibest icompression. 

In i[22], iMahfoudi, iG. iand iet ial. iprovides ia ipaper ithat ifocuses ion ithe iDouble iCompression 

idetection imethod ibased ion iDCT icoefficient. iIn iorder ito iconfirm ithe iintegrity iof ithe ivideo, 
iwe isuggest ia iway ito iidentify idouble ivideo icompression iin ithis ipost. iThe iH.264 

icompression, ione iof ithe irequired ivideo icodecs iin iWebRTC iDemands ifor iComments, iwill 
ibe ithe isubject iof iour iattention. iH.264 iapproximates ithe idiscrete icosine itransformation 

iusing iintegers i(DCT). iTo idetect ia idouble icompression, iwe iemploy ithe iDCT icoefficients, 
iwhich ifollow ia ilaplacian idistribution. iWe ipresent ia istatistical ihypothesis itest ifor 

idetermining iif ivideo ihas ibeen icompacted itwice, ishowing ithat idetection iwas ionly 

iachievable iif ithe isecond iquantization iparameter iwas iless ithan ithe ifirst. 
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In i[23], iMessaoudi, iA. iprovide ia ipaper ithat ifocuses ion iDCT ibased icompression. iThe 

isuggested ialgorithm ifor ilossy icolor istill ipicture icompression iis ibased ion iDCT iand iuses ia 

istraightforward iway ito ieffectively iencode ithe iDCT icoefficients. iThe iDiscrete icosine 

itransform iis iused iafter iRGB ito iYCbCr iconversion iphase ito iensure ithe idesired iquality. 
iThe iDCT icoefficients iare iretrieved ifrom ithe istored iDCT iblock icoefficients iusing itwo 

iscan iorders i(vertical iand izigzag). iAn iindex ivector iis icreated iby ithe iduration iof izero-run 

isequence ithat icame ibefore ia inon-zero iDCT icoefficient iafter ia iscan iorder. iThe ioptimal 
iscan iis idetermined iby ithe iminimum inumber iof ithe itwo imaximum iindex ivectors. iThe 

iresults idemonstrate ithat ithe isuggested ialgorithm igets iexcellent iperformance iwhen 

icompared ito icurrent imethods. 

 

 

III. CONCLUSION 

In ithis ipaper iwe ihave istudied ithe iimage isteganography iand ilossy icompression itechniques. 
iThe itechniques ithat ihave ibeen istudied iin ithis ipaper iare ileast isignificant ibit iand idiscrete 

iwavelet itransform iand idiscrete icosine itransform. iWavelets iare ibetter ithan ithe iother 

icompression ialgorithms ithat ipreserve iimage iquality iby idecreasing ierrors. iIt iis ifound ithat 

iimage isteganography iis ithe isimple iway ito ihide isecret imessage iin ithe icover imedia 

ibecause ismall idetails icannot ibe iseen iwith inaked ieye. iLossy icompression itechniques 

isurpass ilossless icompression itechniques iin iterms iof icompression iratio ibecause 

icompression iratio iof ithese ilossy icompression itechniques iis ihigher ithan ilossless 

icompression itechniques. iDiscrete iwavelet itransform iapproach iis iless iexposed ito ithe 

iinvasion iand ithat ileads ito iless idistortion iof ithe iimage iand idiscrete icosine itransform ialso 

iperformed iwell iin ithe iimage icompression. iIn ithe imajority iof iparameters iit iis ifound ithat 

itransform imethods iare ibetter. iWith ithe iuse iof icombination iof isteganography iand 

icompression imethods, iwe ican iachieve ia idouble ilayer isecurity iin idata itransfer. 
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