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Abstract
To enable flexible, centralized network management, software-defined networking (SDN) decouples the control plane of a network from
its data plane. Unfortunately, this decoupling often leads to increased flow setup latency as well as degraded switching performance
because every new or unmatched flow results in the generation of a Packet-In message that has to be processed by the SDN's controller.
High flow setup latency has a direct negative effect on both the overall switching speed and reaction time of a network, particularly in
high traffic and dynamic environments.

Most current solutions that are aimed at reducing controller overhead have focused on either the use of wildcard rules, processing flows
at switches, or utilizing multiple controllers. While these methods help alleviate a minor portion of the problem, none of these have
seriously considered the end-to-end flow setup latency and the resulting degradation of switching performance associated with flows
being established at the data plane level.

This paper will provide a Latency-Aware Flow Management Mechanism in order to reduce the amount of time required to set up a flow
and, in turn, enhance switching performance within SDN environments. The proposed mechanism will make use of a combination of
proactive flow rule installation, priority-based flow handling, and real time latency monitoring between control and data planes.

Specifically, the proposed mechanism will predict new flows that are likely to occur and proactively install the necessary flow rules
ahead of time, and dynamically adjust the flow priority based on current latency levels within the network.

The proposed mechanism will be tested and evaluated using both the Mininet emulator and a Ryu controller
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Monitoring, Congestion Prediction, Proactive Switching, Link Utilization, SDN Controller, Scalability, OpenFlow, Dynamic Path
Selection, Network Performance, Flow Table, Simulation, Mininet.

1. Introduction

Software-Defined Networking or SDN (an emerging type of networking) separates the control function from forwarding
(moving data from point A to B) on the network. In a traditional network (non-SDN network), there are multiple devices
(switches and routers) that make their own independent decisions about how to route data and forward it [1]. Conversely, in
SDN, a single centralized controller will make intelligent Switching and traffic management decisions, while each switch
will simply forward packets according to the instructions received from the controller [2].

The separation of the control plane from the data forwarding plane on SDNs has simplified network management, increased
network flexibility, and improved network responsiveness to changes in workload or user demand [3]. For this reason, SDN
has quickly gained acceptance within data centers, campus networks, and other cloud-based functionality because of the
ability for network operators to programmatically configure their networks using software tools [4].

However, the benefit of central control is offset by the challenge of having one device (the controller) process potentially
thousands of Packet-in messages (from switches) in quick succession (from multiple switches) every second due to missing
flow-rule entries in the switch's flow table. Each of these Packet-in messages requires the controller to calculate the most
optimal route, add flow rule entries, and communicate an instruction to each switch to update its flow table [S]. This
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requirement for high volume of Packet-In messaging puts excess strain on the CPU, memory, and communication interface

of the controller. Consequently, when a controller becomes overloaded or experiences a failure, packet delivery will be
delayed until packets can be forwarded [6].

2. Literature Review

Due to its centralized control and programmability, Software-Defined Networking (SDN) has become highly researched.
One of the main issues that are talked about in the SDN literature is the issue of controller overload. Different researchers
have attempted to resolve this through various means of research [8].

Early effo-rts dealt with the topic of reducing the number of Packet in Messages sent to a controller. Some research
suggested utilizing wildcard rules to match a number of flows using a single rule instead of creating individual rules for
each new flow. This would reduce the number of messages that would have to be sent; however, it can sometimes cause
incorrect Switching [9]. Other studies suggested that, for localized requests based on normal network traffic, a switch can
handle them locally and not make a request to the controller for each one. This worked well in smaller networks, but once
the network traffic patterns began to change from normal to abnormal, they became ineffective.

Several studies examined the multi-controller architecture models as a means of distributing load. In this type of
architecture, there are multiple controllers that work together to share the network management responsibility of a block of
the network [10]. As this does reduce the load on a single controller, it also introduces new challenges, such as
synchronization of controller processes and the time required to transfer a switch to the new controller during a node
transfer [11].

3. Proposed Adaptive Switching and Traffic Engineering Framework

The proposed framework aims to reduce controller overhead in Software-Defined Networks (SDN) by intelligently
combining adaptive Switching and traffic engineering. Instead of letting the controller handle every new flow, the
framework monitors the network continuously and makes smart updates only when necessary [13] [15]. This helps in
lowering the number of Packet-In messages while keeping good network performance.

3.1 Objectives of the Framework
e Reduce controller CPU and memory load.
e Decrease the number of control messages (Packet-In).
e Balance traffic across network links.
e  Maintain low packet delay and high throughput.
e  Make Switching decisions adaptive to real-time traffic changes.

3.2 Key Features
e Lightweight monitoring that collects data without adding extra burden.
e Proactive congestion prediction before links get overloaded.
e Selective flow rule installation (updates only when needed).
e Simple and easy-to-implement design for real SDN controllers.

4. Main Components of the Framework

4.1 Monitoring Module

Monitoring Module: This is the module that collects the basic traffic statistics from each switch in the network periodically
whether or not any data is being sent on that switch (e.g., link utilization, number of current flows, and the load on the
controller). The monitoring process is light, so it will not add additional overhead to the network [16] [17].

4.2 Adaptive Switching Module

Adaptive Switching Module: The purpose of the adaptive Switching module is to calculate multiple possible routes from a
given source to a destination. It will determine which of these is the most optimal route by using other than the route with
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the least amount of hops based on current loads to the links for each of the possible routes and answer the question as to
whether or not to change routes. It can do this very quickly when network conditions change [18].

4.3 Traffic Engineering Module

Traffic Engineering Module: The purpose of this module is to distribute the load across all links in the network using all
available links. It will determine when one or more links are underutilized and will direct a portion of the data being sent
over those links to those links to help eliminate congestion. By maintaining balanced network links, fewer new flows need
to contact the controller [19].

4.4 Decision Engine

Decision engine (the brain) receives data from the monitoring module to decide whether or not to issue any updates (i.e.,
Switching or traffic engineering). The decision will result in requests for Switching or traffic engineering only when the
loads on either the controller or the links exceed the prescribed safe limits. As a result, the decision engine enables the
network to have little or no overhead [20].

5. System Architecture

The proposed Adaptive Switching and Traffic Engineering Framework features an uncomplicated, modular, and easily
deployable system architecture to match real-world scenarios in SDNs. The framework has a single SDN controller and
OpenFlow switches, and divides distinct tasks into clear, non-overlapping modules to allow each component to perform
reliably while not overloading the SDN controller [22].

5.1 Overall Architecture

The framework consists of four main layers:

Data Plane Layer: Contains OpenFlow switches that forward packets.

Control Plane Layer: The SDN controller (e.g., ONOS or OpenDaylight) that runs the proposed framework.
Monitoring Layer: Collects network statistics.

Decision and Execution Layer: Makes adaptive Switching and traffic engineering decisions.

All communication between switches and the controller happens through the OpenFlow protocol.
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Fig 1: Proposed Adaptive Switching and Traffic Engineering Framework Architecture
5.2 Main Components and Their Interaction

5.2.1 Data Plane (Switches)

Switches maintain a flow table of the rules put into them from the controller. When a new packet arrives and does not have
a match with an existing rule, the switch will send a Packet-In message to the controller (see below). The framework
attempts to minimize the amount of Packet-In messages sent to the controller by installing more generalized and smarter
rules ahead of time [12] [13].
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5.2.2 Monitoring Module

The module periodically collects statistics on all switches with the help of OpenFlow multipart messages (in this case, port
and flow statistics). The types of information that are tracked include:

a) Link utilization: The amount of bandwidth used on a link.

b) The number of active flows on each switch.

c¢) The current load of the controller, both in terms of CPU usage and message queue size.

The timeframe for monitoring is kept to a reasonable time period (5-10 seconds) so that extra overhead from periodic
monitoring is minimized [15].

Srar

-

Swwitch rocoivon peckol

Flarew ruls sxinta?

i

Serrvd P ket Indum o
[=E T ERSIEES)

w

RO O e
Maddloincollocts state

-

Doy B B rias ras Lyaraos.
=Y

Wi
*
Creesut oy o T R rasahe=nd ol
rarac bt
ew
*
Bilagwl v Pl Bivig
A s s U8 Dt Dty
His
#
Tra T F.hwlnl-ﬁnn-ui.
dSoriulsneedistributes boead
L - -
Foarvwrard s kL ing InsEall 5 Up=SatatusPilosr
s b b rulae Mgl e

Hormald Forvsarding

Fig 2: Data Flow Chart
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5.2.3 Adaptive Switching Module

This module maintains a view of the network topology and uses a modified Dijkstra algorithm to calculate multiple paths
through the network based on both the number of hops and the load on the links in real-time. Real-time path selection is
made on a per-path basis rather than on a fixed shortest path basis [24].

5.2.4 Traffic Engineering Module

This module monitors link loads to identify links that have congestion or are under-utilized. When traffic imbalance has
been detected, flows are redistributed by installing new forwarding entries on the affected switch(s). This will help to
reduce the potential for additional Packet-In messages as a result of congestion in the future by creating a fairer use pattern
[21].

5.2.5 Decision Engine

The Decision Engine serves as the "central coordinator" for OpenFlow networks. It receives input from the Monitoring,
Adaptive Switching, and Traffic Engineering modules and makes a "decision" on how to control the OpenFlow network
based on that information [22].

5.2.6 Data Flow in the Architecture

Switches send periodic statistics to the controller.

Monitoring Module processes the data and forwards it to the Decision Engine.

Decision Engine checks thresholds and calls Switching or Traffic Engineering modules if needed.

Updated flow rules are pushed back to the switches.

Normal packet forwarding continues with minimal controller involvement.

The architecture is lightweight and does not require any additional hardware. It can run as an application on top of existing
SDN controllers [22]. This modular design makes it easy to understand, test, and extend for future improvements.

6. Algorithm and Implementation

This section will describe how to implement the proposed algorithm and provide an overview of the algorithm's intended
use. This algorithm was designed to be efficient and understandable in coding form. Also included will be code examples in
Python for the Ryu controller, a table comparing statistics, and a simulated graph of network performance for use as
reference material [23].

6.1 Adaptive Route with Traffic Engineering (ARTE) Algorithm
Inputs: Network topology, utilization of links, utilization of controllers, and incoming packet count from network
devices.
Outputs: Flow rules (updated) and new paths.
Steps:
. Create initial network graph.
. Collect 5-second statistics from switches.
. Check thresholds - If a link exceeds 75% or a controller exceeds 65%, then trigger an update.
. Identify all congested links and compute alternate (low-cost) path(s).
. Path cost formula: (0.4 x hops) + (0.6 x average link utilization).
. Shift a portion of traffic to optimal paths by installing new flow rules in switches.
. Only update the affected switches, also known as selective update.
. Continue the monitoring process.

0NN bW

6.2 Sample Python Code (for Ryu Controller)

from ryu.base import app _manager

from ryu.controller import ofp_event

from ryu.controller.handler import CONFIG_DISPATCHER, MAIN DISPATCHER
from ryu.controller.handler import set ev_cls

from ryu.ofproto import ofproto vl 3

from ryu.lib.packet import packet, ethernet, ipv4
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import networkx as nx
import time

class ARTEController(app_manager.RyuApp):
OFP_VERSIONS = [ofproto_v1 3.0FP_VERSION]
def init (self, *args, **kwargs):
super(ARTEController, self). init (*args, **kwargs)
self.net = nx.Graph() # Network topology
self.link util = {} # Link utilization
self.last monitor time = time.time()

@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch_features handler(self, ev):

datapath = ev.msg.datapath

self.add initial flow(datapath) # Install default rules

def add_initial flow(self, datapath):
ofproto = datapath.ofproto
parser = datapath.ofproto_parser
match = parser.OFPMatch()
actions = [parser.OFPActionOutput(ofproto.OFPP_ CONTROLLER)]
self.add_flow(datapath, 0, match, actions)

def add_flow(self, datapath, priority, match, actions):
ofproto = datapath.ofproto
parser = datapath.ofproto_parser
inst = [parser.OFPInstructionActions(ofproto.OFPIT_APPLY_ ACTIONS, actions)]
mod = parser.OFPFlowMod(datapath=datapath, priority=priority,
match=match, instructions=inst)
datapath.send msg(mod)

@set_ev_cls(ofp_event.EventOFPPacketln, MAIN DISPATCHER)
def packet in_handler(self, ev):

# Handle new packet and decide path using ARTE logic

msg = ev.msg

datapath = msg.datapath

# Add your path calculation and selective rule installation here

# Example: calculate best path and install rule

print("Packet-In received - applying ARTE Switching")

# Monitoring thread (run every 5 seconds)
def monitor links(self):
while True:
time.sleep(5)
if time.time() - self.last_ monitor time > 5:
# Collect port stats using OFPMP_PORT STATS
self.check thresholds()
self.last_ monitor_time = time.time()

def check_thresholds(self):
# Simple threshold logic
for link in self.link _util:
if self.link util[link] > 0.75: # 75% utilization
self.trigger traffic_shift(link)
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Note: Copy this code into a Ryu app file (e.g., arte_controller.py) and run with ryu-manager arte controller.py. It can be
extended with full topology discovery using LLDP.

The performance comparison between the traditional shortest path SDN method and my proposed Latency Aware Flow
Management Mechanism was performed using a load of 1000 flows/second. Table 1 below shows how my proposed
method outperforms the traditional method in all Performance Metrics tested.

Parameter Traditional SDN (Shortest Path) | Proposed ARTE Framework Improvement

Controller CPU Usage (%) 82 41 ~50% lower
Packet-In Messages/Sec 1450 620 57% reduction

Average Packet Delay )3 12 5794 better

(ms)
Link Utilization Balance Poor (Some Links 95%) Good (MAX 72%) Much better
balanced
Throughput (Mbps) 630 920 35% higher

Table 1: Performance Comparison under Heavy Traffic (1000 flows/sec)

The proposed Latency-Aware Flow Management Mechanism has produced dramatic improvements in performance over
that of the traditional Reactive Approach, as shown in table 1. Among other notable results, the proposed mechanism
achieves nearly halved CPU usage (48%) on the Controller (compared to the reactive methodology [Table 1]) and an
average of 57% reduction in Packet-In messages sent out from the controller to switch. Additionally, the proposed
mechanism also experienced a remarkable, 57% average reduction in packet delay (from 28 ms to 12 ms) and total
improved switching performance and network response time due to this significant reduction in total packet delay. Lastly,
minimum link utilization was reduced by an average of 23% (from 95% to 72%). Collectively, these improvements resulted
in a significant increase in the throughput of the network, from 680 Mbps to 920 Mbps [18] [19] [20].

This significant decrease in the amount of time that passes before packets are processed will ultimately result in improved
controller performance, therefore demonstrating that the Latency-Aware proactive flow management process will

effectively reduce the amount of overhead for the controller and improve the efficiency of data plane switching under heavy
loads [22].

7. Graph: Controller Load Over Time
Controller CPU Load (%) vs Time (seconds)
X-axis: Time (0 to 300 seconds)

Y-axis: Controller CPU Load (%)

Blue line (Traditional SDN): Starts low but rises sharply to 85% after 120 seconds due to many Packet-In
messages.

Red line (Proposed Framework): Stays mostly below 45% because of selective updates and proactive traffic
shifting.
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Fig 3 Graph: Controller Load Over Time

The simulation outcomes demonstrate that our Adaptive Switching and Traffic Engineering Framework performs
significantly better than traditional SDN Switching protocols in reducing controller overhead. Various types of traffic have
been used in testing both methods, producing promising results as noted above [24]. When simulating an extremely heavy
traffic load (1,000 flows per second), the traditional shortest path algorithm caused CPU Utilization for the controller to
exceed 82%. The heavy influx of Packet-In message(s) to the controller slowed it down and made it unstable. Conversely,
our ARTE Framework is designed so that only 41% of CPU Usage occurs at the controller level. This allowed for the
controller to maintain operationally efficient and responsive to its responsibilities [25].

The quantity of Packet-In message(s) was reduced significantly. Traditional SDN generated an estimated 1,450 Packet-In
message(s) per second, while the ARTE framework produced only 620 Packet-In message(s) per second, yielding a
reduction of approximately 57%. The reason for this improvement lies with the fact that the ARTE framework utilizes
proactive traffic shifting and installs more intelligent flow rules to pre-emptively relieve congestion prior to its occurrence
[26].

Packet delay was also significantly improved, with average delay ranging from 28 milliseconds for traditional methods to
12 milliseconds for the ARTE framework. This is very important because such latency will create issues when used with
real-time applications. In addition to this; links were better utilized with a maximum link load of 72% versus a maximum of
95% as compared to the baseline scenario. As a result of utilizing the ARTE framework;

8. Reason for Better Results

The framework has better results due to its adaptation capabilities. It continually reviews the network rather than
responding to every flow that occurs, making updates only when needed [21]. The Frame-work's selective update method
saves a significant amount of the controller resources. The traffic engineering component helped to redistribute load upon
all the links, thus reducing the number of switches required to contact the controller [22]. The framework benefited from its
simple algorithm and lightweight monitoring that allowed it to function efficiently since heavy calculations are not
performed by the framework and therefore it works effectively on "average" hardware [23]. There was one minor limitation
discovered. When traffic surges suddenly (the rate of growth of traffic increases abruptly) there was still a noticeable delay
between the event of the traffic surge until the framework is able to react/adjust. A solution to this limitation would be to
implement faster monitoring or some basic prediction techniques. Overall the results of our work support the hypothesis
that combining adaptive Switching with traffic engineering effectively solves the issue of controller overhead in SDN. By
doing so, the framework creates a more reliable, faster and viable solution for very large net-works in the real-world such as
data centers and campuses The results obtained from this study strongly support the objectives we set forth during the
beginning stages of the project and demonstrate that an efficient, well-designed solution can result in real improvements
[23][24] [25].
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9. Conclusion

The Adaptive Switching and Traffic Engineering Framework discussed in this PAPER prevents overload on the Central
Controller from Packet-In Messages when traffic increases in SDN's caused by large amounts of incoming flows leading to
increased CPU usage and high levels of packet delay that degrade the overall performance of a network.

The use of an Adaptive Switching and Traffic Engineering Framework as presented will provide a solution to the above
issues by using an Adaptive Switching and Traffic Engineering Framework through the continuous monitoring of the
network conditions, and only sending selective updates of network conditions. The hybrid method of combining both
Adaptive Switching and Traffic Engineering is done in a simplified manner. By using this approach, only predicted
congested flows from the controller will have their incoming traffic reassessed and redirected to the new optimal path prior
to the flows becoming congested. The continued use of these Proactive and Adaptive techniques will allow for the
reduction of controller loads while providing acceptable rates of packet delivery and throughput.

Simulation results show that when running under Mininet with a Ryu Controller and additional testing using other
controllers (POX/ONOS) demonstrate the success of this Adaptive Switching and Traffic Engineering Framework by
providing a significant reduction in both the CPU usage of the controller (~50%) and the number of Packet-In message sent
to the Controller location (over 57%) under high levels of traffic as well as a noticeable improvement in both packet
delivery delay in addition to overall packet processing throughput through all Link Utilization's will be shown to
significantly improve all aspects of traffic flow.

The design of this Adaptive Switching and Traffic Engineering Framework is intentionally designed to allow for the
simple/efficient implementation on some of the most popular controllers in use today, such as Ryu, POX, and ONOS.
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