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Abstract 

In the information technology, security plays a vital role. It 
comes with privacy, data integrity, authentication and non-
reputation. It will come from an efficient cryptographic 
algorithm. There is a need of special hardware to implement 
these cryptographic algorithms to provide higher speed. This 
work is mainly consists ofsystemcadre for Advance Encryption 
Standard (AES), it is one of the most well-known public key 
crypto-system. Systemuses asymmetric cryptography, which 
provides high security features. This application represents new 
approach to security and file management features. 
Keywords: AES, FPGA, Cryptography, VLSI Design. 
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1. Introduction 

Communication is the better way to exchange 
information. Communication involves a sender 
and receiver conveying information through a 
channel. Cryptography is the practice and study 
of techniques for secure communication in the 
presence of third parties. Encryption is the 
coding of data so that it can only be decoded and 
read by someone who was the exact decoding 
key. Decryption is the operation of decoding 
information that has been encrypted into a secret 
format.In symmetric cryptography, the coequal 
key is accustomedfor both encryption and 
decryption. This approach is similar in dealing 
with each message but less secure since the key 
must be communicated to and knows at both 
sender and receiver. In Asymmetric 
cryptography or public key cryptography, a pair 
of key is used to encrypt and decrypt a message 
so that it arrives securely. Initially a network 
user admits a public and private key duo from a 
certificate influence. Any other user who wants 
to send an encrypt message can get the 
deliberate recipients public key from, a public 
directory. They use this key to encrypt the 
message and they consign it to the 
recipient.When the recipient gets the message 
they decrypt it with their private key, which no 

one else should have access from this system by 
using AES algorithm which gives better security. 

The requisition for new network security 
systems is accruing with the excrescence of 
network services in our society. 
Cryptographic applications such as digital 
signature, e-commerce, ATM cards and 
watermarking, are very much computationally 
intensive and software approach for these 
applications is rather in efficient to work in 
line speed of the network. So the current trend 
is to replace such software applications with 
specialized hardware which are quite 
compatible to work in such high speed.  

One of the most common public key algorithms 
in use for secure transaction is the AES. 
Hence the goal to design an efficient 
architecture for AES becomes more relevant. 
For high speed application there is a need to 
develop hardware to compute such 
mathematical operations which are involved 
in cryptographic algorithm. One algorithm 
can be implemented in a variety of 
architectures, so by changing the architecture 
one can vary the flexibility of the algorithm. 
Objective of this work is VLSI 
implementation of mathematical operation 
involved in AES algorithm. Study of different 
types of cryptography, their advantages and 
disadvantages .also the study of different 
algorithm. In the proposed system, prevention 
of attacks will be overcome. 

In communication channel data security 
becomes key part for the system. There are 
two approaches, asymmetric cryptography 
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and symmetric cryptography. A lot of effort 
has been made by the research community to 
allow cryptographic services on resource-
constrained RFID tags. The most prominent 
services are strong authenticationusing, for 
example, symmetric primitives like the AES 
[1], [2] or asymmetric primitives like elliptic 
curve cryptography (ECC) [3], [4]. The 
integration of asymmetric schemes is an 
especially big challenge for passive RFID tag 
designs as they need more resources than 
symmetric schemes. The Advanced 
Encryption Standard (AES) algorithm has 
become the default choice for various security 
services innumerous applications. [2]. 

2. Literature Survey 
 
This section includes the various research work has 
been carried out in the field of encryption algorithm. 
There is also a brief description of some of the 
encryption algorithms which are used for encrypting 
and decrypting in different systems. 
Advanced Encryption Standard 
Martin Feldhofer and Sandra Dominikus [1] 
introduced an idea about RFID technology using 
AES algorithm which provides huge productivity 
benefit in which objects identity automatically.The 
limitations to this system is examining advanced 
authentication protocol for one-way and mutual 
authentication so that RFID applications range 
pushed away. 
Panu Hamalainen[2] proposed idea on AES 
encryption which gives low cost and less power 
consumption which are required. The resistors 
consume large area which is not overcome. 
L.Batina [3]presented his worked on measures on 
anti counterfeiting which can provide RFID tags , 
investigate PKS based identification protocols and  
also feasibility of identification protocol which are 
based on elliptic curve cryptography. Shows that it is 
feasible on RFID tags. The main drawback of this 
system is okamoto’s protocol is slightly more 
expensive than schnorr, s protocol. 
The researcher works on cryptography on android 
message application using lookup table and dynamic 
key.Manisha Madhwani [4] 

Today’s cryptography is vastly more complex than 
its predecessor. Unlike the original use of 
cryptography in its classical roots where it was 
implemented to conceal both diplomatic and military 
secrets from the enemy, the cryptography of today, 
even though it still has far reaching military 
implications, has expanded its domain, and has been 
designed to provide a cost-effective means of 
securing and thus protecting large amounts of 
electronic data that is stored and communicated 
across corporate networks worldwide. Cryptography 
offers the means for protecting this data all the while 
preserving the privacy of critical personal financial, 
medical, and ecommerce data that might end up in 
the hands of those who shouldn’t have access to it. 
There have been many advances in the area of 
modern cryptography that have emerged beginning in 
the 1970s as the development of strong encryption-
based protocols and newly developed cryptographic 
applications began to appear on the scene .Levy [5] 
RSA Algorithm 
The RSA algorithm is the most popular form of 
public key cryptosystem, which was developed by 
Ron Rivest, Adi Shamir, and Leonard Adleman at the 
Massachusetts Institute of Technology in 1977 
Robinson [6]. The RSA algorithm involves the 
process of generating the public key by multiplying 
two very large (100 digits or more) randomly chosen 
prime numbers, and then, by randomly choosing 
another very large number, called the encryption key. 
The public key would then consist of both the 
encryption key and the product of those two primes. 
Ron Rivest then developed a simple formula by 
which someone who wanted to scramble a message 
could use that public key to do so. The plaintext 
would then be converted to ciphertext, which was 
transformed by an equation that included that large 
product. Lastly, using an algorithm developed 
through the work of the great mathematician, Euclid, 
Ron Rivest provided for a decryption key—one that 
could only be calculated by the use of the original 
two prime numbers. Using this encryption key would 
unravel the ciphertext and transform it back into its 
original plaintext. What makes the RSA algorithm 
strong is the mathematics that is involved. 
Ascertaining the original randomly chosen prime 
numbers and the large randomly chosen number 
(encryption key) that was used to form the product 
that encrypted the data in the first place is nearly 
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impossible Levy [5].A very popular public key 
cryptosystem is known as Pretty Good Privacy (PGP), 
developed by Phil Zimmerman beginning in early 
1991 Levy [5].  
The mathematics involved in good cryptography is 
very complex and often difficult to understand, but 
many software applications tend to hide the details 
from the user thus making cryptography a useful tool 
in providing network and data security Robinson [6]. 
The concept of data hiding technologies whose aim is 
to solve modern network security, quality of services 
control, and secure communications, has been seen as 
a cost-effective alternative to other means of data 
security, which does not require protocol 
modifications, and is compatible with existing 
standards of multimedia compression and 
communications Lovoshynovskiy [7].  
Security is an important aspect of any network, but in 
particular to wireless ad-hoc networks where mobile 
applications are deployed to perform specific tasks. 
Since these networks are wireless, the potential for 
hacking into them using mobile devices is greater as 
there is no clear line of defense for protecting them. 
The development of the Mobile Application Security 
System (MASS) utilizing a layered security approach 
and strong cryptographic techniques is seen as a 
viable low-cost solution to protecting these 
application-based wireless networks Floyd [8]. 
Data Encryption Standard  
On January, 1977, the National Bureau of Standards 
(NBS) adopted a data encryption standard called the 
Data Encryption Standard (DES), which was a 
milestone in launching cryptography research and 
development into the modern age of computing 
technology. Moreover, cryptography found its way 
into the commercial arena a when, on December, 
1980, the same algorithm, DES, was adopted by the 
American National Standards Institute (ANSI). 
Following this milestone was yet another when a new 
concept was proposed to develop Public Key 
Cryptography (PKC), which is still undergoing 
research development today Levy [5]. 
When we speak of modern cryptography, we are 
generally referring to cryptosystems because the 
cryptography of today involves the study and 
practice of hiding information through Cryptography 
and Network Security the use of keys, which are 
associated with Web-based applications, ATMs, 
Ecommerce, computer passwords, and the like. 

Cryptography is considered not only a part of the 
branch of mathematics, but also a branch of computer 
science. There are two forms of cryptosystems: 
symmetric and asymmetric. Symmetric 
cryptosystems involve the use of a single key known 
as the secret key to encrypt and decrypt data or 
messages.  
Asymmetric cryptosystems, on the other hand, use 
one key (the public key) to encrypt messages or data, 
and a second key (the secret key) to decipher or 
decrypt those messages or data. For this reason, 
asymmetric cryptosystems are also known as public 
key cryptosystems. The problem that symmetric 
cryptosystems have always faced is the lack of a 
secure means for the sharing of the secret key by the 
individuals who wish to secure their data or 
communications. Public key cryptosystems solve this 
problem through the use of cryptographic algorithms 
used to create the public key and the secret key, such 
as DES, which has already been mentioned, and a 
much stronger algorithm, RSA. It was also far too 
slow in software as it was developed for mid-1970’s 
hardware and does not produce efficient software 
code. Triple DES on the other hand, has three times 
as many rounds as DES and is correspondingly 
slower. As well as this, the 64 bit block size of triple 
DES and DES is not very efficient and is 
questionable when it comes to security. Robinson [6]. 
Provides a hardware-implementable algorithm for 
enciphering data, which has been adopted as a 
Federal standard to provide a high level of 
cryptographic protection against various attacks Ruth 
M. Davis [9] 
Describes cryptographic technology, which examines 
the forces driving public development of 
cryptography. The paper describes how one can 
secure the message over the telephone lines. 
Whitfleld Diffie [10] 
Described Security and Performance Optimization of 
a New DES Data Encryption Chip. Novel CAD tools 
are used at different steps in the design process for 
simulation. The result is a single chip of 25 mm in 3-
pm double-metal CMOS. Functionality tests show 
that a clock of 16.7 MHz can be applied, which 
means that a 32-Mbit/s data rate can be achieved for 
all eight byte modes Ingrid Verbauwhede [11]. 
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3. Proposed System 
 
Triple DES was slower. As well as this, the 64 bit 
block size of triple DES and DES is not very efficient 
and is questionable when it comes to security. RSA 
algorithm is strong because used of mathematics. 
AES has gained popularity due to its high security 
with low acceptable cost. 
To the enhancement of the existing system, the 
proposed system prevents the various attacks found 
in the system. The proposed system consist of 
following steps: 

• Enter plaintext. 
• Encrypt. 
• Associate with crypt tag. 
• Transmit data. 
• Perform attacks. 
• Decrypt cipher text. 
• Display plaintext. 

 

 
Fig.1. Block Diagram 

 
• Plaintext: This is the readable dispatch that is 

given into the algorithm as input. 
• Encryption algorithm: The encryption 

algorithm performs very transformations on 
the plaintext. 

• Public and private key: This is a pair of keys 
that have been choosed so that if one is used 
for encryption, the other is used for 
decryption. The exact transformations 
performed by the encryption algorithm 
depends on the public or private keys that is 
provided as input. 

• Cipher text: The scrambled message 
produced as output after encryption. 

• Decryption algorithm: This algorithm takethe 
cipher text and the corresponding key and 
yields the original plaintext. 

 
4. Conclusions 
 
By using the AES algorithm we encrypt and decrypt 
large data as compared to other algorithm. This 
system will provide high security features by using 
crypt A tag in asymmetric cryptography. The main 
contribution to this work is the prevention of various 
attacks presented in the system, alsoanalysisof attack 
prevention methodology with respect to other 
platform will be done. 
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