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ABSTRACT 

The Profile matching means that 2 users scrutiny their personal 

profiles and is usually the primary step towards effective 

PMSN. It, however, conflicts with users’ growing privacy issues 

regarding revealing their personal profiles to finish strangers 

before deciding to move with them Our protocols modify 2 

users to perform profile matching while not revealing any data 

regarding their profiles on the far side the comparison resul 

creating new connections in keeping with personal preferences 

could be a crucial service in mobile social networking, wherever 

associate initiating user will notice matching users inside 

physical proximity of him/her. In existing systems for such 

services, sometimes all the users directly publish their complete 

profiles for others to go looking. However, in several 

applications, the users’ personal profiles might contain sensitive 

data that they are doing not wish to form public. during this 

paper, we have a tendency to propose FindU, a group of 

privacy-preserving profile matching schemes for proximity-

based mobile social networks. In FindU, associate initiating user 

will notice from a bunch of users the one whose profile best 

matches with his/her; to limit the chance of privacy exposure, 

solely necessary and stripped-down data regarding the personal 

attributes of the taking part users is changed. 2 increasing levels 

of user privacy ar outlined, with decreasing amounts of 

discovered profile data. investing secure multi-party 

computation (SMC) techniques, we have a tendency to propose 

novel protocols that understand every of the user privacy levels, 

which may even be personalised by the users. we offer formal 

security proofs and performance analysis on our schemes, and 

show their benefits in each security and potency over 

progressive schemes. The social proximity between 2 users 

because the matching metric, that measures the space between 

their social coordinates with every being a vector precomputed 

by a trusty central server to represent the situation of a user in a 

web social network. By comparison, our work doesn't deem the 

affiliation of PMSN users with one on-line social network and 

addresses a additional general personal matching drawback for 

PMSN by supports fine-grained personal profiles and a large 

spectrum of matching metrics 

 INTRODUCTION  

Mobile Social networking is wherever people with similar 

interests connect with one another through their mobile/tablet. 

They type virtual communities. for instance Facebook, Twitter, 

LinkedIn etc. What makes social network sites distinctive isn't 

that they permit people to satisfy strangers, however rather that 

they permit users to articulate and build visible their social 

networks. On several of the massive SNSs, participants don't 

seem to be essentially "networking" or trying to satisfy new 

people; instead, ar|they're} primarily act with those who are 

already a neighborhood of their extended social network. to 

emphasise this articulated social network as a essential 

organizing feature of those sites, we have a tendency to label 

them "social network sites." some web-based SNSs support 

restricted mobile interactions (e.g., Facebook, MySpace, and 

Cyworld). Mobile Social Networks could be a means that of 

transmittal data (communicating) employing a Mixture of voice 

and information devices over networks as well as cellular 

technology and parts of personal and public information 

processing infrastructure (such because the Internet). Mobile 

Social Networking‘ (MSN) refers to any or all of the 

sanctioning parts necessary for the contribution (posting‘ and 
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uploading) and consumption (viewing/experiencing) of social 

media across a mobile network. Key to the definition is that the 

user‘s implicit or express alternative of network technologies. If 

the user accesses a community service platform by means of 

any device that uses a cellular network, alone or together with a 

commercially-accessible wireless network that has access to 

cellular network operator-owned resources. what is more, 

mobile community operators and participants ar, and can be, 

influenced by the platforms, trends and members of 

communities on the web. 

Existing System 

In existing systems for such services, usually all the users 

directly publish their complete profiles for others to travel 

trying. However, in many applications, the users’ personal 

profiles may contain sensitive data that they're doing not would 

like to create public. 

Disadvantage:- 

o Opens up the likelihood for hackers to commit fraud 

and launch spam and virus attacks. 

o Increases the chance of individuals falling prey to on-

line scams that appear real, leading to knowledge or 

fraud.  

o May end in negative comments from staff regarding 

the corporate or potential legal consequences if staff 

use these sites to look at objectionable, illicit or 

offensive material.  

o Potentially ends up in lost productivity, particularly if 

staff square measure busy change profiles, e 

Proposed System: 

In this paper, we have a tendency to overcome the on top of 

challenges and build the subsequent main contributions. 

(1) we have a tendency to formulate the privacy preservation 

drawback of profile matching in MSN. 2 levels of privacy 

square measure outlined beside their threat models, wherever 

the upper privacy level leaks less profile info to the somebody 

than the lower level. 

(2) we have a tendency to propose 2 totally distributed privacy-

preserving profile matching schemes, one in all them being non-

public|a personal|a non-public} set intersection protocol and 

also the alternative may be a private cardinality of set-

intersection protocol. However, solutions supported existing PSI 

schemes square measure off from economical. we have a 

tendency to leverage secure multi-party computation supported 

polynomial secret sharing, and propose many key enhancements 

to enhance the computation and communication potency. 

Advantage:- 

o Proximity-based mobile social networking (PMSN) 
becomes in-creasingly in style attributable to the explosive 
growth of good phones. 

• Two reciprocally mistrusting parties, every holding a 
personal information set, collectively reason the intersection or 
the intersection cardinality of the 2 sets while not leaky any 
extra data to either party. 

• Facilitates open communication, resulting in increased 
data discovery and delivery.  

• Allows staff to debate ideas, post news, raise queries 
and share links.  

• Provides a chance to widen business contacts.  

• Targets a good audience, creating it a helpful and 
effective accomplishment tool.  

• Improves business name and shopper base with bottom 
use of advertising.  

• Expands marketing research, implements promoting 
campaigns, delivers communications and directs interested folks 
to specific internet sites. 
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Modules Description: 

1. Security  

Since the users could have totally Different 

completely different} privacy necessities and it takes 

different quantity of efforts to realize them, we have a 

tendency to herewith (informally) outline 2 levels of 

privacy wherever the upper level leaks less data to the 

adversaries. 

2. Usability and Efficiency  

For profile matching in MSN, it's fascinating 

to involve as few human interactions as doable. during 

this paper, somebody's user solely has to expressly 

participate within the finish of the protocol run, e.g., 

decide whom to attach to supported the common 

interests. additionally, the system style ought to be 

light-weight and sensible, i.e., being enough 

economical in computation and communication to be 

utilized in MSN. Finally, totally different users 

(especially the candidates) shall have the choice to 

flexibly individualize their privacy levels. 

3. Shamir secret sharing scheme   

hemes square measure multi-party protocols 

associated with key institution. the initial motivation for 

secret sharing was the subsequent. To safeguard scientific 

discipline keys from loss, it's fascinating to form backup 

copies. The bigger the amount of copies created, the 

bigger the chance of security exposure; the smaller the 

amount, the bigger the chance that every one square 

measure lost. Secret sharing schemes address this issue by 

permitting increased responsibleness while not enlarged 

risk. 

4. Preventing Malicious Attacks.  

Our protocols throughout this paper ar alone tested 
secure inside the HBC model; it would be attention-grabbing 

to create it secure below the stronger malicious model, i.e., to 
prevent Associate in Nursing mortal from indiscriminately 
deviating from a protocol run. we tend to tend to showed that 
with extra|a further|an extra} commitment spherical before 
final reconstruction (which adds little or no further overhead), 
a particular style of “set inflation attack” is solely prevented 
where a malicious user influences the last word output in her 
favorable technique by dynamic her shares once seeing others’ 

The digest is a fixed-size set of bits that serves as a 
unique   "digital fingerprint" for the original message. If the 
original  message is altered and hashed again, it will produce 
a  different signature. Thus, hash functions can be used to 
detect altered and forged documents. They provide message 
integrity, assuring recipients that the contents of a message 
have not been altered or corrupted. 

• ata will be modified by hackers or unauthorized 
persons in web pages on the internet. 
 

• We may not get accuracy data from the webservers. 
• In existing system, it is some difficult to 

identify the modifications for the 
Administrator. 

 
Architecture: 
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 FEASIBILITY STUDY 

Feasibility study is a compressed capsule version of 
scope and an objective is conformed and corrected any 
constraints imposed on the system are identified. 
     To yield a successful project, there is need to know the 
likelihood the system will be useful to the organization that can 
be obtained through efficient and effective feasibility study. 
     Once scope has been identified, it is responsible to ask “Can 
we build software to meet this scope? Is this project feasible? 
      On this contrary, the feasibility has three dimensions, which 
are the considerable aspects while building a system. 
        Feasibility is not warranty for system in which economic 
justification is obvious, technical risk is low, few legal problems 
are expected, and no reasonable alternates exist. Three key 
considerations are involved in the feasibility analysis. 

• Economic Feasibility 
• Technical Feasibility 
• Operational Feasibility 

 
 

 
ECONOMIC FEASIBILITY 
 
     Economic analysis is the most frequently used for evaluating 
the effectiveness of the software. More commonly known as 
cost/benefit analysis, the procedure is tdetermine the benefits 
that are expected from the software and compared with the 
costs. If benefits outweigh costs, then the decision is made to 
design and implement the software. Otherwise, further 
justification or alternates in the proposed system have to be 
made if it is to have a chance of being approved. 
  Proposed system 
 As the proposed system, is developed with less 
expected investment and with better information quantity, 
quality and timeliness. Hence the proposed system is 
economically feasible. 
 
 
 TECHNICAL FEASIBILITY 
 
  The technical feasibility is frequently the most 
difficult are to encounter at this stage. It is essential that the 
process of analysis and definition be conducted in parallel with 
an assessment of technical feasibility. 
The technical feasibility issues usually raised during feasibility 
stage are 

• Does the necessary technology exist to do, 
what is suggested? 

• Can the system be expanded if developed? 
 
 Proposed system 
 The system is self-explanting and does not require any 
sophisticated training. The overall time that a user needs to get 
trained is less than 15min.The system has been added with 
features of menu device and button interaction methods which 
makes him the master as he starts working through the 
environment. There is no need for additional software and 
hardware components. As the hardware requirements are 
satisfied the system is technically feasible to some extent. 
Hence the proposed system is technically feasible. 
 
 OPERATIONAL FEASIBILITY 
  This type of feasibility asks if the system will work 
when it is developed. Here are the questions that help to test the 
operational feasibility of the project: 

• Will the system delay in the process? 
• Will the proposed system need any other 

resource. 
CONCLUSION 
 

In this paper, we have a tendency to for the primary 

time formalize the matter of privacy-preserving distributed 

profile matching in MSNs, and propose 2 concrete schemes that 
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win increasing levels of user privacy preservation. Towards 

coming up with light-weight protocols, we have a tendency to 

utilize Shamir secret sharing because the main secure 

computation technique, whereas we have a tendency to propose 

further enhancements to lower the planned schemes’ 

communication prices. Through in depth security analysis and 

simulation study, we have a tendency to show that 1) our 

schemes ar tested secure underneath the HBC model, and might 

be simply extended to stop bound active attacks; 2) our schemes 

ar rather more economical than state-ofthe- art ones in MSNs 

wherever the network size is within the order of tens, and once 

the quantity of question attributes is smaller than the quantity of 

profile attributes. 
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