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Abstract 

This paper presents hardware designs of the Welch–Gong (WG)-
128 cipher, one for the multiple output WG (MOWG) version, 
and the other for the single output version WG .The hardware 
implementation of WG Stream cipher is done by using a 
substitution block with high security. WG cipher design is used 
for both encryption and decryption. In the proposed design to 
increase the security substitution block is added to protect the 
data from eavesdropper. Finally the design is implemented 
using the field-programmable gate array. 
Keywords: linear feedback shift registers, normal basis optimal 
normal basis, pseudorandom key generators, stream ciphers, 
Welch-Gong(WG) transformation 

1. Introduction 

 Synchronous stream ciphers are lightweight 
symmetric-key cryptosystems. These ciphers encrypt a 
plain-text, or decrypt a cipher-text, by XORing the plain-
text/cipher-text bit-by-bit with the generated key-stream 
bits. The key-stream bits are produced using a 
pseudorandom sequence generator (PRSG) and a seed 
(secret key). Stream ciphers are heavily used in wireless 
communication and restricted in resources applications 
such as 3GPP LTE-Advanced security suite, network 
protocols (Secure Socket Layer, Transport Layer Security, 
Wired Equivalent Privacy, and Wi-Fi Protected Access), 
radio frequency identification (RFID) tags, and bluetooth 
to name some. Traditionally, many hardware-oriented 
stream ciphers have been built using linear feedback shift 
registers (LFSRs) and a filter/combiner Boolean function. 
However, the discovery of algebraic attacks made such a 
way of design in secure. Many nonlinear feedback shift 
registers based stream ciphers have been proposed in the 
eSTREAM stream cipher project, which have limited 
theoretical results about their randomness and 
cryptographic properties, and therefore, their security 
depends on the difficulty of analysing the design itself . In 
addition, the arrival of the 4G mobile technology has 
triggered another initiative for new stream ciphers. The 
randomness of the keystreams generated by the 4G LTE 

cryptographic algorithms is, however, hard to analyse and, 
also, some weaknesses have been discovered .The Welch–
Gong (WG)(29, 11) corresponds to GF(229) and 11 is the 
length of the LFSR] is a stream cipher submitted to the 
hardware profile in phase. It has been designed based on 
the WG transformations [16] to produce key bit-streams 
with mathematically proved randomness aspects. Such 
properties include balance, long period, ideal tuple 
distribution, large linear complexity, ideal two-level 
autocorrelation, cross correlation with an m-sequence has 
only three values, high nonlinearity, Boolean function 
with high algebraic degree, and 1-resilient. The revised 
version of the WG (29, 11) does not suffer the chosen 
initial value (IV) attack. The number of key-stream bits 
per run is strictly less than the number of key-stream bits 
required to perform the attack. In addition, the WG cipher 
is secure against algebraic attacks Therefore, the WG(29, 
11) is secure and has the randomness properties that 
cannot be offered by other ciphers and, hence, it has a 
potential that the WG stream cipher will be adopted in 
practical applications.  of its attractive randomness and 
cryptographic properties, few designs have been proposed 
for the hardware implementations of the WG(29, 11). 
Gong and Nawaz adopt a direct design using computation 
in the optimal normal basis (ONB), which requires seven 
multiplications and an inversion over GF (229).  

Since malicious activities by the adversary are 
increasing.  In this paper we adopt a method to improve 
the security while encryption and decryption by adding a 
substitution and permutation method. 

This paper is organized as follows.Section2 
background about the WG cipher design. Section 3 data 
encryption and decryption using substitution block. 
Section 4 final results and FPGA implementation. 
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2. WG/MOWG GENERATOR 

The WG/MOWG ciphers consist of three phases of 
operations: loading phase (11 cycles), key initialization 
phase (22 cycles), and running phase.  

 
 
 
 

 
WG transform design uses these properties to 

minimize the hardware complexity of its transform. Note 
that the proposed design eliminates some necessary signals 
for the generation of the initial feedback, which is required 
to conduct the key initialization phase of the cipher. 
Missing of the initial feedback signal is recovered by 
introducing a serialized scheme to generate it. The space 
complexity of the WG transform has been improved 
compared with the MOWG transform. This is mainly 
because the number of field multipliers in the WG 
transform is reduced by 2 with respect to that in the 
MOWG transform. 

 
 
 
 
The hardware cost of the MOWG cipher is dominated 

by its transform’s field multipliers. Any decrease in the 
number of these multipliers would minimize the area of 
the overall cipher. This section presents the architecture of 

the MOWG transform, where the number of field 
multipliers is reduced by 1 through signal reuse. The 
MOWG transform delay is still the dominant because of 
the delays of five serially connected field multipliers. 
During the key initialization and PRSG phases, inverter 1 
in Fig. 3 generates the complement. Notice that this cell 
holds the feedback from the LFSR during the PRSG phase, 
and the bit-wise XOR of the LFSR feedback and the 
MOWG transform feedback during the key initialization 
phase. Therefore, to remove inverter 1, it requires the 
direct storage of the complement of these values in both 
phases. In other words, it is required to reconstruct the 
LFSR such that it generates a sequence 

 
 
 
In this figure, the FSM controls the input to the LFSR 

for each phase of operation. In the same figure, because of 
the bit-wise complement operator, the LFSR receives the 
complemented IV during the loading phase. Hence, after 
11 clock cycles, the initial state of this LFSR, (B0, B1,., 
B10), is basically the complement of the initial state of the 
LFSR in Fig. 1, i.e., Bi = Ai ⊕ 1, 0 ≤ i < 11.When the key 
initialization phase starts, the bit-wise XOR of the initial 
feedback and linear feedback applies to the input of the 
LFSR.  

 
 

Fig 1: wg generator 

Fig 2: WG Transformation 

Fig 3:MOWG Transformation 
 

Fig 4: FSM Module 
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The architecture of the FSM and describes how it 
schedules the input to the LFSR throughout the three 
phases of operation Fig. 4 shows the components of the 
FSM. The FSM has two inputs, namely clk and reset, 1-bit 
each, whereas there are two outputs denoted as op0 and 
op1. The reset input is pulled down before each run of the 
cipher. This forces the 11-bit one-hot counter to initialize 
to (1, 0,.., 0), i.e., output 0 is the only bit set to a high logic 
level. In addition, when the reset signal is low, the 2-bit 
binary counter resets its state to (0, 0). Because of the 1-bit 
Register connected to the AND gate at the reset input of 
the 11-bit one-hot counter, this counter starts incrementing 
one clock cycle after the reset signal gets pulled up. This 
assures that the 11-bit one-hot counter returns to its initial 
state after 11 clock cycles. Then, it triggers the 2-bit 
binary counter to increment that starts the initialization 
phase. The output of the 2-bit binary counter controls the 
cipher’s phase of operation. This is done by generating the 
op0 and op1 signals according to Table I. The op0 and op1 
signals select one of the three inputs of the multiplexer in 
Fig. 1 and connect it to the input of the LFSR, during each 
phase. It is noted that the loading phase takes 11 clock 
cycles, then starts the key initialization phase that takes 22 
clock cycles, followed by the run phase. During the run 
phase, the clock inputs of the 11-bit one-hot counter and 
the 2-bit binary counter become idle. 

The architecture of the WG cipher is shown in Fig. 1. 
The LFSR feedback polynomial 

C(Z ) = Z 11 ⊕ Z 10 ⊕ Z 9 ⊕ Z 6 ⊕ Z 3 ⊕ Z ⊕ β  
is a primitive polynomial of degree 11 over GF 
(229),whereβ = α464730077 is the generator of the ONB and α 
is a root of the defining polynomial of GF (229). 
 

TABLE 1: FSM PHASE OF OPERATION 
 

2 bit counter 
Bit0           Bit1                            

Op1 Op0 Phase of 
operation 

0 0 0 0 Load key and 
IV 

1 0 0 1 Key 
Initialization 

0 1 0 1 Key 
Initialization 

1 1 1 0 Running 
Phase 

 
 
3. DATA ENCRYPTION AND 
DECRYPTION USING SUBSTITUTION 
BLOCK  

 
The substitution-permutation network (SPN) 

structure involving three basic components: substitution, 

permutation (or more generally, linear transformation), 
and the addition of round keys. 

 
 
 
 
They both have eight rounds of operation employing 

these components and make use of  an 8×8 S-box and a 
64-bit size. The whole substitution layer can also be 
designed for different purposes: (1) using only one S-box 
circuit for minimizing area or (2) using eight S-box 
circuits in parallel for increasing speed. 

 

 
 
 
 
 
Cipher text is generated from the WG/MOWG 

generator it is XORed with the data that is passed through 
the substitution and PISO and then receives the encrypted 
output. The encrypted output is then passed through SIPO 
and substitution block and key is passed through generator 
and it is XOREd and finally data is decrypted. 

4. SIMULATION RESULT AND FPGA 
IMPLEMENTATION 

Simulation is done in Xilinx 13.2 and  results are shown 
below   

Fig 5: proposed design 
 

Fig 6: substitution block 
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               Fig 8: simulation result of decrypted MOWG 
 
 
 

 
 
 
 
 

 
  

Fig 10: FPGA Output   

5. Conclusions 

In this paper a highly secure design has proposed. Here a 
substitution and permutation block is used and it works 

with involution property. Transformation block is done in 
two ways with single output WG and multi-output WG. 
The new design is proposed in order to protect the text or 
data from eavesdroppers. Here the implementation is done 
in field-programmable gate array. 
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Fig 7: simulation  result of  decrypted  WG 

Fig 9: simulation result of implemented design 

851 
 

http://www.ijiset.com/

