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Abstract 

 
A wireless sensor network (WSN) is an independent 
network which consists of autonomous sensors which are 
spatially distributed and used to monitor physical or 
environmental conditions. Wireless sensor networks have 
been widely used in emergency operations, military 
scenarios and natural disaster hit areas. The 
communication among sensors is via wireless links. This 
infrastructure less nature of WSN makes it vulnerable to 
various security attacks. There is an attack which causes 
many serious threats to the network and it is known as 
Sybil Attack. In Sybil attack, attackers or malicious nodes 
uses many identities to gain control over the network and 
creates lots of misconception among nodes. They forge 
identity of some trustworthy node present in the network 
and misbehave which leads to large drop of data packets. It 
also disturbs the communication among the nodes present 
in the network. In this paper we have implemented the 
LEACH routing protocol to detect and prevent Sybil attack 
in WSN. Detection is done by distance and hop count 
between the nodes and for prevention of Sybil attack we 
have used encryption technique using Breadth First Search 
(BFS) Algorithm. Simulation tool used for the 
implementation is NS2. 
 
Keywords: LEACH Protocol, Wireless Sensor Network, 
Sybil Attack, Sensor Nodes, Encryption, Energy 
Consumption, Breadth First Search (BFS). 

1. Introduction 

Wireless Sensor Network (WSN) is a special kind of non 
infrastructure network capable of wireless communication 
having large number of low-cost sensor nodes which are 
spatially distributed and used to monitor physical or 
environmental conditions with limited power and multi-
functional capability. A typical sensor node includes four 

basic components: a sensing unit, a processing unit, a 
communication unit, and a power unit [7]. 
 
WSN is becoming increasingly popular due to the variety 
of applications. It is widely used in the field of military, 
education, medical treatment, traffic etc [5]. Peer-to-peer 
communication exists between nodes of a WSN. Multi-
hopping can cause sensor node to communicate with a 
node that is not in radio range of each other via 
intermediate nodes. So WSN provides flexibility of adding 
or removing nodes in the network. The network can be 
divided into no. of clusters called clustering. In each 
cluster, one of the sensor nodes is elected as Cluster Head 
(CH) and the rest of the nodes act as Cluster Members 
(CM). All sensor nodes work in cooperation within each 
cluster to serve the request. Cluster head collects the data 
from its members and data aggregation is done by each 
cluster head to remove data redundancy and forwarded to 
the sink. As cluster head consumes more energy than 
cluster members, the workload of cluster heads is 
distributed among all nodes in wireless sensor network by 
rotating their roles to equalize energy consumption. 

 
Energy consumption is an important issue in WSN because 
sensor nodes are battery operated [1]. The open nature of 
the wireless communication channel, the lack of 
infrastructure makes WSN prone to various security 
attacks. One of the attacks in Wireless sensors network is 
Sybil attack. In Sybil attack the attacker subverts the 
wireless sensor network by creating a large number of 
pseudonymous identities. Sybil attack is defined as a 
process in which one node copies other node identity and 
misbehaves in the network. 
 
In this paper, we review the performance of throughput 
and energy consumption aware Leach against Sybil attack 
and its prevention using encryption technique with the help 
of Power, UID and threshold values using BFS 
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2. Sybil Attack 

When a node illegitimately claims multiple identities or 
claims fake IDs, the WSN suffers from an attack called 
Sybil attack. The node replicates itself to make many 
copies to confuse and collapse the network. The system 
can be attacked internally or externally. External attacks 
can be prevented by authentication but not the internal 
attacks. There should be one to one mapping between 
identity and entity in WSN. But this attack violates this 
one-to-one mapping by creating multiple identities [2]. 
WSN can easily be attacked by Sybil attack as the 
communication medium of WSN is to broadcast and same 
energy is shared among nodes. 
 

 
Fig1. Sybil attack on network 

 
 
Sybil attack is classified into following ways: 
        
2.1 Direct vs. Indirect communication: 
In direct communication Sybil nodes communicate   
directly with the legitimate nodes of network while in 
indirect communication legal nodes are not able to 
communicate directly with the Sybil nodes. Instead, one or 
more of the malicious devices claims to be able to reach 
the Sybil nodes. 
           
2.2 Fabricated vs. Stolen identities: 
In former case attacker generates random new identities 
and in latter case the attacker steal an identity from the 
legal node. 

 
2.3Simultaneous vs. Non-Simultaneous communication: 
In Simultaneous communication the attacker may try to 
have his Sybil identities all participate in the network at 
once. Alternately, in Non-Simultaneous the attacker might 
present a large number of identities over a period of time, 
while only acting as a smaller number of identities at any 
given time. 
 
 
 
 
 

3. LEACH Routing Protocol 
 

Low-Energy Adaptive Clustering Hierarchy (LEACH) [17] 
is a TDMA-based MAC protocol and a typical hierarchical 
clustering routing protocol. This clustering hierarchy helps 
in fragmenting the network into small region called 
clusters. Each cluster consists of group of nodes and a 
cluster head (CH).It is the responsibility of cluster head to 
aggregate and transfer the data collected from the sensor 
node of a cluster to the base station. In order to optimize 
energy in the network, nodes are selected as cluster head 
circularly and randomly. The goal of LEACH is to lower 
the energy consumption required to create and maintain 
clusters in order to improve the life time of a wireless 
sensor network. 
 
The process of formation of clusters in LEACH is shown 
in figure 2. 
 
                  

 
                                   Fig2. Formation of Clusters in LEACH 

 
The LEACH protocol operates in rounds and each round 
consists of two phases: setup phase and steady phase. 

 
i. Setup phase: In the setup phase, the cluster head 

is elected. The sensor nodes elect a cluster head 
based on the Threshold equation T (n) [18]: 

 
T (n) = p/1-p*(r mod 1/p)          if n ∊ G 
T (n) = 0                                   otherwise 

 
Where p is the desired percentage to become a cluster 
head, r is the current round and G is the set of nodes that 
have not become the cluster head in the last 1/p rounds. 
Each node chooses a random number between 0 and 1.If 
this random number is less than threshold value T (n) then 
the node becomes the cluster head for the current round. 
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ii. Steady state phase –In the steady state phase the 
cluster head collects the data from the nodes using 
TDMA schedule and after aggregating and 
processing the data transfer it to the base-station 
[18]. 

4 Proposed Scheme 
The individual sensor nodes are anonymous and 
communication among sensors is via wireless links, 
therefore sensor networks are highly vulnerable to security 
risks and attacks that leads to usage of more memory and 
overhead in the gateways as well as nodes. The basic 
mechanism used to secure the system from these attacks is 
the proposed routing protocol ‘LEACH’. 
 
Wireless sensor network lifetime is the function of energy. 
Therefore, consumption of energy is the major issue. 
Consumption of energy in a network takes place during 
transfer of data between nodes and distance between the 
nodes. Sybil attack is the most effective attack on wireless 
sensor network. Sybil attack forge identity of one of the 
nodes and misbehaves which leads to large drop of data 
packets. Prevention mechanism for the Sybil attack will 
use key distribution technique.  
 
In this section we will introduce a unique and good Sybil 
attack prevention mechanism for sensor network. 
Therefore, in order to overcome these stated limitations we 
are using a proposed new scheme and protocol which will 
be helpful in scalability and connectivity of the networks in 
wireless sensor network. Both detection and prevention is 
done using LEACH routing protocol. The concept of 
LEACH involves the cluster formation of nodes which 
leads to minimum energy consumption and less packet 
drop during the process. Pre-Shared Encryption technique 
is applied to prevent Sybil attack on WSN. It is done by 
having three values as Power, UID and Threshold values 
using BFS. Then the routing procedure in the cluster is 
checked to verify if there was a hop between the Sybil 
identities. If there is any hop between the Sybil identities, 
then the nodes are not Sybil nodes. If there is no hop, the 
nodes are confirmed to be under attack and they will be 
removed from the network. 
 
 
 
 
 
 
 
 
 

4.1 Methodology of detection and prevention of Sybil 
attack 
The figure 3.1 the represents the steps for detection and 
prevention of Sybil attack in wireless sensor network. 
 
 
              
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

 
 
 
                                                                      

 

 

 
                                 
 
                             

            Fig3. Flowchart of Methodology 
 

 Breadth first search is an algorithm for traversing or 
searching tree or graph data structures. It starts at the tree 
root (or some arbitrary node of a graph, sometimes 
referred to as a search key) and explores the neighbor 
nodes first, before moving to the next level neighbors. It is 
used to find the optimized path. 

BFS was invented in the late 1950s by E. F. Moore, who 
used it to find the shortest path out of a maze, and 
discovered independently by C. Y. Lee as a wire routing 
algorithm. 

 

Start 

Add a new Routing Protocol LEACH 
in NS2 

WSN deployment for LEACH 

Add Energy to the proposed RP 
LEACH 

Introduce the Sybil Attack in LEACH 

Implement the proposed algorithm and 
associated terms to prevent the effect of 
Sybil attack using pre shared encryption 

technique 
 

Result Analysis for the desired metrics 
like throughput, energy consumption etc 

End 
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A non-recursive implementation of breadth-first search: 

 

 1 Breadth-First-Search (Graph, root): 
 2  
 3     for each node n in Graph:             
 4         n. distance = INFINITY         
 5         n. parent = NIL 
 6  
 7     create empty queue Q       
 8  
 9     root. Distance = 0 
10     Q. en-queue (root)                       
11  
12     while Q is not empty:         
13      
14         current = Q. de-queue () 
15      
16         for each node n that is adjacent to current: 
17             if n. distance = INFINITY: 
18                 n. distance = current. Distance + 1 
19                 n. parent = current 
20                 Q. en-queue (n) 

 

5 Simulations and Results 
The proposed work is implemented in NS-2 
simulations.NS-2 is an event-driven tool useful in studying 
the dynamic nature of computer network. NS is an object 
oriented simulator, written in C++, with an OTCL 
interpreter as a frontend.  
 
After simulating the program using cbr and scenario files 
we can get the output in form of two files. One is called as 
the network animator file (NAM) and the other is called 
the trace file. These two files are created in the due course 
of running the program. Basically the two files stores the 
same things but in different format. NAM file stores the 
output in such a way that it can be used by the animator to 
show an animated result, and the trace file stores the output 
so that it can be analyzed. 

 
 
                            Table 1: Simulator Parameters 
 

 
In present work performance analysis is done using only 
single parameter i.e., energy consumption with time having 
4 clusters whereas in this proposed work the analysis is 
done on two parameters which are throughput and energy 
consumption and their comparison with different number 
of nodes i.e., 17, 32, 48 and 64 nodes. 

The goal of this project is to compare the performance of 
the two protocols under different scenario. Comparing the 
different methods is done by simulating them and 
examining their behaviour. In comparing the two 
protocols, the evaluation could be done in the following: 
 
5.1 The throughput defined as the number of received 

data packets for different number of nodes. A 
comparison is done with different number of nodes as 
shown in fig 4. 
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                                      Fig4. Result of Throughput 
 

Simulator NS2 

Simulation Duration 300 sec 

Number of nodes 17, 32, 48 and 64 

Traffic Type FTP(TCP) 

Routing Protocol LEACH 

Channel Type  Wireless Channel 

Network Interface 
Type 

Wireless PhyIEEE 
802.11 

Topology 1500 X 1150 units 
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Values of Throughput analyzed vs. different number of 
nodes: 
 

• In 17 nodes – 21628 bits per second. 
• In 32 nodes – 39061 bits per second. 
• In 48 nodes – 52390 bits per second. 
• In 64 nodes – 64677 bits per second. 

 
 

5.2 The energy consumption is defined as the amount of 
energy consumed during the transmission of messages 
between nodes and cluster head as well as between the 
cluster head and the base station. Minimum is the 
consumption maximum is the network lifetime. It is 
measured in joules. 

 
 

0

2000

4000

6000

8000

10000

17 32 48 64

En
er

gy
 C

on
su

m
pt

io
n(

Ki
lo

 jo
ul

es
)

No.of nodes

Energy Consumption  
v/s No. of nodes

Energy

 
Fig5 Result of Energy Consumption 

 
Values of Energy Consumption analyzed vs. different 
number of nodes: 

• In 17 nodes – 2977380 joules. 
• In 32 nodes – 4909540 joules. 
• In 48 nodes – 6622620 joules. 
• In 64 nodes – 8067580 joules. 

 

6 Conclusion and Future Scope 
6.1 Conclusion 

The paper proposed the implementation of efficient routing 
LEACH protocol to detect and prevent Sybil Attack in 
wireless sensor network. Wireless sensor network can pose 
a security attack due to hostile distributed environment and 

fast implementation practices. The proposed work prevents 
the wireless sensor network from the security risk that is 
due to Sybil attack by using the pre-shared encryption 
technique based on three values which are Power, UID and 
Threshold value using Breadth First Search (BFS) 
Algorithm. After prevention of Sybil Attack results like 
Throughput and Energy Consumption in different clusters 
having 17, 32, 48 and 64 nodes has been calculated and 
compared. Simulation has been taken place in NS2 
environment. 
 
 
6.2 Future Scope 
 
The work proposed here includes detection and prevention 
of Sybil Attack. In future it can be improved with the 
following aspects: 
 

• In future detection and prevention of more attacks 
can be done. 

• In future we can perform this test on a large scale 
wireless sensor network. 

• Also we can test the performance in terms of 
other metrices other than throughput and energy 
consumption.\ 

• We can extend our protocol to tolerate existing 
Sybil nodes in the network.  
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