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Abstract 

The growth of E-Commerce has dramatically increased the use of credit cards for online purchase and it 
caused an increase in credit card fraud. In real life, credit card fraud is one of the most important issues in 
the mode of electronic payment system and thus raises the need to efficient systems for detection of credit 
card fraud. Clonal Selection Algorithm (CLONALG) is one of the artificial immune system algorithms that 
have been used in detecting fraudulent transactions. The nature of the problem suggests that the Clonal 
Selection Algorithm correctly classified a large percentage of the fraudulent transaction but it failed to 
identify a very high percentage of the self-transaction. In this paper we developed a new algorithm based on 
two methodologies of fraud detection which are the mechanisms of clonal selection and the idea of genetic 
algorithm (GA) to overcome the misclassification of CLONALG on credit cards transactions. The results 
suggest that the proposed algorithm is very promising to achieve high modeling in terms of classification 
accuracy and it is powerful to be applied into credit card fraud detection system. 
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1.Introduction 

Online transactions have been increasing for payment through internet due to the widespread and 
growth of the e-commerce. By using online transaction, modern society today can do online 
shopping, bookings, payment and banking operations. Chances of fraud transaction have been 
increasing for the credit card transaction. Credit card fraud is widespread terms for fraud and thefts 
using credit cards and it is a crime that can only be detected after several weeks. So, credit card fraud 
is one of the biggest threats to the business organizations and companies today as the increasing use 
of electronic transactions and credit cards daily. 

Credit card frauds appear as [1]: 
o An act of criminal deception through the use of unauthorized personal information or account. 
o Unauthorized or illegal use of account in order to achieve personal gain. 
o Distortion of account information to get services and/or goods. 
There are many types of fraud using credit cards; our research will focus on detecting online fraud 

in credit cards transaction only. 
Fraud detection systems have an essential position for all credit cards issues to minimize banks and 

companies losses. There are many methods to identify credit cards fraud [14][13], the most 
commonly used methods are: Neural Network (NN), Back propagation network (BPN), Self-
Organizing Map (SOM), Bayesian Network (BN), Support Vector Machine (SVM), K-Nearest 
Neighbor algorithm, Decision tree (DT), Fuzzy Neural Network (FNN), Fuzzy Darwinian System 
(FDS), Hidden Markov Model (HMM), Meta Learning Strategy, Artificial Immune System (AIS) 
and Genetic Algorithm (GA). In [14], the authors present survey of these different techniques and 
evaluate each method based on certain design criteria: speed of detection, accuracy and cost. Their 
found result is described in the following Table 1, AIS has a good result in credit card fraud detection; 
it is a fast technique with low cost and good accuracy. 
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Table 1: Comparison of different detection methods 

Methods Speed of 
Detection Accuracy Cost 

HMM Fast Low High expensive 
FDS Very low Very high High expensive 
AIS Very fast Good Inexpensive 
FNN Very fast Good Expensive 
NN Fast Medium Expensive 
DT Fast Medium Expensive 
BN Very Fast High Expensive 

KNN Good Medium Expensive 
SVM Low Medium Expensive 
SOM Fast Medium Expensive 
BP low Low Expensive 
GA Good Medium Inexpensive 

 
AIS have emerged in the beginning of the nineties calendar motivated by the need to improve the security 

of computer application domains. AIS is a branch of artificial intelligence which recently applied to many 
accounting and classification applications, because they have a high capacity to resolve complex problems in 
many computation domains [10]. So, they are the most popular machine-learning models [12]. It is based on 
three algorithms: Positive Selection Algorithm, Negative Selection Algorithm, and Clonal Selection 
Algorithm [10], shown in Fig. 1. 

 
  

 
 
 
 
 
 
 
 

 
Fig.1. Basic artificial immune system algorithm 

The key artificial immune system algorithms were widely applied in detecting online credit card fraud. 
The Clonal Selection Algorithm (ClONALG) correctly classifies a large percentage of the fraudulent 
transaction. But it takes a long time to run, and has some classification mistakes [2]. To overcome these cons 
of ClONALG, the main aim of our study is to optimize the classification defects and the execution speed of 
ClONALG. 

Genetic algorithms (GA) are evolutionary algorithms which have the capability to combine with other 
techniques to have a very good performance [14]. So, they have been used with AIS to minimize the false 
identified in credit card detection. And they used to minimize the wrongly classified number of transactions 
in credit card fraud detection system [5]. So, our proposed solution tries to improve The Clonal Selection 
Algorithm by combining it with the genetic algorithm; to overcome the misclassification problem of 
CLONALG. 

The contribution of this study has suggested a hybrid algorithm between ClONALG and GA that detects 
online credit cards fraud correctly, accurately and quickly. 

The remainder of this paper is organized as follows: Section 2 reviews some related work. Section 3, 
describes problem statement. Section 4, describes the proposed hybrid algorithm. Section 5, explains 
algorithm implementation. Section 6, algorithm evaluation discussing. Finally, the conclusion and future 
work are given in the final section. 
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2. Literature review 

 
The detection of fraud transactions is a computational complex task and still there is no system that 

certainly predicts any transaction as fraudulent. They just expect the probability of the transaction to be a 
fraudulent. Thus, there are many studies that used AIS algorithm for identifying fraud in credit cards. 

As in [2], Brabazon and others have used data taken from data submitted by WebBiz which registered 4 
million transactions from customers with non-fraudulent and fraudulent transactions on credit cards and 
these data provided information about customer accounts. Initially, they have chosen three Artificial 
Immune Systems algorithms to apply on test results which were the Unmodified Negative Selection, the 
Modified Negative Selection, also the Clonal Selection. The Modified Negative Selection Algorithm 
succeeded in classifying several of the fraudulent transactions. The results of the Clonal Selection 
Algorithm classified a high percentage of the fraudulent transactions correctly but on the other hand it 
misclassified a very high percentage of the self-transactions, also takes more time to run.  So, this 
algorithm is inappropriate to fully automatic operation since it has a problem respecting the classification. 
In total, the results proved that AIS can be applied in this domain but needs further measures in order to get 
workable results. Thus, our study will try to improve the performance of one from these AIS algorithms 
(CLONALG) to overcome its misclassification mistakes.  

In [6] the authors apply AIS for identifying credit card fraud transaction, and compare its result to other 
detection techniques such BN, NN, DT and,  Naive Bayes (NB); using default input parameter. Then they 
optimize each method input parameter using Genetic Algorithm, except NB (no input parameter needed), 
and compare the result after adjustment. The result is found, they conclude that AIS is the best one when its 
parameter adjustment is using genetic algorithm. It produced best classification and performance, followed 
by DT, BN, NB, and NN, respectively. In this study the author does not mention what AIS algorithm that 
was used, where our study has proposed hybrid algorithm that combine clonal selection algorithm with 
genetic algorithm. 

Model for fraud detection system has been presented in [8], which seeks to decrease the time for credit 
card fraud detection system. This has been achieved by implemented Negative Selection Algorithm (NSA), 
and on Hadoop, through MapReduce, which is a programming model. Because the Negative Selection 
Algorithm has a large time of training, that parallelized NSA on cloud. So many of Mapper Models have 
two classes, first class is called Map function and second class is called Reduce function that added to 
NSA. The model has succeeded in detecting frauds rapidly it has also succeeded in dramatically decreasing 
training time. Model focused on the implementation time while our proposed solution is to improve the 
classification in addition to the time. 

 
 

3. Problem statement 
 

As seen in [14], AIS has a good result in credit card fraud detection; it is a fast technique with low cost 
and good accuracy. In [2] the authors use three AIS algorithms to detect online fraud on credit cards 
transaction; they found that, the Unmodified Negative Selection Algorithm is not appropriate for credit 
cards fraud detection and it fails to identify any fraudulent transactions. On the other hand, the Modified 
Negative Selection Algorithm classifies and identifies many fraudulent transactions successfully. The 
Clonal Selection Algorithm correctly classifies a high percentage of the fraudulent transaction. But it takes 
a long time to run and fails to identify a very high percentage of the self-transaction. 

 
 
In this study, the authors have a prime target to overcome the disadvantage of ClONALG. They will try 

to optimize its implementation by genetic algorithm that has a very good performance when it was coupled 
with other techniques [14]. Also, GA has been used along with AIS for minimizing a number of false 
alarms in the system of credit card fraud detection. It has been used for minimizing the false classified 
number of transactions in credit card fraud detection [14][5]. 
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4. The proposed hybrid algorithm 
 

In this section, we first explain the basic operational steps of clonal selection and genetic algorithms, 
and then describe the steps of suggested algorithm. 

 
4.1 Clonal Selection Algorithm (CLONALG) 
 

Clonal Selection Algorithm named as CLONALG in [4], is an AIS technique that is inspired by the 
clonal selection theory function of acquired immunity. The following steps present an overview of the basic 
operation of CLONAL algorithm [3]: 

1) Initialization: is the first step of CLONALG algorithm, which involves initializing a random 
population P of antibody with fixed size N. P then is portioned into two parts. A memory antibody 
part m which represents algorithm solution. The remaining antibodies r is used for producing 
additional variant into the system. 

2) Loop:  The number G of generations the system well be executing is configurable by the user. In 
every generation the system is well exposed to all known antigen. Also, the system can use a stopping 
condition according to the problem it aims to solve. 

a. An antigen selection: a single antigen is selected randomly from the group of antigen. 
b. Exposure: then, the system is subjected to the selected antigen. And the affinity values are 

calculated for all P antibodies against the antigen. Affinity function is used to measure similarity, 
and it depends on the problem. 

c. Selection: a set of n antibodies with the highest affinity are selected. 
d. Cloning: then the set of n antibodies are cloned in commensurate to their affinity. 
e. Mutation: the set of duplicate antigens (clone) are then exposed to the maturation process 

of affinity to better match the antigen. 
f. Clone Exposure:  the clone is subjected to the antigen, and then calculated affinity values. 
g. Candidature: the antibodies with the highest affinity values in the clone are chosen for 

replacement into m as candidate memory antibodies. 
h. Replacement: replace the d individuals in r the remaining antigen pool which have the 

lowest affinity value with new antibodies randomly. 
3) Repeat step 2 till stopping condition is happens, or selected number of generation ends. Figure 2 

shows diagrammatic representation of the CLONALG process. 
 

4.2 Genetic Algorithm 
 

GAs are inspired from the natural evolutions. The basic operation of GA is presented in the following 
steps: 

1) Initialization: select a random number of solutions populations, as the parents of the first 
generation. 

2) Generate new solutions from these populations by the operator of crossover and mutation. 
3) Then calculate the fitness of generated solutions. The individuals with the lowest fitness values 

are excluded. And the individuals with highest fitness values are chosen as parents for the second 
generation. 

4) This operation is repeated until a pre-defined number G of generations have been passed; the 
number G is selected by the user. 

5) If selected number of generation ends; then the system will prompt the best solution. Figure 3, 
depicted these procedures graphically [5]. 
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Fig.2. Diagrammatic representation of the CLONALG 

 

 

 

Fig.3. The flowchart of basic GA 
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4.3 Proposed hybrid algorithm 
 

    The major contributions of our algorithm are optimizing the classification of CLONALG and minimizing the 
implementation time. In order to improve it, we proposed to integrate it with the genetic algorithm. There are 
some studies that investigate the combination of genetic programming (GP) with CLONALG, like [12][13]. 
None of these studies investigate this combination for identifying credit card fraud. We worked to develop the 
hybrid algorithm [13] where we deleted some steps in order to reduce the implementation time. Also we 
changed the fitness function in order to enable the algorithm to detect fraud. 
       We worked on reducing the steps of CLONALG, and limited it to steps which are useful for fraud detection. 
Based on the idea of CLONALG, only the individuals with the highest fitness in the current population will be 
cloned. The individuals with lower fitness will be replaced by some new randomly generated individuals to 
maintain the diversity of the population. The basic steps of our algorithm are described as follow: 

1) Initialization: An initial population P (N individuals), is generated. 
2) Calculate behavioral fitness: the fitness of individuals N. 
3) Elitism Selection: select the n (n<N) highest fitness individuals to compose a new population set PRESR. 
4) Clone: the PRESR individuals. The number of copies is constant; a population PRCR is generated. 
5) Mutation: the population PRCR is submitted to a mutation process; a population PRM Ris generated. 
6) Re-select: the m highest fitness individuals from PRMR to replace some members in population P. 
7) Replace: the d lowest fitness individuals by some new ones to maintain the population diversity. 

Steps from 2 to 7 are repeated until a maximal generation is reached, then outputting the P with the highest 
fitness.. Figure 4 show the flowchart of the proposed algorithm 

 

 

Fig.4. The suggested hybrid algorithm flowchart
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5. Expermental Methology 
 
5.1 System Design 
 

The proposed system design flowchart is gives in fig. 5. The attribute of training data set are given in 
following table Table 2.  

Table 2: The Attribute of data set 
Attribute No. Attribute 

1 Customer Id 
2 Authentication type 
3 Current balance 
4 Average bank balance 
5 Times of Overdraft 
6 Credit card age 
7 Deducted amount 
8 Average daily Over draft 
9 Amount of transaction 
10 The Time of using credit card 
11 Card holder income 
12 Card holder age 
13 Card holder position 
14 Card holder profession 
15 Card holder marital status 
16 Average daily spending 
17 Card frequency 

 

 

Fig.5. The proposed system design 

For every credit card transaction the critical parameters are calculated for each credit card transaction, to 
evaluate the behavior of the card holder [11]: 
CCfre : Number of times card used 
CCfreq: Total number card used / Credit card age 
CCoverdraft: The rate of overdraft time obtained from dataset  
CCbank balance: The balance available at bank of Credit card 
Bb = Current balance / Average bank balance 
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5.2 Tools: 
 
          The tool used in this paper is Java language. Java is a popular programming language used for 
application development. It is characterized by fast, powerful, secure, reliable, ease of learning and 
implementation; it also creates programs with a graphical user interface. Java provides an environment that 
provides computer simulations which can also, through this tool, create special programs. 

 
 

5.3 Basic Operation: 
 
Step 1: Select credit card from Data Set. 
Step2: Calculated the critical parameters for each card transactions (CCfreq, CCoverdraft, and CCbank 
balance).  
Step 3: Select randomly the initial population P (N individuals) from card transactions. 
Step 4: Calculated the fitness of individuals. By fitness function which calculates the difference in the 
behavior of the transaction for each critical parameter. 
Int fitness (PN input) 
{ 
int fitness = 0 ; 
int [ ] Card_behavior = new int [A : E ] ;// Array 
of Card_behavior inputs A to E . 
int [ ] Card_actual = input . to Array ( ) ; //. 
for ( int i = A : E ; i++) 
{ 
fitness = absolute ( Card_actual −  Card_behavior ); 
} 
return fitness ; } 
Step 5:  Implementation of elitist selection method on output of step 3, the n (n<N) fitness highest 
individuals to compose a new population set PS. 
Step 6: Implementation of a clone function .Where PS as input, PC as output. 
Step 7: Implementation of a mutation function, PC as input, and PM as output. 
PC mutate (PC) 
{ 
int randomValue = new Random(PC . length ) ; 
i f ( PC . valueAt (randomValue ) == 0 ) 
{ 
PC . valueAt ( randomValue )== 1 ; 
} 
else 

{ 
PC. valueAt ( randomValue) == 0 ; 
} 
return PM ; 
} 
Step 8: Re-calculation for fitness function, PM as input. 
Step 9: Replace the d the lowest fitness by some new one; to maintain the population diversity. 
Step 10: Steps from 2 to 7 are repeated until a maximal generation reached 
Step 11: The fitness is recalculated for algorithm outputs  
Final Step12: If fitness> 0.4 then generates alarm of fraud; else no fraud detected. 
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6. Implementation 
 

The experiment was performed on the credit card Credit_1 .Where there were frauds in critical 
parameters .It was considered the input of the algorithm in our Java program. And the result was that the 
program can detect fraud in a very short amount of time. 

1. Assumptions 
• Size population = 5; 
• No. of generation = 3; 
• No. of clone =4; 
• No. of new chromosome = 2;  
• Selected card is  credit_1  

2.  Inputs: 
• Initial population  from critical values of credit_1  = { {0.307 , 0.104 , 0.33}, {0.28,0.11,0.32}, 

{0.32,0.7,0.09}, {0.32,0.13,0.28 }  ,{0.281,0.08,0.201 }};. 
• Behavior  from critical values of credit_1    ={0.26 , 0.17 , 0.25 }; 

 
 
 

3. Implementation of the algorithm. 
4. Calculating the fitness of output. High fitness of algorithms output = 0.53 
5. Testing the condition for the detecting fraud. 

 (0.53>0.4), thus Alarm (fraud). 
 
 

7. Result Evaluation: 
 The implementation of this algorithm proves its success in the classification. This algorithm relies on the 

comparison of the behavior so any abnormal activity of the card gives an alert for fraud. 
This algorithm is able to classify transactions effectively and fast. Where in [2], algorithm fails to identify 

a very high percentage of the self-transaction and takes a long time. The hybrid algorithm relies on the 
comparison of the behavior of the card. It needs many transactions per card until it can detect the fraud 
effectively. 

There are many studies that combine clonal algorithm with genetic algorithm, but our study is the first 
one that combines clonal algorithm with genetic algorithm for credit fraud detection. 

. 
 

 
8. Conclusion 
 
        In this paper we improved the clonal selection mechanism through coupling clonal selection algorithm 
(CLONALG) with genetic algorithm (GA), in order to combine the best qualities of both algorithms so we 
can overcome the misclassification of CLONALG on credit cards transactions which makes this algorithm 
unsuited to fully automatic operation. The experiments show that the proposed algorithm is very promising to 
achieve high modeling, and they have shown that the combination between CLONALG and GA have a better 
performance.  Based on the good results obtained on the sample data set, we have observed the suitability of 
these two algorithms to solve the problems of the misclassification and time on credit cards transactions. 
Therefore, the proposed algorithm is powerful to be applied into bank credit card fraud detection system. In 
this study we dealt with one problem that concerns fraud detection which is classification problem, but the 
obtained result was solving the long time problem too. For future work, we will try to apply the suggested 
algorithm into large data set, and compare the obtained result with other modern credit card fraud detection 
techniques other than AIS. 
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