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ABSTRACT: Protection equipment such as incursion 
anticipation system is an imperative supplementary for 
safety measures management. They diminish the 
complicatedness of network administration by giving 
alarms consequent to dissimilar attacks as a substitute of 
raw traffic packet assessment. But here are immeasurable 
phony alarms due to their action mechanism, which 
greatly reduces its usability. In this document, we build 
up a hierarchical delineate to mine high threating alarms 
from the momentous alarm logs, and aim to make 
obtainable fundamental and productive information for 
administrators to intend proficient supervision policy. 
First, the alarms are alienated into two parts based on their 
attributes, the first part in actual fact includes numerous 
kinds of prominent attacks which are momentous for 
security management, we wished-for a similar alarm 
mining method based on Choquet integral to crowd 
together and class the frequently occurred attacks. The 
rest alarms amount to the second part, which are caused 
by the prospective threats attacks, also include various 
false alarms. To shrink the produce of false alarms and 
rank the prospective threats, we employ the frequent 
sample mining algorithm to mine correspondence rules 
and then filter false alarms. Following, we projected a 
self-adapting threat measure calculation method to 
qualify the threat degree of these alarms after filtering. To 
verity the methods developed, an experimental platform 
is constructed in the campus network of Xi’an Jiaotong 
University. Investigational results based on the data 
unruffled verify the efficiency of the residential methods. 
For the first kind of alarms, the similar alarms mining 
accuracy is higher than 97% and the alarms are ranked 
with unusual dealing out urgencies. Meant for the 
remaining alarms, the anticipated methods encompass 
filtering accurateness above 80% and can rank the 
potential threats. Based on the ranking outcomes, 
administrators can deal with the elevated threats with their 
inadequate time and energy, in turn, keep the system 
under control. 

INDEX TERMS Cloud security management, 
IPS alarm classification and processing, potential 

threats mining. \
1. INTRODUCTION

Capturing and analyzing the uncharacteristic
activities is one of the nearly everyone decisive issues 
in charge a set of connections, data interior or cloud 
under be in command of. Firewall, Intrusion Detection 
System (IDS) and Intrusion Prevention System (IPS) 
are regarded as the for the most part essential devices 
for security management. IDS and IPS are 

essentially used to detect whether there are unending 
attacks or not by comparing the packet payload with 
some specific signatures. Usually one attack will 
generate many packets and one packet will generate 
one alarm, thus there will be many alarms  
corresponding  to one attack. Also the packets have the 
strings same with the signatures will also generate 
alarms. Thus due to the running mechanism, equipment 
such as IPS will engender countless false alarms, which 
greatly condense its usability for actual applications, it 
is very complicated for administrators to utilize those 
massive alarms for security managing policy design. 
How to mine useful in sequence from the substantial 
IPS alarms is a dare task. Furthermore, generally there 
are thousands of sound the alarms generated per second  
in a middle size network or cloud and it is very difficult 
to decide which one should be processed first. To solve 
those problems, we enlarge a hierarchical framework to 
perform high threat mining and ranking based on their 
dealing out urgencies, in turn, trim down the in-
commission difficulties for association administrators.  

Firstly, based on the function experience of set of 
connections managing we divide the alarms into two 
parts: one part is consisted of some prominent attacks. 
The attacks selected include the Denial-of-Service 
(DoS), SQL injection, Buffer overflow, Login attempt 
and Apache structs. To rank those attacks with giving 
out urgencies, we extend a new alarm correspondence 
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computation method based on Choquet Integral model 
to bunch all the similar alarms into one cluster, and the 
alarms are ranked according to the clustering results.   
To perform efficiency clustering, we select the time 
stamp, Source IP address and Destination IP address as 
the features for specific alarm. For different features we 
design different methods to calculate their similarity. 
As each cluster contains many alarms, we select the 
time stamp of the first alarm record found in the crowd 

together as the start time of the consequent cluster.  

 While that of the very last alarm as the end time. We 
employ those two time stamps to calculate time 
analogous degree. For IP similarity, the related degree 
is defined as the number of 1 in the subnet mask of the 
given two IP addresses divided by 32. Moreover, the 
Choquet Integral model is dissimilar from the time-
honored clustering method, the clustering results are 
different with unusual fuzzy measures.   If we want to 
call attention to the resource IP address, we can set a 
bigger gauge for it. In this way, we can get hold of the 
clustering results easily for diverse purposes. In this 
paper, we selected the fuzzy assessment based on the 
network investigational experience. 

Another part is made up by the rest of alarms, which 
include potential threats and false alarms, we need to 
filter the false alarms and then rank the potential attacks 

for efficiency management. IPS alarms are generated 

based on the matching results between the specific 
signature strings and the packet payload. The similar 
services provided by the cloud or network will generate 
similar packets with same payload, and the false alarms 
will generate frequently. Based on this finding, we 
employ the frequent pattern mining methods to mine the 
correlation rules among the alarms and employ them to 
filter the false alarms. The alarms after filtering are 
regarded as potential threats. To rank those potential 
threats, we proposed a self-adapting threats degree 
calculation method to qualify their threating degrees. 
For easy computation, we define six features  to  
characterize the alarms. The Concentration Degree of 
specific Source IP address (CDS) is employed to capture 
the frequency of alarms from the same source IP 
address. The Number of Different Destination IP 
addresses of specific Source IP address (NDDS) is 
employed to characterize the range of alarms from one 
specific source IP address. The Different Destination 
Ports from alarms of specific Source IP address 
(DDPS) is employed to capture the number of different 

attacks from one specific source IP address. We also 
employ the Different Protocols of specific alarms from 
specific Source IP address (DPS) to capture the protocol 
usage of the specific source address. We also employ the 
Different Alarm Type of specific Source IP address 
(DATS) to evaluate the risk degree of the source IP 
address. The Number of IP address Response to the 
specific Source IP address (NIRS) is used to describe 
whether there are alarm responses from the specific 
source IP address. We occupy the entropy weight 
decision building method to opt for the weights of those 
six features from the statistics and then obtain their 
impending threat degree. 

Finally, all the alarms are ranked according to their 
handing out agencies and menace degree. Based on the 
ranked results, the proprietor can deal with the high 
coercion timely with his limited  time  and  energy,  in  
turn,  keep  the set of connections under organize.  

 

2.1. Existing System 
 

In The existing system, due to the running 
method, equipment such as IPS will generate many false 
alarms, which greatly trim down its usability for actual 
applications; it is especially difficult for administrators to 
make the most of those massive alarms for security 
management policy design. How to mine useful 
information from the massive IPS alarms is a challenge 
task. Furthermore, generally there are thousands of 
alarms generated per second in a middle size network or 
cloud and it is very difficult to decide which one should 
be processed first.  

 

2.2 Disadvantages of Existing System  
 

1. The systems can be expensive. 
2. The identification process can be slow. 
3. Will generate many false alarms. 
4. Very difficult for administrators to utilize those 

massive alarms for security management 

 
2. PROPOSED SYSTEM 

 
we develop a hierarchical framework to perform high 
threat mining and ranking based on their processing 
urgencies, in turn, reduce the operating difficulties for 
network administrators.  
Step1: feature selection, one alarm record contains many 
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features, some of them are redundant or irrelevant for 
threat alarms mining. We select some important features 
from the records, including time stamp, source IP 
address, source port, destination IP address, destination 
port, alarm type and protocol based on the network 
security management experience.  
Step 2: famous threat alarms mining, in order to deal with 
the alarms generated by famous attacks, we design a 
similarity mining algorithm, which can group the alarms 
into clusters and rank the alarms based on the clustering 
results.  
Step 3: potential threat alarms mining, we use correlation 
rule mining to mine correlation rules, which are used to 
filter the false alarms. We develop a method to calculate 
the threat degree of the alarms after filtering and then 
perform ranking based on the degrees obtained.  
Step4: network management based on the results, 
different and efficiency network management policies 
can be designed based on the ranking result. 
 

3.2.  ADVANTAGES OF PROPOSED SYSTEM 
 

1. we design a similarity mining algorithm. 
2. which can group the alarms into clusters 

and rank the alarms based on the 
clustering results. 

3. An efficiency network management 
policy 

4. False Alerms are reduced. 
 

3. SYSTEM ARCHITECTURE 

 
 

 

 4.1. CORRELATION RULES MINING 
MODULE: 
 
        IP ADDRESS SIMILAR DEGREE For specific IP 
address, the similarity is represented by their distance R 
between IP1 and IP2, which is defined as the number of 1 
in subnet mask M, which can distinguish the IP addresses 
in different subnets. R is calculated by XOR the binary 
values of the above two IP addresses, and set all the bits 
to 0 after the first 1 from the left and all the previous bits 
to 1. R is an integer between 0 and 32, the maximum 
value of R (MaxR) is 32 meaning two IP addresses are 
identical, while the minimal valueof R (MinR) is 0 
representing two IP addresses are complete different.  
 

4.2. ALARM CLUSTERING  
 

We assign each cluster a unique identifier, when a new 
alarm being classified generated, we calculated the 
similarity between it and other alarms in one specific 
cluster, and select the biggest similarity as its final 
similarity of the cluster, if the similarity is bigger than 
one threshold, it will be classified into the cluster, 
otherwise we will judge whether it should be classified 
into other clusters, until all the clusters are calculated. If 
the being classified alarm does not similar with any exist 
cluster,it will be classified into one new cluster.We also 
as sign a threshold for the number of alarms in specific 
cluster, if the number is bigger than the threshold, the 
cluster will be regard as bigger enough. We will remove 
it from the judging list.  

 
4.3. FEATURES FOR THREAT DEGREE  
We anticipated six features based on the individuality of 
the alarm themselves to analyze the intimidation degree. 
 

5. LITERATURE SURVEY 
 

5.1. What is Routing? 
In internet functioning, the progression of poignant, a 
packet of data from starting place to target. Routing is 
more over and over again than not performed by a 
passionate device called a router. Routing is a key aspect 
of the Internet because it enables messages to get ahead 
of from one computer to a further and eventually reach 
the target machine. Each go-between computer performs 
routing by passing along the message to the next 
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computer. Fraction of this process involves analyzing a 
direction-finding table to conclude the best path. 
Routing is frequently bewildered with bridging, which 
performs a alike function. The prime difference between 
the two is that bridging takes place at a lower-level and is 
therefore more of a hardware function whereas routing 
occurs at a higher-level where the software component is 
more important. And because routing occurs at a higher-
level, it can perform more multifarious analysis to 
establish the most advantageous path for the packet. 
 
5.2. What is Security? 
 
In the computer business, the word security -- or the 
idiom computer security -- refers to techniques for 
ensuring that data stored in a computer cannot be read or 
compromised by any individuals without consent. Mainly 
computer security procedures involve data-encryption 
and passwords. Data-encryption is the translation of data 
into a form that is jumbled without a deciphering 
mechanism. A password is a undisclosed word or phrase 
that gives a user access to a exacting program or system. 

 
5.3 What is efficient energy? 
 
Efficient energy use, every now and then simply called 
energy efficiency, is the ambition to reduce the total of 
energy necessary to provide goods and services. For 
example, insulating a home allows a house to use less 
heating and cooling energy to accomplish and keep up a 
comfortable temperature. Installing fluorescent lights, 
LED lights or ordinary skylights reduces the amount of 
energy mandatory to attain the same level of 
enlightenment compared with using long-established 
incandescent light bulbs. Compact fluorescent lights use 
one-third the energy of incandescent lights and may last 
from 6 to 10 times longer. Enhancements in energy 
effectiveness are commonly achieved by adopting a 
supplementary efficient technology or production 
processes or by acquiescence of commonly accepted 
methods to reduce energy losses. 
 

5.4 What is efficient balance? 
 
“Energy balance” is the correlation between “energy-in” 
(food calories taken into the association from first to last, 
food and drink) and “energy-out” (calories being used in 
the body for our daily energy requirements).This 

affiliation, which is defined by the laws of 
thermodynamics, dictates whether weight is lost, gained, 
or leftovers the same. According to these laws, energy is 
never really produced and it’s in no way really destroyed. 
Rather, energy is transferred between entities. We 
convert impending energy that’s stored contained by our 
food (measured in Calories or kcals) into three major 
“destinations”: work, heat and storage. 
5.5 What is Delivery Ratio? 
 
The ratio of packets that are fruitfully delivered to a 
target with respect to the number of packets that have 
been sent out by the sender. 
 

5.6 What is Simulation? 
 
Simulation is the replication of the maneuver of a real-
world course of action or coordination over time. The act 
of replicating something first requires that a mold be 
developed; this mold represents the key distinctiveness or 
behaviors/functions of the selected physical or abstract 
system or process. The mold represents the system itself, 
whereas the simulation represents the maneuver of the 
system over time. Simulation is used in plentiful 
contexts, such as simulation of technology for 
performance optimization, safety engineering, testing, 
training, education, and video games. Often, computer 
experiments are used to revision simulation models. 
Simulation is also used with scientific modeling of 
natural systems or human systems to gain insight into 
their functioning. Simulation can be used to give you an 
idea about the eventual real effects of alternative 
circumstances and courses of action. Simulation is also 
used when the real system cannot be engaged, because it 
may not be accessible, or it may be dangerous or 
objectionable to engage, or it is being planned but not yet 
built, or it may simply not exist. 
 
 

6.PERFORMANCE EVALUATION ON 
THE POTENTIAL THREATS 
MINING 
 

1) FALSE ALARM FILTERING 
We  get lots of correlation rules by FP-growth 
algorithm. We use the correlation rules to filter the rest 
of alarms and the filtering results are shown as table 7. 
Where # of Filtered denote the total number of alarm 
filtered, # of False is the total number of false alarms 
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which are correctly filtered. As the table shows, our 
method can filter most of the false alarms with high 
correctness. 

 
2) THREAT DEGREE CALCULATION 
After filtering, we can calculate the threat degree of 
the source IP addresses in the alarms after filtering. 
Table 1.the result of filtering 

 
 
The results  of  the  threat  degree  of  the  alarms  are  
shown  in  Fig.2.  The  X-axis  is  the  index  of  
different   IP addresses while Y-axis  is  the  specific  
threat  degree. As the figure shows, there are two 
source IP address 157.55.39.138 and 101.4.138.94 
with obvious higher threat degree. For 157.55.39.138, 
the type number is 19691. For 101.4.138.94, there are 
two different alarms, and the type numbers are 3304 
and 3547. By investigating into the raw data, we can 
find that there are about 200 alarms to different IP 
addresses from these two IP addresses. They may be 
controlled by hackers and scanning for potential 
targets. Based on the ranking results, the administrator 
processes the potential threats in advance and keep the 
system under control. 
 

 
Fig 2. Threat degree of each IP address. 

 

7. CONCLUSION 

 
In order to effectively manage the networks for 
administrators within limited time and energy, we 
develop a hierarchical framework to process massive log 
data generated by IPS. To process the different alarms 
with different policies, we divide the alarms into two 
parts, one part of the mis several kinds of serious attacks, 
and another part is constituted of the rest of them. For 
mining the high threat alarms from the first part, we 
propose a similar alarm mining method based on Choquet 
Integral, and we analyze the distribution of the alarms of 
the clusters generated by the method, and propose an 
evaluation method for the accuracy of the clusters, 
according to analysis of the accuracy of the clusters, we 
find accuracy of our proposed method is larger than 97%, 
the analysis results verify that the method our proposed is 
more effective compare with other methods, and we rank 
them with threat degree obtained from cluster size and 
alarm frequency. To reduce affect from false alarms, we 
employ the frequent pattern mining algorithm to mine 
correlation rules and employ them to filter out the false 
alarms. The analysis results show that the filtering 
accuracy is above80%, and we can calculate the threat 
degree of the alarms remaining and rank them, and the 
ranking methods can report the most risk IP-address. 
Based on the mining and ranking results, network 
administrators can deal with the high threats with their 
limited time and energy and keep the network under 
control. In the future work, we will focus on the methods 
for improving the filtering accuracy and the methods for 
selecting more suitable weight factors to calculate the 
threat degree. 
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