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Abstract 
The Cloud processing is a dispersed figuring innovation offering required programming and equipment through Internet. It moreover 
gives stockpiling, computational stage and foundation which are requested by the client as indicated by their necessity. Because of the 
developing need of framework instructive organizations, associations need to spend a huge sum on their framework to satisfy the 
requirements and requests of the clients. Distributed computing is a cutting edge stage that permits establishments and associations with a 
powerful pools of asset what's more, to lessen cost through improved use. Cloud computing represents a shift away from computing as a 
product that is purchased, to computing as a service that is delivered to consumers over the internet from large-scale data center’s or 
“clouds”. We accept endeavor ought to dissect the organization/association security dangers, dangers, and accessible countermeasures 
prior to embracing this innovation. This paper gives a brief introduction to the cloud computing, from what technologies cloud 
computing is derived, its components, its merits and demerits, also main challenges to the cloud computing. This paper also helps to 
categorize the various services provided by any cloud service provider in some categories depending upon the type of service.  
 
Keywords: Cloud Computing, Cloud Computing Service Models, SaaS, PaaS, IaaS. 

1. Introduction 

Cloud computing is an advancing worldview technology, as indicated by National Institute of Standards and Technology 
(NIST). NIST characterizes cloud computing as a model for empowering helpful, on–request network admittance to a 
shared pool of configurable figuring assets like workers, stockpiling, applications and administrations that can be quickly 
provisioned and delivered with negligible administration exertion or specialist organization collaboration, around us its 
definition, attribution and qualities are still being debated by people in general and private areas [1]. Cloud computing is 
also distinguishes itself from other computing paradigms like grid computing, global computing, internet computing in the 
various aspects like on-demand service provision with guaranteed Quality of Service [QoS], autonomous system, user 
centric interfaces, the other techniques that contributes to the cloud computing are virtualization, Web Service and Service 
Oriented Architecture (SOA), Web 2.0/3.0 and mash up Application Programming Interface (API). Cloud computing is a 
developing worldview, as per cloud computing is advancing as a worldview for facilitating Internet-scale applications in 
immense processing frameworks. In specific, IT administrations are moving from big business scale figuring foundations to 
distributed computing frameworks that is pay-for-administration immense server farms with a huge number of machines. 
Cloud computing alludes to those administrations and applications that will be conveyed in the web cloud, and the principle 
truth is that, by and large, the gadgets that are utilized to access such administrations furthermore, applications which don't 
need any extraordinary applications [2]. The three primary services administrations of the cloud are appeared in this module. 
The flimsy customers on client gadgets access, over the organization applications facilitated in server farm by application 
administration supplier. In distributed computing the basic circumstance is that the administrations are conveyed from areas 
that are the best for the current arrangement of clients. This can likewise be accomplished when the administrations will be 
facilitated on Virtual Machine (VM) in interconnected server farms and these VMs additionally move towards the area 
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which suits for current client populaces [3]. Actually cloud computing can be characterized as a Transport Control 
Protocol/Internet Protocol (TCP/IP) based high turn of events and incorporations of PC innovations, for example, quick 
chip, colossal memory fast organization and solid framework engineering. Today we are using the cloud processing which is 
exist due to standard between associated conventions and developed amassing server farm advances [4]. 
 
1.1 Service Models 
 
1.1.1 Software as a service (SaaS) 
It is the top layer of cloud service model. The cloud service provider developed and hosts the software or application on the 
cloud infrastructure allowing the users to use it with various devices by using the thin client interface such as web browser. 
However the underlying cloud infrastructure, network, servers, operating systems or even individual application capabilities 
is not manageable by the users [6]. It helps the users to save cost because of licensing of the traditional packages is more 
expensive compared to the monthly fee for renting the application from cloud service. Application runs on the Cloud, doing 
away with client-side installations; instead access is via various thin client interfaces such as a web browser from a variety 
of devices [11]-[13]. 
 
1.1.2 Platform as a service (PaaS) 
A middle layer of cloud service model that provides a software environment or platform for the users to design, develop, 
deploy and test their application without worrying about the underlying of the cloud infrastructure using the virtual servers 
of the cloud service provided [5][6]. Therefore, the users can build their own applications which running on the provider’s 
infrastructure and they have control over the deployed application they built. Enables the development and deployment of 
applications without the cost and complexity of purchasing and managing the underlying hardware and software stack 
[11][13]. 
 
1.1.3 Infrastructure as a Service (IaaS) 
The user allowed to rent the processing, storage and other fundamental computing resources to deploy and run arbitrary 
software which include operating system and applications and they have control over the operating system and network. It 
provides basic storage and computing capabilities. It also has a data centre space that can help to handle workload [5]. The 
Cloud infrastructure is used to deliver a virtualization platform. Examples of IaaS are Amazon EC2 and S3, Windows Live 
Skydrive etc. [11]-[13]. 

 
Fig. 1: Comparisons of service models by NIST Definition of Cloud Computing 
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Fig. 2: Cloud Services types and users 

1.2 Deployment Models 
The cloud services can be deployed in four ways depending upon the customers requirements as public cloud, private cloud, 
community cloud and hybrid cloud as referred in Fig. 3. The cloud services can be deployed in four ways depending upon 
the customers‟ requirements as public cloud, private cloud, community cloud and hybrid cloud [16]. 

 
Fig. 3: Cloud Computing Deployment Models 
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1.2.1 Private cloud  
A cloud infrastructure is made available only to specific customer and manage either by the organization itself or third party 
service provider. These are designed and managed by the information technology department of the organization for which 
this cloud is designed. Its objective is to provide services internally to an organization [8]. The private cloud model, which 
is defined as cloud computing on private networks or internal clouds, is having a best example of private cloud - Defense 
Information Systems Agency (DISA). It is a private cloud available at its in-house Defense Enterprise Computing Centers 
(DECC) on which it currently hosts Managed Service Providers software. The cloud infrastructure is designed, deployed, 
maintained and operated for a specific organization. It has full high level control on hardware and software infrastructure 
environment. 

1.2.2 Public cloud 
These infrastructural models are off premise and run by a third party. These are stand alone or proprietary [8]. The examples 
of these clouds are Google, Amazon, Microsoft and others. These public clouds usually deliver the request with mixing 
applications from different consumers on shared infrastructure [8]. The cloud model is used by the service provider and is 
available on a commercial basis to the public. Computing infrastructure is designed, hosted, maintained and operated by a 
cloud service provider that is available on a shared basis to number of subscribers over the Internet. 

1.2.3 Community Cloud  
More than one organization shares this module and managed by them or service provider [8]. The cloud infrastructure is 
used and managed by participating organizations with similar interests and requirements. E.g. are Healthcare, Education etc. 

1.2.4 Hybrid cloud 
A composition of two or more cloud deployed models linked in a way that data transfer takes place between them without 
affecting each other. Now-a- days, technological advancement made us to avail the derivative cloud by deploying various 
cloud models. The cloud infrastructure contains number of clouds of any type, but has an ability to extend the infrastructure 
to the Public Cloud when it is required. Example Mobile Cloud Computing (MCC) which is the result of emergence of high 
end network access technologies like 2G, 3G, Wi-Fi, Wi-MAX etc. Pre-cloud phase is followed by the ideation phase 
during the 1999 to 2000s. During this time an Internet emerged as a service. 

2. Cloud Computing Security Issues and Challenges 

In cloud computing there are yet numerous reasonable issues, which must be tackled. These unsolved issues are considered 
as the difficulties and are found as follows [7]-[8]: 

2.1 Network Security 
The organization network is primary segment for cloud that interconnects the frameworks in a cloud must be Secure. The 
accompanying will be the various difficulties and challenges over the organization. There are numerous security issues for 
cloud computing as it encompasses many technologies including networks, databases, operating systems, virtualization, 
resource scheduling, transaction management, load balancing, concurrency control and memory management. Furthermore, 
virtualization paradigm in cloud computing results in several security concerns.  
 
For example, mapping the virtual machines to the physical machines has to be carried out securely. Data security involves 
encrypting the data as well as ensuring that appropriate policies are enforced for data sharing. In addition, resource 
allocation and memory management algorithms have to be secure. Finally, data mining techniques may be applicable to 
malware detection in clouds [13]. 
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2.2 Data Security 
Confidentiality refers to those who stores the encrypted key-data from company A, stored in an encrypted format at 
company B must be kept secure from employees of B; thus, the client company should own the encrypt key. Integrity the 
face that no common policies exist for approved data exchanges; industry has different protocols used to push different 
software images for jobs. It involves encrypting the data as well as ensuring that appropriate policies are enforce for data 
sharing [13]. 

2.3 Virtualization Security 
Virtualization paradigm in cloud computing results in several security concerns. Virtualization based on hypervisor, based 
on operating system (OS) and soon has to be concentrate on security of virtualization factor. Mapping the virtual machine to 
the physical machine has to be carried out securely. Security of memory and resource algorithm has to be improving 
towards the security of cloud. If the virtualization is based on the hypervisor, it is single point of failure because if attacker 
gets control over it, then he can get all VMs under his control. In operating system based virtualized cloud the attacker can 
inject his kernel script in hosting OS, by this he can run all guest OS on this kernel [15]. We have extended the technologies 
and concepts we have developed for secure grid to a secure cloud. We have defined a layered framework for assured cloud 
computing consisting of the secure virtual machine layer, secure cloud storage layer, secure cloud data layer, and the secure 
virtual network monitor layer Fig. 4. Cross cutting services are provided by the policy layer, the cloud monitoring layer, the 
reliability layer and the risk analysis layer. For the Secure Virtual Machine (VM) Monitor we are combining both hardware 
and software solutions in virtual machines to handle problems such as key logger examining XEN developed at the 
University of Cambridge and exploring security to meet the needs of our applications (e.g., secure distributed storage and 
data management) [15]-[16]. 

 
Fig. 4: Layered framework for assured cloud 

For Secure Cloud Storage Management, we are developing a storage infrastructure which integrates resources from multiple 
providers to form a massive virtual storage system. When a storage node hosts the data from multiple domains, a VM will 
be created for each domain to isolate the information and corresponding data processing. Since data may be dynamically 
created and allocated to storage nodes, we are investigating secure VM management services including VM pool 
management, VM diversification management, and VM access control management. Hadoop and MapReduce are the 
technologies being used. For Secure Cloud Data Management, we have developed secure query processing algorithms for 
RDF (Resource Description Framework) and SQL (HIVE) data in clouds with an XACML-based (eXtensible Access 
Control Markup Language) policy manager utilizing the Hadoop/MapReduce Framework. For Secure Cloud Network 
Management, our goal is to implement a Secure Virtual Network Monitor (VNM) that will create end-to-end virtual links 
with the requested bandwidth, as well as monitor the computing resources. Fig. 5 Illustrates the technologies we are utilizing 
for each of the layers [15-16]. 
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Fig. 5: Layered framework for assured cloud 

2.4 Security of Memory 
Resource allocation & management algorithm have to be improved to achieve the security of cloud computing. 

2.5 Controlling the Sniffer Attacks  
The sniffer program which runs through Network Interface Card (NIC) will ensure the data or traffic connected to the any 
other system on that network and if so gets recorded [13]. The NIC which will be in promiscuous mode can track all data 
following on the same network. The NIC will be placed in promiscuous mode and in promiscuous it can track all data 
following on the same network with help of Address. Resolution Protocol (ARP) and Round Trip Time (RTT). 

2.6 Internet Protocol (IP) Address Problem 
Each node is attached with IP address issued recently if the present user quits the network, then that IP address associated to 
him/her assigned to new user, which is very dangerous as there is a certain time lag between the change of an IP address in 
Domain Name Server (DNS) and the clearing of that address in DNS caches. So, it can be concluded that sometimes 
through the old IP address is being assigned to a new user still the chances of accessing the data by some DNS cache and the 
data belonging to a particular user may become accessible to some other user violating the privacy of the original user [14]-
[16]. With use of thin clients which run with as few resources as possible and do not store any user data like password and 
all cannot be steel the data. 

2.7 Availability 
Service provider has to aware of downtime along with contract polices between clients and vendors, so that data belongs to 
only to the clients at all times. He has to prevent third parties to be involved at any point [17]. 

2.8 Data Centre Security 
Data center related security issues involves physical access layouts of racks as well as servers example network redundancy 
and isolation, back up and disaster recovery contingency, intrusion detect and prevention systems etc., The infrastructure of 
data center is expected to have sensitive and critical customers to enter into public cloud. The cloud should meet the criteria 
listed below [7]-[8] which are general security issues with the cloud computing and categorized as below. 
1) Physical and software infrastructure security 
2) The processing of data and its security 
The shared vulnerability technology, which is required for the Hybrid PaaS and SaaS provides [20]. With common public 
key can be implemented. The cloud environment security is viewed from Fig. 6: which depicts the security of cloud at 
different level. Application Security is required at the level of ubiquitous network. In resource pooling with PaaS, SaaS, 
IaaS, data transmission security is required. For storing the data, based on type of deployment of cloud data security 
essential.  
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Fig. 6: Cloud environment security. 

The physical and software infrastructure security can be assured by solving or assuring. 
1) The security of data centers against the security breaches. 
2) There must be potential common software stack of IaaS and PaaS to host the applicant with managing vulnerability. 
3) Application interfaces and cloud providers interfaces must ensure security. 
The security of processing of data can be achieved by integrity and preventing the loss of data in the cloud. The encryption 
mechanism like Advanced Encryption Standard (AES) and Data Encryption Standard (DES) can solve this problem and also 
by holomorphic encryption [14], which enables the cipher text to be processed in public cloud without and decrypting this 
will enables the user to possess the private part of the key. With this key, the encrypted labels can be decrypted the data 
security and its processing can also be maintained by data confidentiality where multiple clouds are participate for 
processing of data can be managed with privacy preserving distributed data mining protocols. [14]. The Privacy preserving 
techniques may be of horizontal or vertical partition with any one of the techniques like Public-key encryption, oblivious 
transfer, randomization, secret sharing. Public key encryption should satisfy additive property Method and analysis which is 
performed in your research work should be written in this section. A simple strategy to follow is to use keywords from your 
title in first few sentences E(a)×E(b)=E(a+b) [14]. 

2.9 Security Issues 
Data at rest is the major issues in cloud computing because users may store all their common, private, or even sensitive data 
in the cloud which can be accessed by anyone anywhere. Data theft is a very common issues that are facing by the cloud 
service providers nowadays. Besides, some cloud service providers even don’t provide their own server because of the cost 
effectiveness and flexibility.  
There are also incidents like data loss which might be also a serious problem for the users. For example, the server is 
suddenly shut down and causes data loss of the users. Furthermore, natural disaster might also cause data to be damaged or 
corrupted. Therefore, physical data location can be considered one of the security issues in cloud computing [13]. 

2.10 Privacy Issues 
The cloud computing service provider must enforce their own policies to ensure the safety of the data users stored in their 
cloud model. They must make sure that they realize who is actually accessing the data stored in the cloud and only the 
authorized person can maintain the cloud service model [9]. The security of cloud computing should be done on the 
provider side and also the user side. Cloud service provider should provide a good layer of security protection for the users 
while the users should not tampered with the other user’s data. The cloud computing is a good way to reduce the cost and 
provide more storage if and only if the security is done by both provider and user [10].  
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2.11 Application Issues 
Monitoring and maintenance should be done by the cloud service provider frequently to ensure that the cloud is secure and 
not infected by the malicious code that have been uploaded to the cloud by the hackers or attackers with the purpose of 
stealing sensitive information or even damaging the information of certain users. 

2.12 Threats Issues 
There are lots of security issues regarding the cloud computing that have been widely used nowadays. There are top nine 
threat that pose severe danger to the cloud computing in year 2013 according to “The Notorious Nine: Cloud Computing 
Top Threat” by the Cloud Security Alliance (CSA) [10]. The top nine threat that have been mentioned in the white paper 
are: 

2.12.1 Data Breaches 
Data that stored to the cloud by the users might be important and sensitive. The data store in cloud might be stole by the 
unauthorized users and that might poses some level of danger to the users under attack. It is the top threat to threat to the 
cloud computing because hackers or attackers can easily access to the data of the users which store in the cloud. The cloud 
stored a pool of confidential information of many users. The cloud service users should also ensure the quality, reliability 
and performance of the cloud service providers through Service Level Agreements (SLAs) negotiated between providers 
and users [10]. Therefore, data breaches are the worst problem that the cloud computing service faces. 

2.12.2 Data Loss 
Data stored in cloud might be damaged or corrupted due to some reasons such as shut down of server because of financial 
or legal problem, natural disaster like earthquakes and fire [13]. Data might not be able to recover because back up is not 
done well and the data of the users will be lost forever if there are no extra copies of that information. 

2.12.3 Account Hijacking 
The user’s account is stolen or hijacked and the hackers might impersonate he user to perform malicious and unauthorized 
activities which might also harm the user [14]. For example, the hackers might manipulate the data, provide false 
information and eavesdropping on transactions using the stolen account. In addition, no native APIs are used for login and 
anyone can register as a cloud service user hence the chances of the account being hijacked is high [15]. 

2.12.4 Insecure APIs 
Software Interface for the users to interact with the cloud services is also crucial to ensure the security of the cloud model. 
The API from the authentication and access control to the encryption and activity monitoring should be well implemented to 
protect against both accidental and malicious attack. For example, [16] propose two stage access control mechanism using 
the Role Based Access Control Model (RBAC) in order to provide a strong API mechanism. 

2.12.5 Denial of Service 
Hacker use this type of attack to flood the machine or network resources of the cloud service provider which interrupt the 
users and prevent the users from connecting to the network access [18]. This is also a security issues that might harm the 
user because cloud service becomes unavailable to users and they might not get what they need in time. 

2.12.6 Malicious Insiders 
Employee of the company might also be a big threat. They might be the attacker themselves or a partner of the hacker who 
have the better chances of stealing or tampering the data of the cloud model with intention. These activities cause the 
sensitive or confidential data of the users leak to the others which might harm the targeted users. Studies by reveals that 
password and other confidential data can be easily obtained by malicious insiders of cloud service providers. Studies by 
[18] addresses the problems of malicious insiders where they claimed that it should be studied in two context which are 
insider threat in cloud provider (i.e. insider is malicious employee working for cloud provider) and insider threat in cloud 
outsourcer (i.e. employee of an organization which sourced its infrastructure to the cloud). 
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2.12.7 Abuse of Cloud Service 
Most of the cloud computing systems have weak registration system. For example, anyone with a valid credit card may 
register and start using the cloud service immediately. Thus, attackers often conduct the malicious activities by abusing the 
relative anonymity of the registration of the cloud computing services. Future areas of concern include password and key 
cracking, DDOS attack, launching dynamic attack points and hosting malicious data. 

2.12.8 Insufficient Due Diligence 
Many users undertake little due diligence about their cloud service providers (CSPs). They did not even consider basic due 
diligence, such as assessing the financial health of the CSP or determining how long the CSP has been in business. The due 
diligent should not be ignored because the cloud service provider might not secure enough and they did not take responsible 
to the data stolen from the cloud by some hackers. 

2.12.9 Shared Technologies Issue 
IaaS vendors deliver their services in a scalable way by sharing infrastructure. It is not designed to offer strong isolation 
properties for a multi-tenant architecture. 
 
3. Cloud Computations Issues Analysis 
 
3.1 Cloud Computation Implementation Guidelines Steps to Cloud Security 
The security risk and vulnerability in the enterprise cloud computing that are being discovered enterprises that want to 
proceed with cloud computing should, use the following steps to verify and understand cloud security provided by a cloud 
provider[18]:  

• Understand the cloud by realizing how the cloud's uniquely loose structure affects the security of data sent into it. 
This can be done by having an in-depth understanding of how cloud computing transmit and handles data.  

• Demand Transparency by making sure that the cloud provider can supply detailed information on its security 
architecture and is willing to accept regular security audit. The regular security audit should be from an 
independent body or federal agency.  

• Reinforce Internal Security by making sure that the cloud provider's internal security technologies and practices 
including firewalls and user access controls are very strong and can mesh very well with the cloud security 
measures.  

• Consider the Legal Implications by knowing how the laws and regulations will affect what you send into the cloud.  
• Pay attention by constantly monitoring any development or changes in the cloud technologies and practices that 

may impact data's security. 

3.2 Issues to Clarify Before Adopting Cloud Computing 
The world's leading information technology research and advisory company, has identified seven security concerns that an 
enterprise cloud computing user should address with cloud computing providers [17-20] before adopting: 

• User Access: Ask providers for specific information on the hiring and oversight of privileged administrators and 
the controls over their access to information. Major companies should demand and enforce their own hiring criteria 
for personnel that will operate their cloud computing environments.  

• Regulatory Compliance: Make sure your provider is willing to submit to external audits and security 
certifications.  

• Data location: Enterprises should require that the cloud computing provider store and process data in specific 
jurisdictions and should obey the privacy rules of those jurisdictions.  

• Data Segregation: Find out what is done to segregate your data, and ask for proof that encryption schemes are 
deployed and are effective.  
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• Disaster Recovery Verification: Know what will happen if disaster strikes by asking whether your provider will 

be able to completely restore your data and service, and find out how long it will take.  
• Disaster Recovery: Ask the provider for a contractual commitment to support specific types of investigations, 

such as the research involved in the discovery phase of a lawsuit, and verify that the provider has successfully 
supported such activities in the past. Without evidence, don't assume that it can do so.  

• Long-term Viability. Ask prospective providers how you would get your data back if they were to fail or be 
acquired, and find out if the data would be in a format that you could easily import into a replacement application. 
 

4. Results and Discussions 
 
Solution and Practices for Cloud Security Issues 
The cloud computing have become more popular because many users start to realize its benefits. It allows the user to easily 
shrink the operation and also help to save cost. However, with the increased adoption rate of the cloud service, the security 
issues and risk have been increased as well [17]-[18]. In order to make cloud computing a better option to increase the user 
storage capacity and save their confidential information securely, there are few solutions and practice that helps. 

4.1. Vulnerability Shielding 
The cloud service provider should improve the patch management. They should check the vulnerability of their cloud 
service frequently and always update and maintain the cloud to limit the possible access point and reduce the risk of attack 
of the cloud by the hackers. The cloud service provider might also use the Intrusion Detection System (IDS) to make sure 
the cloud service provided is secure and safe. 

4.2. Trusted Cloud Service Provider 
The user should make sure that they find the right cloud service provider. Each cloud service provider have different 
approaches on data management in the cloud. Well established and experienced cloud service provider is more trust worthy 
and better choice. Besides, the standards and regulations of the cloud service provider is also very important. Examples of 
trusted clouds service providers are Amazon Web Services (AWS), IBM, Google and Microsoft shares the comparison of 
cloud database so that user can have better understanding of each database and choose the appropriate database accordingly. 
[11]-[18]. 

4.3. Use Cloud Service Wisely 
The data stored in the cloud should be confidential and even the cloud service provider should not have access to those 
information [20]. The data stored in the cloud should be well encrypted to ensure the security of the users’ information. 
Anyone who need access to the data in the cloud should ask for the permission of the users before doing so. 

4.4. Security Check Events 
The users should have clear contract with the cloud service provider so that the users can claim if any accidents or breaches 
of the sensitive data stored in the cloud. The users must have clear agreement with the cloud service provider before using 
the cloud services provided by that particular cloud service provider. The users should ensure that the cloud service 
provider give enough details about fulfilments of promises, break remediation and reporting contingency. 

4.5. Data Storage Regulations 
The architecture of the cloud environment is an important aspect to ensure the security of the data stored in the cloud. The 
users must understand the concept of the data storage regulations which the cloud service provider follows. Cloud service 
provider that provide security solution compliant with regulations such as HIPAA, PCI DSS, and EU data protection laws 
are some of the best choice. 

4.6. Facilities for Recovery 
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Cloud service provider should take the responsibility to recover the data of the users if there is any data loss due to certain 
issues [19]. Cloud service provider should make sure that they have proper backup and can retrieve and recover the 
confidential data of the users that might be costly. Moreover, the cloud service providers can also implement the following 
solutions to ensure data recovery [20]: 
i. Using fastest disk technology in event of disaster for replication of data in danger. 
ii. Changing dirty page threshold. 
iii. Prediction and replacement of risky devices. 

4.7. Enterprise Infrastructure 
The user must secured the data that they want to keep in the cloud infrastructure. The cloud service provider should provide 
an infrastructure that give facilitates for the users to install and configure hardware components like firewalls, routers, server 
and proxy server [20]. 

4.8. Access Control 
The cloud service provider should set up the data access control with rights and the users who access the data should be 
verified by the cloud service provider every time. The cloud service provider must ensure that only the authorized users may 
have access to the data stored in cloud. The method can help to reduce the risk of the data access by the unauthorized users 
and thus provide a much secure environment to store sensitive data. In addition, third party auditing can also be one of the 
alternatives to ensure data integrity of the storage in the cloud. However, the auditing procedure should have the following 
properties [11]: 

i. Confidentiality: Auditing protocols should keep user’s data confidential against auditor. 

ii. Dynamic auditing: Auditing protocol should support updates of data in the cloud. 

iii. Batch auditing: Auditing protocol should support batch auditing for multiple users and clouds. 

4.9. Identification Management and Authentication 
When the user want to access the data stored in the cloud, they must be authenticated not only by using the username and 
password but also the digital data. Multi-level authentication technique introduced and can be implemented in cloud 
computing. The technique generates password in several levels before the user can access the cloud services. Anonymous 
authentication i.e. identity of user is protected from the cloud can also be implemented where only valid users are able to 
decrypt the information [11- 12]. Other than that, proposed scheme by can also be applied in cloud computing where they 
claimed that their new password authentication scheme are secured from impersonation , off-line guessing and man in the 
middle attack. Furthermore, leakage-resilient authentication can also be utilized in order to improve the security of the cloud 
services.  

5. Conclusions 

In this paper we have discussed the various technologies related to cloud computing, its architecture, service models, 
deployment models, merits of cloud computing, various challenges and Issues analysis and solutions in the cloud 
computing. Although, Cloud Computing has emerged as a major technology to provide services over the Internet in easy 
and efficient way still there are many areas like energy management, security of data, cloud monitoring etc. that need the 
attention of the researchers to make the cloud computing technology more advantageous.  
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