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Abstract 

The security of cyber-physical systems (CPS) has become an active research area in recent years. Smart grid, as a critical infrastructure 
which essentially is a cyber-physical system, is of particular interest because the continuous informatization and networking of traditional 
power grid. Game theory is a typical analytical method to analyze the security of smart grid. However, existing smart grid security 
analysis has some weakness in obtaining the optimal defense strategy under dynamic cost and dynamic selection probability. Here we 
present an optimal defense strategy selection method which aim to decrease the maximum loss under dynamic cost and dynamic selection 
probability with defense resource constraint for defenders. The significance analysis of attack target and the relationship between the 
optimal attack time and the selection probability of defense strategy are analyzed to obtain the optimal defense strategy based on the min-
max theory. We anticipate that this method is validated effectively by an example smart-grid system, and can be applied in the evaluation 
of cyber-physical security for a general smart-grid system. 

Keywords: CPS, smart-grid, attack-defense dynamic, game, resource constraint. 

1. Introduction 

With the continuous informatization, networking, automation and intellectualization of traditional power grid, smart grid, as 
a critical infrastructure which essentially is a cyber-physical system (CPS) [1], [2], comes into being and has been greatly 
developed in the past decades. A lot of analytical methods are used to analyze the security of the smart grid such as 
epidemic model, privacy protection model and game theory model. [3] proposes to investigate the security of smart gird by 
means of epidemic models applied to cellular automata. In [4],the authors address privacy protection challenges in the CPS 
of smart grid from the consumers’ perspective. Particularly, a class of battery charging policies is concerned to derive 
achievable privacy-cost savings tradeoffs using a Markov process model for user demand and instantaneous electricity 
prices. 
In addition, as we know, a variety of CPS have been analyzed to help defenders decrease the risk of smart grid in cyber-
attack based on the game theory [5], [6]. Static game and and dynamic game are both important part in game theory and  
studied in the field of smart grid. In [8], the stratagems of attackers and defenders can be modeled with unique attributes of 
their motives and emergency responses. Furthermore, the behaviors of attackers and defenders are alternately continuous 
based on the dynamic game. In real scenarios, attackers usually have only one chance to attack. Therefore, static game is an 
available model to describe this situation. In [7], the process of attack is carefully considered based on the static game, 
which can help defenders analyze and obtain the attack targets. In addition, the probability of successful attack and the 
probability of successful defense are both dynamic contradiction in cyber ware [8]. Therefore, it is necessary to obtain the 
payoff matrix in dynamic process based on the static game. Obviously, both attackers and defenders are likely to adopt a 
mixed strategy [9]. The optimal selection probabilities of different defense strategies could further increase the performance 
of defense system and reduce the loss for defenders. 
Recent work has shown that the optimal defense strategy aim to obtain the maximum payoff from disrupting the source 
components under a certain cost and a certain selection probability. In addition, all components of smart grid are identified 
as the attack targets. In [10] the vulnerable components and critical components of a power grid is identified according to 
the impact of component damage on the grid. However, not all smart grid components are the target of attacks due to the 
limitation of internet. Meanwhile, smart grids are increasingly dependent on information and communications technology 
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(ICT) for the operation and control of physical facilities [11]. Therefore, we analyze the structure of a typical smart grid and 
identify the possible attack targets. What’s more, the constraint of defense resources has not been considered in smart grid. 
In this paper, a dynamic security model for cyber-physical smart-grid with defense resource constraint based on game-
theory is investigated, and we present an optimal defense strategy selection method which aim to decrease the maximum 
payoff (maximum loss for defenders) under dynamic cost and dynamic selection probability for attackers. Distinct with 
previous reports, the optimal attack time and cost are dynamic and are related to the selection probability of defense strategy. 
In addition, the accuracy of selection probability is the reciprocal of the number of defense updates, which is the constraint 
of defense resource. The optimal defense strategy design involves (1) determining the attack targets and identifying its 
significance, (2) obtaining the relationship between the optimal attack time of attack strategy and the selection probability of 
defense strategy under the constraint of defense updates, (3) using min-max theory to find the optimal selection probability 
for defenders. 
 

2. Graph model and the significance analysis of bus node 

Major headings are to be column centered in a bold font without underline. They need be numbered. "2. Headings and 
Footnotes" at the top of this paragraph is a major heading. 

2.1 Graph model 

Subheadings should be as the above heading “2.1 Subheadings”. They should start at the left-hand margin on a separate line. 
We can use a multi-source network to represent a smart grid as follows: source nodes represent generators; sink nodes 
represent loads; and intermediate nodes represent buses which are denoted by set B. In real scenarios, source nodes and sink 
nodes both connect with bus nodes directly, where the directed edges are added from generators to B and from B to loads. 
Meanwhile, the bidirectional edges represent the connection between bus nodes [12]. The network of a smart grid is 
obtained by extracting the structure of the grid. Take the IEEE 30-bus test system graph as an example in Fig.1 and Fig.2. 
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Fig. 1. IEEE 30-bus test system 
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Fig. 2. The network of IEEE 30-bus test system 

Obviously, the network or the structure of a smart grid is related to the distribution of bus nodes. Therefore, the source 
nodes and the sink nodes are represented by the bus nodes in the network. In order to facilitate the analysis, the active power 
is took into account in this paper. 
In real scenarios, the attack operation is no longer destroy a component physically. Attackers control the controller in the net 
to make the components cannot work properly [13]. However, not all the bus nodes have controllers, such as some bus 
nodes only contain loads. Therefore, the number of attacker’s target is positive related to the number of bus nodes 
containing controllers. Obviously, we can find that only B1, B2, B13, B22, B23 and B27 have generators containing the 
controllers in Fig.1. The rest analysis of paper based on the practical network of a power grid. 
 

2.2 The significance analysis of bus node 

The objective of significance analysis is to provide a quantitative measure of smart grid, and to identify the bus nodes whose 
failure can bring a high reward for attackers.  
The reward of attackers is keeping the target bus node cannot be normal operation. To identify the significance of a bus 
node, a quantitative measure is proposed in this paper. The self-attribute and the topology of a bus node are two indicators 
for a power grid, and these two indicators are analyzed separately below. 
A. The self-attribute of a bus node 
In this paper, we used two attributes to identify the self-attribute of a bus node: the net power and the reserve power. 
The net power of a bus node is the amount of power generated or used by power plants or loads, which is transmitted and 
distributed from a bus node. The net power is less than the total gross power generation occasionally because some power 
produced is consumed within the plant itself to power auxiliary equipment such as pumps, motors and pollution controllers 

[14]. The net power of the l th−   bus node is expressed below: 

_ _( ) l in l outp l p p∆ = −
        (1) 

where _l inp
 stands for the power transmitted from the other adjacent buses to the l th−  bus node, and _l outp  stands for the 

l th−  bus node transmits the power to other adjacent bus nodes. 
The reserve power of a bus node is the difference between the maximum power and the rated power of a bus node, which 
can maintain the grid stability under special circumstances. The reserve power of the l th−   bus node is expressed below: 

_ max _( ) l l recentRSV l p p= −
      (2) 

where _ maxlp
 stands for the maximum power that generator supply in the l th−   bus node , and _l recentp

 stands for the 
current power supply. 
B. The topology of a bus node 
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A large number of centrality measures have been proposed to identify the topology of bus node within a graph and a 
complex network. The typical examples are degree centrality (DC), closeness centrality (CC) and betweenness centrality 
(BC) based on graph theory [15], and these three attributes are used to identify the topology of a bus node in this paper. 

The DC of a bus node is the number of adjacencies in a smart grid. The DC of the l th− bus node, denoted as ( )DC l , is 
defined as: 

,1
( ) N

D k lk
C l X

=
=∑                 (3) 

where l stands for the focal bus node, k stands for any other bus node, N stands for the total number of bus nodes in a grid, 

and ,k lX
 represents the connection between bus node l  and bus node k . As we know, not all bus nodes are adjacency in 

the grid, so the value of ,k lX
 is defined in 1 if bus node k  is connected to bus node l , and 0 otherwise. 

The CC of a bus node is a measure of centrality in a smart grid, calculated as the sum of the length of the shortest paths 

between the bus node l  and all other bus nodes in the grid. Thus the more central a bus node is, the closer it is to all other 
bus nodes. The expression is expressed below: 

,1

1( )
( )C N

l kk

NC l
d ld

=

= =
∑          (4) 

where ( )d l  stands for the mean of shortest distance between bus node l and any other bus node k . 
The BC of a bus node is defined as a measure of centrality in a smart grid based on shortest paths. For every pair of bus 
nodes in a connected grid, there exists at least one shortest path between the bus nodes such that either the number of edges 
that the path passes through (for unweighted graphs) or the sum of the weights of the edges (for weighted graphs) is 
minimized. The betweenness centrality for each bus node is the number of these shortest paths that pass through the node. 

1 2

1 2 1 2

( ) ( 1)( ) ( )
2

k k
B

k l k k k

g l N NC l
g≠ ≠

−
= ∑

      (5) 

where 1 2k kg
 stands for the number of shortest path between bus node 1k and bus node 2k , and the 1 2

( )k kg l
 stands for the 

number of shortest path between bus node 1k  and bus node 2k which cross the bus node l . The formula ( 1) / 2N N −  is 
used to normalize the value of betweenness centrality. 
 

3. A game model between attackers and defenders 

The significance of bus nodes has reference to both attackers and defenders in strategy making. A basic analysis can be 
accomplished by using the given load and generation configuration, however, if the grid defenders change their strategy to 
defend and the attackers will change their strategy to maximize their payoff to bring down the grid. Therefore, defenders 
and attackers are engaged into a game where one party aim to maximize a payoff function while the others aim to minimize 
this payoff function. We will first layout the solution for static analysis and find out the optimal strategy for defenders in the 
end. 

3.1 Attackers motive and strategy 

The operation of attackers can be divided into two steps, intrusion and disruption. Upon successful intrusion to a power grid, 
the attackers learn the existing control functionalities and plan an attack strategy to maximize their payoff. The detailed 
description of attack strategy is shown below. 
A. Intrusion phase 

According to the CPS architecture of a smart grid, there are N bus nodes can be permeated. As we know, the attackers can 
attack multiple targets simultaneously through the network. The intrusion strategy of attackers is expressed below: 
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( (1), (2),..., ( ))jInt Int Int Int N=
 

( ) {0,1}, [1, ]Int i i N∈ ∈             (6) 

where jInt
stands for the j th− intrusion situation. Such that ( ) 1Int i = , if the bus node i is permeated, and similarly 

( ) 0Int i = otherwise. 
In real scenarios, as the intrusion time increases, the detection probability increases. Therefore, the detection probability of 

the l th− bus node is a dynamic function which is expressed by ( )lq t . 
B. Disruption phase 
In this phase, the attackers have permeated into the smart grid, which is protected by the defense system. With such 
privilege, the attackers can execute disruption operations such as overloading the bus. The disruption strategy is expressed 
below: 

( (1), (2),..., ( ))jDis Dis Dis Dis M=
 

( ) {0,1}, [1, ]Dis i i M∈ ∈              (7) 
2 1iM = −                    (8) 

where jDis
 stands for the disruption strategy in the j th−  intrusion situation, and M stands for M available targets that 

can be disrupted. Such that (i) 1Dis = , if the bus node i  is disrupted under attack, and (i) 0Dis = otherwise. 
The disruption probability is related to two parameters: (1) The duration of penetration (the intrusion time): As the intrusion 
time increases, the probability of disruption increases. (2) The defense system is updated or not: the detection performance 

increases with the defense system update. Therefore, the disruption probability of the l th− bus node satisfy the conditions 

above is expressed by ( )ld t . 

3.2 Defense strategy 

In real scenarios, the defenders update their defense equipment to increase the performance of defense system regularly. 
Considering the number of bus nodes, which contain the controller, there exits some possible update ways for a smart grid. 
Similar to attacker’s strategy, the defense strategy is the ways of update and expressed below: 

( (1), (2),..., ( ))Def Def Def Def N=  
( ) {0,1}, [1, ]Def i i N∈ ∈           (9) 

where Def  stands for the defense strategy. Such that ( ) 1Def i = , if the bus node i  is updated, and similarly 
( ) 0Def i = otherwise. 

In addition, the probability of defense strategy is limited by the number of defense update. Obviously, the accuracy of 
probability is the reciprocal of the number of updates and the probabilities of update 

,1 ,2 ,( , ,..., )     [1, ]R R R nP p p p R r= ∈
 satisfy the following condition: 

,1 ,2 ,... 1R R R np p p+ + + =
         (10) 

where R stands for a situation where defenders update their performance system in a certain probability. n stands for the 

total number of defense strategies which is 2 power of N . 

3.3 The optimal defense strategy from game-theory 

A. The analysis of payoff 
In order to simulate the practical situation reasonable, it is assumed that attackers obtain some weak place immediately 
which existed in previous time. And it is assumed that the defense system update could fix some weak places. As we know, 
it is necessary to analyze the game and reason out all payoff attackers could obtained. Meanwhile, the payoff of attackers is 

equal to the loss of defenders. The payoff of the l th−  bus node is expressed below. 
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, , ,*(1 )* * *i l l l i l l l i lpayoff d q a Reward Cost a= − −
 (11) 

The parameters for the payoff are described as follows: 

- lReward  stands for the reward of the l th−  bus node in attack situation i .  

- lCost stands for the costs of the l th−  bus node in attack situation i . 

- ,i la
 is binary variable, denoting disruption target the l th−  bus node in attack situation i . 

In expression (10), the payoff is not only related to the strategy attackers choose, but also related to the intrusion time and 
reward. It is obvious that the costs increases with the time increases and the number of bus nodes increases. Therefore, the 

cost of the l th−  bus node can be expressed by cos ( )lt t . 
As we know, the reward of bus node is also positive related to the significance of bus node. Therefore, the expression of 
reward function is expressed below: 

( ( ), ( ), ( ), ( ), ( ))l D C BReward F p l RSV l C l C l C l= ∆ (12) 
Particularly, these 5 attributes should be normalized before calculating the Reward. The normalized function of 5 attributes 

are same and take ( )p l∆ as an example. 
* ( ) min( )

max min
p l pp l

p p
∆ − ∆

∆ =
∆ − ∆       (13) 

In addition, a typical linear function of rewards based on the analysis to obtain the reward of the l th−  bus node is shown 
below. 

* * * * *
1 2 3 4 5* ( ) * ( ) * ( ) * ( ) * ( ) )l D C B cstReward V p l V RSV l V C l V C l V C l V= ∆ + + + + + (14) 

where cstV stands for a constant. 
Considering the payoff of attackers is related to the intrusion time and the attack strategy, the optimal attack time is an 
important factor which can be calculated based on the sum-payoff function. The sum-payoff function is expressed below. 

,1 ,1 ,2 ,2 , ,* * *i R i R i R n i npayoffsum p payoff p payoff p payoff= + + ⋅⋅⋅+
 (15) 

The optimal attack time ,R it
 based on a certain attack strategy satisfy the following condition. 

*
, ,1 ,2 ,arg  max{ ( , ,..... )}R i i R R R nt payoffsum p p p∈

 (16) 
All circumstances of attacker’s payoff are tidied into a matrix which is expressed below. 

Table 1. The payoff matrix 
Payoff 1D  2D  … nD  payoffsum  

1A  1,1payoff
  1,2payoff

 
… 

1,npayoff
 1payoffsum  

2A  2,1payoff
 2,2payoff

 
… 

2,npayoff
 2payoffsum  

……… ……… ……… … ……… ……… 

nA  n,1payoff
 n,2payoff

 
… 

n,npayoff
 npayoffsum  

B. The optimal defense strategy of defenders 
The optimal defense strategy can be analyzed based on a certain payoff matrix. In this paper, the optimal defense strategy is 
defined to minimize the maximum payoff of attackers, i.e. to minimize the maximum loss for defenders by choosing 
different mixed strategies, which means different selection probabilities. As we know, the payoff of attackers is related to 
the probability of defense update. The probability of defender’s update satisfy the following conditions. 

,1 ,2 ,min max{ ( , ,..... )}i R R R nR i
payoffsum p p p  (17) 
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In the end, a certain set of probability combinations is obtained, and that is the optimal defense strategy defenders will 
operate. 

4. Case study 

The strategy analysis uses hypothetical attack scenarios and game theory to find out the optimal defense strategy for 
defenders. Due to the fact that the real-world power grid has not gone through all the possible failure scenarios, such data 
can only be obtained from simulation. In order to reduce the calculation difficulty, the IEEE 6-bus test system is used to 
demonstrate our model. 

4.1 The significance analysis of bus nodes 

The IEEE 6-bus test system can be simplified according to the graph model analysis in the previous description. It structure 
and simply network are shown in Fig.3 and Fig.4. 
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Fig. 3. IEEE 6-bus test system 
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Fig. 4. The simply network of IEEE 30-bus test system 

Obviously, only B1, B2 and B4 have generators, that is to say, other bus nodes have not controllers to be attacked. 
Therefore, the serial number of bus nodes is re-marked to B1, B2 and B3 in ascending order. 
In order to obtain the significance of each target bus node, the topology of bus nodes are calculated directly. However, the 
self-attribute of bus nodes is calculated according to the assumption. It is assumed that the maximum power of these three 
bus nodes are set up below: 

Table 2. The maximum power of bus nodes 
Bus node B1 B2 B3 

_ maxlp
 1 1 1 

The normalized attributes of target bus nodes are calculated according to the expression (13) and shown in Table.3. 
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Table 3. The attributes of bus nodes 
Attribute/ Bus node B1 B2 B3 

p∆  0.443 0.243 0.443 
RSV  0.557 0.557 0.557 

DC  2 3 2 

CC  1.5 7/6 1.5 

BC  
125/1
4 

225/
7 

125/1
4 

4.2 The payoff matrix of attackers 

The practical network of IEEE 6-bus test system has three target bus nodes to permeate, therefore, there exits 8 different 
intrusion strategies for attackers according to expression (6) and the results are shown in Table 4. 

Table 4. The situations of intrusion 

Intrusion Target 
(B1,B2,B3) 

P (1,0,0),(0,1,0),(0,0,1),(1,1,0),(1,0,1),(0,1,1),(1,1,1
) 

NP (0,0,0) 
To evaluate the most serious situation that all the target bus nodes have been permeated. There exits 8 disruption strategies 
for attackers to take operation according to the expression (7) and the results are shown in Table 5. 

Table 5. The situations of disruption 

Disruption Targets 
(B1,B2,B3) 

A (1,0,0),(0,1,0),(0,0,1),(1,1,0),(1,0,1),(0,1,1),(1,1,1
) 

NA (0,0,0) 
For defenders, there are three bus nodes need updated to increase the performance of defense system. Therefore, there are 8 
defense strategies to update according to the expression and the results are shown in Table 6. 

Table 6. The situations of defense 

Defense Update target 
(B1,B2,B3) 

D (1,0,0),(0,1,0),(0,0,1),(1,1,0),(1,0,1),(0,1,1),(1,1,1
) 

ND (0,0,0) 
 
Different strategy attackers and defenders choose will affect the payoff for attackers. In order to obtain the payoff, the 
parameters of expression (14) are analyzed carefully. In section 4.1, the significance of bus nodes has been analyzed, which 
is positive related to the rewards of bus nodes.  It is assumed that the rewards are calculated under the following 
experiments setting. 

Table 7. The parameters setting of attributes 
Parameters 1V  2V  3V  4V  5V  cstV  
Value 30 20 20 30 20 20 

 
In addition to the reward, the cost, the probability of detection and the probability of disruption are all important dynamic 
parameters to obtain the payoff matrix. Particularly, attackers used DDOS (Distributed Denial of Service) operation [16] to 
make bus node cannot work properly, therefore, the cost function is also positive related to the number of zombie computers. 
As we have analyzed before, all these three parameters are dynamic. The typical expressions of these three parameters are 
expressed below: 
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2( ) (1 )*arctan( )l l ld t tε ε
π

= + −      (18) 

2( ) (1 )* *arctan( )l l lq t tδ δα α
π

= + −     (19) 

cos ( ) * *arctan( )l l lt t Z tβ=       (20) 

where lε stands for the initial detection probability of defense system, l
δα  stands for the initial disruption probability. Both 

lε  and l
δα are positive related to the significance of bus nodes. {0,1}δ ∈  indicates the defense subsystem is updated or not. 

Obviously, the disruption probability under update is lower than un-update, i.e. 
0 1
l lα α> . lZ stands for the number of 

zombie computers and lβ stands for the coefficient of cost. In this paper, the parameters are set up below. 
Table 8. The parameters setting of game 

Parameters/bus 
node B1 B2 B3 

lε  
0.
2 0.3 0.

3 
0
lα  

0.
1 

0.0
5 

0.
1 

1
lα  

0.
3 

0.2
5 

0.
3 

lZ  40 25 40 

lβ  
0.
5 0.4 0.

5 
The optimal attack time is obtained according to expression (16) and the payoff-sum of certain strategy is obtained. 

4.3 The optimal defense strategy for defenders 

After calculating the optimal attack time and payoff-sum, the optimal defense strategy for defenders can be obtained 
according to expression (17). To obtain the results, the differences of the particle based on different payoff-sum function are 
calculated firstly, and the the maximum loss for defenders under this defense strategy is picked up. Then the comparative 
function which compared this maximum loss with other maximum loss and found out the min-max loss [17]. Finally the 
min-max loss corresponding defense strategy can be obtained and that is the optimal defense strategy for defenders. 
In real scenarios, the accuracy of update probability is related to the number of updates, which is constraint of defense 
resource. It is assumed that the defenders have 10 updates opportunities. The accuracy of probability is 0.1 based on this 
assumption. 
In order to describe the results, the relationships between the maximum loss and the probabilities of different attack 
strategies based on the mixed strategy are shown separately below. 
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Fig. 5. The relationship between the loss and the probabilities of different attack strategy 
In Fig.5, (a)-(h) represent the 8 different attack strategy based on the mixed strategy for attackers. The ordinate indicates the 
maximum loss of defenders, and the abscissa indicates the probability of a certain attack strategy corresponding to the loss. 
However, the maximum loss of defenders is not obvious in Fig.5. Therefore, the regions of possible minimum loss in 
different attack strategies are shown in Fig.6. 
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Fig. 6. The relationship between the loss and the probabilities of different attack strategy 
Obviously, the minimum loss of defenders is 34.8464 in this situation where the value corresponding to the abscissa from 
(a)-(h) represent the probabilities of different attack strategies based on the mixed strategy for defenders. Furthermore, this 
set of probabilities is the optimal selection probability of update and the optimal defense strategy for defenders. The optimal 

selection probability of update is (0 0.5 0 0.1 0 0 0.3 0.1)p = and (0 0.5 0 0 0 0.1 0.3 0.1)p = . The reason 
why two solutions appear because the rewards of bus1 and bus3 are equivalent. 
 

5. Conclusions 

This paper present an optimal defense strategy selection method which aim to decrease the maximum payoff under dynamic 
cost and dynamic selection probability. Particularly, the optimal attack time and cost are dynamic and are related to the 
selection probability of defense strategy. The optimal defense strategy is obtained based on the min-max theory by an 
example smart-grid system. We can apply it in the evaluation of cyber-physical security for a general smart-grid system. 
However, the complexity of the proposed model is formally exponential with the system size, and it will become intractable 
with the significant increase of system size. Further study into model reduction and solving method with high efficiency 
would be of practical interest. 
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