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Abstract 
Biometrics is a fast growing technology which provides security to prevent unauthorized access to 
ATMs, computer networks, cellular phones, email authentication on multimedia workstations, PDA, 
etc. Crime which is happening in Automated Teller Machine (ATM) became a serious issue that 
affects not only customers but also bank operators. The main solution to this problem is multimodal 
biometrics. Palm vein authentication is one of the vascular based biometric  pattern authentication 
technologies. Vascular pattern authentication includes vein pattern authentication using the vein 
patterns of the palm, back of the hand or fingers as personal identification data. This system proposes a 
multi-modal based fraud prevention ATM security system. The palm vein is subjected to 
morphological pre-processing, feature extraction by Independent Gabor (I-Gabor) –cum -Adaptive 
LBP while thumbprint was also pre-processed by Sobel, histogram equalization and minutiae feature 
extraction by Crossing Number. While traits matching algorithm used is back-propagation neural 
network variant. Thus it was observed that the results of the experiment with ALBP produced  9.4% of 
true positive better than without ALBP, 3.3% of false positive lower than ALBP, 12.5% of recognition 
rate better than without ALBP. 
 
Keywords: Biometric ATMs, Adaptive LBP, Palm vein, thumbprint, I-Gabor 

1. Introduction 

Automated Teller Machine (ATM) is an electronic banking outlet that allows bank customers to 
complete a banking transactions without the aid of any bank official or teller. With the help of ATM 
the user can perform  several  banking  activities  like  money  transfer, cash withdrawal,  paying   
various   home   usage   bills   like electricity  and  phone  bill. Several problems are associated with 
the use of ATM card such as card cloning, card damaging, card expiring, cast skimming, cost of 
issuance and maintenance and accessing customer account by third parties. Conventional ATM 
operations is shown in figure 1. The account holder will be given the ATM card and private PIN 
(Personal Identification Number) or password. PIN number or password is an important aspect in ATM 
system,  which  is  commonly  used  to  secure  and  protect financial  information  of  customers.  PIN  
number  need  to  be remembered  by  the  card  owner  and  it  should  not  be  shared with others to 
prevent unauthorized access [1]. Crime which is  happening  in  ATM  became  a  serious  issue  that  
affects  not only customers but also bank operators.   
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Figure 1. A Conventional ATM System 

Security is a serious issue in ATM system. ATM scam involves  thieves  putting  a  thin,  clear,  rigid  
plastic  sleeve  into the  ATM  card  slot.  By  doing  like  this,  when  you  enter  your card, the 
machine can’t read the strip, so it will be keep asking you  to  re-enter your  PIN  number.  At  that  
time,  the hackers  will  notice  the  tap  of  your  number  and  he  can  easily guess out the 4-digit PIN 
number. The thieves then remove the plastic sleeve and use their account. The main  solution  to  this 
problem is biometrics as shown in figure 2.[2][9]. 
 

  
 

Figure 2. Biometric ATMs 
 Theory of Biometrics  

As technology advanced in the current world, the concern of security came to be. Data moved from 
hardware to software, from manual mode of authentication to electronic mode of authentication, from 
physical security to data in the cloud otherwise known as cloud security. Biometrics is used in 
computer science as a form of identification and access control. It is also used to identify individuals in 
groups that are under surveillance. Biometric systems rely on specific data about unique biological 
traits in order to work effectively. Many types of personal identification systems have been developed, 
and palm vein and thumbprint identification is one of the emerging technologies that attracted the 
researchers due to its stable and unique characteristics [16]. This system recognizes on the basis of the 
palm print of a person. Reliability and accuracy in personal identification system is a dominant concern 
to the security world. Biometrics is a fast growing technology which can be useful in criminal justice 
system like mug-shot, post-event analysis, forensics. It provides security to prevent unauthorized 
access to ATMs, computer networks, cellular phones, email authentication on multimedia 
workstations, PDA, etc. Palm vein  and thumb print can be used in smart card applications [10]. Thus, 
this work presents a novel two-traits (palm vein and thumbprint) biometric based technique using 
multi-algorithms for fraud prevention in ATM transactions. 
 
 Facts on Vascular pattern 

Palm vein authentication is one of the vascular pattern authentication technologies. Vascular pattern 
authentication includes vein pattern authentication using the vein patterns of the palm, back of the hand 
or fingers as personal identification data. Also, vascular patterns cannot be stolen by photographing, 
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tracing, or recording them. This means that forgery would be extremely difficult under ordinary 
conditions. Palm vein authentication has a high level of authentication accuracy due to the uniqueness 
and complexity of vein patterns of the palm. The palm vein patterns are internal to the body; which 
makes it difficult to forge. Also, the technology is hygienic for use in public areas. It is more powerful 
than other biometric authentication such as face, iris, and retinal. Palm vein authentication uses an 
infrared beam to penetrate the users hand as it is held over the sensor; the veins within the palm of the 
user are returned as black lines. 
 

2. Related Works 
The researchers in [6] developed an embedded fingerprint system, which is used for    ATM    security 
applications. In their system, bankers collect customers’ fingerprints   and   mobile   numbers while   
opening   accounts, then customer only  access  ATM  machine. The  working  of  the ATM  machine 
is such that when a customer place a finger on the  finger  print  module it automatically  generates  
every  time different  4-digit  code  as  a  message  to  the  mobile  of  the authorized  customer  
through  GSM  modem  connected  to  the microcontroller. The code received by the customer is 
entered into the ATM machine by  pressing  the  keys on  the  touch screen. After entering it checks 
whether it is a valid one or not and allows the customer further access. [3] reviewed the significance of 
biometrics in ATM systems. They explained various biometric techniques which include speech, 
finger, Iris, hand geometry, facial thermogram etc. And also discussed a generic biometric system 
which consist of enrolment and identification. stages. Also mentioned that the overall performance of a 
biometric system is assessed in terms of its accuracy, speed, and storage. Several other factors, like 
cost and ease-of-use, also affect efficacy. [4] In this research, a new method is proposed for personal 
verification based on palm vein features. In the propose method, the palm vein images are firstly 
enhanced and then the features are extracted by using bank of Gabor filters. Then Fisher Discriminated 
Analysis (FDA) is used to reduce the dimension of the features vectors. For vein pattern verification, 
this work uses Nearest Neighbours method. The EER of the proposed method is 0.2335%. [5] proposes 
to implement the biometric security system based on combination of iris and palm print with 
Steganographic technique for authentication purpose. This system proposes a multi-resolution 
approach based on Wavelet Packet Transform (WPT) for texture analysis of iris and Weber’s local 
descriptors based texture analysis of palm print will be proposed here. Weber local descriptor is used to 
represents the changes of illumination in an image and it determines the features such as differential 
excitation and gradient orientation. The features of palm print and iris are fused then compared with 
database image feature vectors and its recognized using Euclidean or Hamming distance. The authors 
in [7] deals with new innovative model for biometric ATMs which replaces card system by biometric 
technology for operating ATMs. Proposed model provides high security in authentication which also 
protects service user from unauthorized access. In this proposed model user required to authenticate 
himself with biometric identification (Thumb/ Fingerprint/Iris etc.), Personal Identity Number (PIN) 
and selection of bank branch from displayed list if necessary. This proposed model is designed for the 
rural farmers, semi-literate peoples. [8] proposed a model user required to authenticate himself with 
biometric identification (Thumb/ Fingerprint/Iris etc.), Personal Identity Number (PIN) and selection 
of bank branch from displayed list if necessary. This proposed model is designed for the rural farmers, 
semi-literate peoples. This model reduces complexity with authentication as “authentication is always 
with you” with high security. [15] proposed an embedded fingerprint biometric authentication scheme 
for automated teller machine (ATM) banking systems. In this scheme, a fingerprint biometric 
technique is fused with the ATM for person authentication to ameliorate the security level.  They 
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evaluate the performance of the system using 16-item questionnaire over 163 respondents.  The results 
showed that 63 percent of the population strongly believed that with the incorporation of fingerprint to 
the existing ATM card and PIN, will provide a better security to the ATM. 
 

I. Materials  
In this section, brief descriptions about LBP and Gabor Filter are given. 
 
A . Local Binary Pattern 
Local Binary Pattern operation is introduced by Ojale et al in1996. It summarizes local grey-level 
structure. The operator takes local neighborhood values around the pixel. It takes the central pixel and 
considers all the neighborhood values of central pixels. It is defined by 3X3 neighborhood where (2, 2) 
represents the central pixel. It is 8-bit coded based on central pixel. LBP operator takes Here in LBP 
method we divide face image into a 

………….1 
Here n has eight neighbours over central pixel c, where ‘iRnR’ and ‘iRcR ‘ are grey scale values of c and n. 

…………..2 
 
regular grid of cell. And histogram is applied for equalization. At last cell-level histogram 
concatenation produces uniform result. Here the threshold value is 70. And we will subtract the 
threshold values from the neighboring pixels. And if the value is negative we will convert the value to 
0.Otherwise if the value is positive we will convert it into 1. [11] 

      
 
B. Independent Gabor (I-Gabor)  
 
Independent Gabor Features (I-Gabor) method applies the independent component analysis on the 
(lower dimensional) Gabor feature vector defined by yP

(p)
P = P P

i
PXP

(p)
P. In particular, the Gabor feature 

vector XP

(p)
P of an image is first calculated. PCA then reduces the dimensionality of the Gabor feature 

vector and derives the lower dimensional feature vector. 
Finally, the I-Gabor method derives the overall (the combination of the whitening, rotation, and 
normalization transformations) ICA transformation matrix, F, as defined by Σy = FΓFP

t
P . The new 

feature vector, ƵP

(p)
P, of the image is thus defined as follows: 

YP

(p)
P = F ƵP

(p)
P………………3 

The next step after the extraction of an appropriate set of features is the classifier design. When the 
underlying probability density functions are known, the Bayes classifier yields the minimum error. 
This error, called the Bayes error, is the optimal measure for feature effectiveness when classification 
is of concern, since it is a measure of class separability. Liu and Wechsler (2000) proposed the 
Probabilistic Reasoning Model (PRM) method which defines a Bayes linear classifier under the 
assumption that the within class covariance matrices are identical and diagonal. Such an assumption is 
especially reasonable for the I-Gabor method, since the features derived by the I-Gabor method have 
independent components (note that the ‘identical and diagonal’ assumption takes place after the ICA 
transformation rather than before it). As a result, the IGF method applies the MAP Bayes rule via the 
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PRM method for classification. In particular, Let M P

0
PRkR;  k = 1,2,…….,L, be the mean of the training 

samples for class wk after the ICA transformation. The I-Gabor method exploits, then, the following 
MAP classification rule of the PRM method;      

………4 
where  zRiR and mkRiR = 1,….,m,  are the components of Ƶ(p) and M P

0
PRkR respectively, and σ P

2
PRiR is estimated by 

sample variance in the one dimensional ICA space: 

………5 
Where yP

(k)
PRjiR and is the i-th element of the ICA feature YP

(k)
PRjR of the training image that belongs to class 

wRkR and  NRkR is the number of training images available for class. The MAP classification rule of Eq. 5 
thus classifies the image feature vector, ƵP

(p)
P, as belonging to the class wRkR.[12] 

 
C. Adaptive local binary pattern 
Normally Adaptive Local Binary Pattern (ALBP) is used to extract representative features from each 
palm vein images. LBP approach generates LBP for each pixel, which describes the palm vein image. 
In this method it is only essential to generate LBP for particular pixel of palm vein images. For this 
purpose we are using I-Gabor filter first and then we are going for adaptive LBP. I-Gabor filter extracts 
the local image features efficiently. On basis of these features binary palm vein templates are 
produced. This binary palm vein templates explain the variation of local texture, which is robust 
against palm vein variation. Only for this reason we have used I-Gabor filter prior to the local binary 
pattern. This approach generates adaptive LBP only for pixel I(X,Y), which has a value correspond to 
BFT(X,Y). Due to this we reduce the number of patterns. The main advantage of using LBP is it is less 
sensitive to illumination variation, scaling and rotation. [11] 
 

II. Method 
This section discusses the stages (as shown in figure 3) require to successfully implementing the 
proposed ATM based multi-modal security system. The stages are data acquisition, morphological 
stage, feature extraction stage and matching stage. The developed software is embedded in ATM 
machines which are connected to main database of individual bank.  
 

• Morphological processing  
 
Palm Vein: The morphological opening operation is combined with the morphological erosion and the 
dilation operations. Where erosion operation is applied to “shrink” or “thinning” the objects called 
Palm contour detection, the algorithm applies the Sobel gradient (edge detection method) mask on the 
shrink region of the noise-removal palm vein image to acquire the palm contour. Palm vein alignment 
is for aligning palm poses to a standard pose to reduce the disturbing of nonlinear factors such as 
rotation, translation and distortion in sampling process.  
Thumbprint thinning is usually implemented via morphological operations such as erosion and dilation 
to reduce the width of ridges to a single pixel while preserving the extent and connectivity of the 
original shape. In order to extract similar features from two different impressions from the same 
thumb, they should be appropriately aligned before feature extraction. In this work, we use the secure 
alignment technique which does not require storage of minutiae. Also, it is necessary to adjust the 
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global contrast of thumb print images, especially when the usable data of the image is represented by 
close contrast values. Through this adjustment, the intensities can be better distributed on the 
histogram. This allows for areas of lower local contrast to gain a higher contrast without affecting the 
global contrast. Histogram equalization accomplishes this by effectively spreading out the most 
frequent intensity values.  
 
 
 
 
 
 
 
 
 
 
  

              
 
 
 
 
 
     
 

 
 
 

Figure 3. Proposed System Architecture 
 

• Image Acquisitions - In the proposed system the images of thumbprints and palm veins from 
200 students using high quality web camera. Thumbprint image size is 128*128 pixels and 
palmvein is 320*240 pixels. Samples are shown in figure 4. 

 
 

(a)   (b)  
Figure 4 The sample of (a) thumbprint and (b) palmvein 
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• Features Extraction: 

Feature extraction involves extraction of palm vein region of interest (principal lines) and thumbprint 
minutiae extraction (ridges). I-Gabor transformation can capture prominent visual properties. I-Gabor 
filter can be used to extract the rich line features of palm vein. Palm vein is more reliable biometric 
feature at it covers larger area than the thumbprint. The rich line features remain unaltered throughout 
the person’s life. In this paper I-Gabor filter approach can be used which transforms palm vein images 
into specific transformation domains to find useful image representations in compressed subspace. It 
computes a set of basis vector from a set of palm vein images, and the images are projected into the 
compressed subspace to obtain a set of coefficients called I-Gabor code.  
 
The most commonly employed method of thumbprint minutiae extraction is the Crossing Number 
(CN) concept. This method involves the use of the skeleton image where the ridge flow pattern is 
eight-connected. The minutiae are extracted by scanning the local neighbourhood of each ridge pixel in 
the image using a 3×3 window. The CN value is then computed, which is defined as half the sum of 
the differences between pairs of adjacent pixels in the eight-neighbourhood. The CN for a ridge pixel P 
is given by:  

𝐂𝐍 = 𝟏
𝟐
∑ |𝐏𝐢 − 𝐏𝐢−𝟏|𝐧
𝐢=𝟏 ,𝐏𝟎 = 𝐏𝟏…….6 

where Pi is the pixel value in the neighbourhood of P. For a pixel P, its eight neighbouring pixels are 
scanned in an anti-clockwise direction. [14].  

 
• Matching 

The last module of the biometric system is matching. The feature matching determines the degree of 
similarity between stored feature vector and claimed feature vector. Here the features extracted in the 
previous section are matched up with the features of that individual previously stored in the database. 
The algorithm used for matching is back-propagation neural network variant.  
 

• Performance Metrics  
The following performance metrics are used in this paper to measure the effectiveness of the proposed 
technique. The closest match with any of the correct training image has been considered as the correct 
match of the test image. The Recognition Rate (RR) is calculated by, 

………7 
 
In a detection system, two statistics are important: true positives and false positives. True Positive 
represents the case that was positive and predicted as positive (persons are correctly identified) and 
False Positive means the case that was negative but predicted as positive (incorrect person 
identification). An ideal system would have very high true positive and very low false positive rates. 
 
The ROC (Receiver Operating Characteristics) is a mapping of the decision threshold to FAR and 
FRR. Thus ROC plot is a visual characterization of the trade-off between the FAR and the FRR as 
threshold is varied along the curve. 
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III. Results And Discussion 
In this experiment, a standard PC with Intel Pentium 4 HT processor (3.4 GHz), 1024 MB random 
access memories and implemented using MATLAB V 7.9 on windows 7 operating system. A sample 
implementation interface of the proposed system is shown in figure 5. One hundred palm veins and one 
hundred thumbprints were collected.    
 
 

 
    Figure 5: Sample Interface of the proposed system 
 
From the samples, 40% are taken as training data, 30% are taken as validation data and the remaining 
30% are taken as testing data. The experiments were conducted using (i) Adapive LBP and (ii) without 
ALBP. The back propagation training algorithm is Levenberg-Marquardt (LM) algorithm which is the 
fastest method in the tool box. Training the neural network depends on various parameters like 
learning rate, initial weight, number of epochs and the number of input and output neurons. The 
maximum output of the processed system was compared with threshold and the values higher than 
threshold was accepted. Thus it was observed that the results of the experiment with ALBP produced  
9.4% of true positive better than without ALBP, 3.3% of false positive lower than ALBP, 12.5% of 
recognition rate better than without ALBP.  
 

IV. Conclusion 
A new method of personal authentication based on vascular pattern and texture surface of thumbprint 
has been discussed in detail. Multimodal security system for recognition and authentication purpose 
using thumbprint and  palm vein biometric traits by I-Gabor and Adaptive Local LBP, in ATM system 
has been developed. The system used back-propagation neural network based Levenberg-Marquardt 
(LM) algorithm  for matching. This system gives more security compared to unimodal system because 
of two biometric features, and Adaptive LBP  technique enhances more security .Thus it can be used in 
defences system and any privacy protection security system. 
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