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Abstract 

Telemedicine is a general word used to characterize several elements of medical attention from a distance. Telemedicine may be 
described as the utilization of telecommunications technology, medical information, and services in its most extensive 
application. Electronic signals are used to convey data from one place to another. It is best known using electronic imaging 
technology for remote clinical treatment and consulting. The number of situations in which doctors cannot obtain patient 
information can reduce with integrated telemedicine electronic medical records. Telecommunications technology has been 
utilized to provide distant health care to tackle a broad range of health issues in several environments. Telemedicine services can 
provide therapeutic, preventative, and preventative treatments as well as the training of patients. It is beneficial while talking to 
doctors, oncologists, patients, and individuals. Patients, physicians, and universities are progressively using telemedicine 
services. 
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1. Introduction 

Telehealth is the distance between the delivery of medicine. The word is a Greek word for 'far' (tele) and medicine. 
It contains Greek. Telemedicine may be as basic as two healthcare experts evaluating a case over the telephone or as 
sophisticated to consult medical doctors in two countries in real time with satellite communications and recording 
equipment. The employment of an autonomous robot may also be required. The use of information and 
communication technology for clinical treatment is typically referred to in telemedicine. Telemedicine is of greatest 
benefit to inhabitants in distant towns and areas and is presently used in almost all medical fields [1]. Telemedicine 
specializations frequently employ a prefix named telemedicine; for example, radiologist telemedicine is called 
teleradiology.  Telecardiology is sometimes referred to as telemedicine as utilized by medical experts. The capacity 
of videoconferencing to make medical care appealing to the commercial and public health sectors regardless of the 
distance and accessibility of workers on site. The use of smaller medical staff and resources is enhanced via 
telehealth. In spite of diverse social and economic obstacles, it promotes equal citizenship in the accessibility of 
diverse primary healthcare services, at reduced cost. Telemedicine can be regarded as a beneficial health provider to 
remote rural regions. It offers to improve the medical degree both in training and in established practice for our 
future physicians, nurses and other professionals in rural environments, The medical system includes highly 
technical cities and isolated agricultural clinics in most of the emerging and the under countries. The consequence of 
previous decades is an improper sharing of general practitioners and knowledge concentrating in large metropolitan 
centers while in rural regions, due of geographic position and bad public transit, individuals have limited access to 
proper healthcare. Telemedicine is a kind of sophisticated technology that may serve as part of the answer in most 
undeveloped and emerging nations for a variety of healthcare and education problems[2]. 

 

1.1 Objective of paper 

1. Improved communication and collaboration across the different healthcare units by eliminating the barrier 
between therapists and experts in both specialized and main situations 
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2. Give the healthcare professionals opportunity to obtain knowledge that may help diagnose health issues of 
their patients. 

 
2. Literature Review  

This section focuses on literature which uses key management approaches to protect medical data in Healthcare 
Sensor Networks. 

Sriram Cherukuri et al. (2003) suggested a new way to dealing with medical sensor networks security concerns. This 
system uses biometric obtained from the female organism to safeguard the sensitive data needed to protect the 
transfer of data. In order to secure the key for measuring errors and a randomization issue, one solution uses error 
corrections and various biometrics. This method removes the necessary calculations and dramatically lowers 
communication in comparison to conventional asymmetric key setup procedures. In the future, important biometric 
data are collected and their temporal differences examined and a combination of biometrics is developed that will 
result in adequate randomization. 

Shu-Di Bao et al. (2005) suggested an EA system to address the issue of body identification in m-body Health's area 
sensor network (BASN). 12 healthy people with 2 photoplethysmograms were studied on a suggested entity 
authentication system (PPG) Captured at several areas of the body synchronously. As a biometric feature, the beat-
to-beat cardiac range is utilized to create individual identification. This is an advanced and safe system model during 
the establishment of wireless links and shown to be the best solution comparing with general encryption computing 
and minimal memory requirements. There is a potential future to use the chaotic character of the research participant 
for encrypted communication. In order to implement the suggested method in practice, further research work should 
be undertaken integrating the regard to sustainable development. Patrick Traynor, Guohrong etal. (2006) introduced 
Deterministic Pairwise Key-Predistribution Scheme for Medical Sensor Networks (DPKPS). In four steps, DPKPS 
is performed, namely initial installation, use, discovery and key setup. In comparison with fully paired key schedule 
systems, this approach allows powerful BSN security solutions for extremely low power and memory cost. DPKPS 
increases the scalability of KPS (D. Sanchez & H. Baldus(2005)), enhance the scalability of the x n-KPS (C. Blundo 
et al.(2003)) and enhance its resilience. In addition, the study will be expanded to fulfill the key BSNs management 
infrastructure in the medical field, involving the creation of effective revoking, updating and controlling important 
materials in BSNs. 

Carmen C. Y. Poon & Yuan-Ting Zhang (2006) suggested a unique biometric approach to securing a telemedicine 
and M-based wireless body networking. This article looks at a biometric method that employs an innate property of 
the human body to ensure an identification or redistribution of chips to secure the transmission of the intersensor 
network. In 99 participants with an 838 segment simultaneously recording ECG- or PPG-symbols, this approach 
employed Inter-Pulse Interval (IPI) as the biometric characteristic and test. In comparison to the Authentication 
Method (Shu-Di Bao et al. (2005)), this biometric approach gives a higher degree of security with less memory and 
less calculation. This work has highlighted several critical questions for further study, including remedial methods 
for various channel asynchronies owing to illnesses, physiological events, motion artifacts, dictionary mistakes etc. 
The author (Shu-Di Bao et al. 2008) proposed a new light weight biometric technique that utilizes intrinsic 
characteristically character traits of a human body to produce an EI (entity identification) of each of the BSN to 
recognize a node and safeguard the transmission of important inputs to address security problems and overcome the 
severe resource constraint challenges in BSN. This approach mainly employs EIs to secure intra-BSN 
communications. It shows the interpoles interfaces (IPIs) of the ECG and photothysmogram of 99 patients computed 
from the heart rhythm. In comparison with the biometrics Upkar Varshney (2008) introduced a resource-friendly key 
management system in Body Sensor Networks for the generation and distribution of cryptographic keys and 
suggested an alternative for symmetrical encryption algorithms for certain types of data to the new methodology for 
data clamoring based on extrapolation and accidental selection. The system may be modified to meet the necessary 
resource limitations depending on the specific application. Adjustable parameters for various levels of resilience and 
complexity exist for the techniques provided. The methods proposed Compared with the conventional single point 
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fuzzy key approach this system makes more optimal use of transport and resource usage. But in many real 
circumstances, such canal fading and aberrations, the resilience of the system has to be examined. 

The new key agreement technique, EKG based Key Agreement (EKA), introduced by VeikkoIkonen & Eija Kaasin 
et al. (2008), which employed electrocardiograms (EKG) for the creation of cryptographic keys. The Fast Fourier 
Transformer extracts the feature. Using EKA, a 'fitting-n-play' way may be used to ensure securing communication 
between the sensors. No system set-up was necessary, and the body received keys for communication as and when 
necessary. In comparison to the technique given by L.Biel et al, the authors offered efficient process for creating 
EKG template (2001). Finally, the authors set forth their planning of future work to increase the security of the EKA 
scheme by broadening the block size, using actual hardware techniques, evaluating the key developed in greater 
detail, and studying the computer and waste implementation of the method. Vijay Srinivasan, John Stankovic & 
Kamin presented an impoverished EKG basic agreement approach that uses Discrete Wavelet Transformation 
(DWT) to provide a shared key inside a body area network (2008). The benefit of DWT over FFT is its linear 
computing costs. This procedure maintains the security of the blocks when they are locked and unlocked between 
communication sensors with iris or fingerprinting. The system is secured using watermarking for trying to open. 
This system improves on the key agreement technique for safe and efficient wi-fi (SEKEBAN) based on the EKG. 

(Young-Dong Lee and Wan-Young Chung 2009) uses WBAN-Security Physiological Signals (ECG). SEKEBAN 
maintains and protects privacy by generating and distributing symmetric cryptographic keys to WBAN component 
sensors. Compared with commodity key generation (FrancisMinhthang Bui & Dimitrios Hatzinakos (2008)) 
SEKEBAN is efficient and energy efficient. To guarantee end-to-end communication, it seeks to create safe and 
effective symmetric public key between both the sensor nodes of the network. It also seeks to safeguard 
communication relationships with biometric data among the sensing nodes individually. Eryun Liu et. al(2010) have 
presented the useful and effective approach to secure body sensor network histocompatibility systems for 
physiological safety values (PVS). The PVS system distributes, by concealing physiological data, the key required to 
secure a message together with the information itself. This approach minimizes the need for intentional key 
exchange to satisfy all its safe communication criteria by reducing the number of keys necessary at each node. This 
system was energy-saving, spaces effective and more dynamic than LEAP protocol comparing to safety in a body 
sensor network (Zhu et al. 2006). In the future, the authors will explore approaches for the elimination of 
topographic specificities that are capable of entirely removing the main distribution. 

Krishna K Venkatasubramanian et al is proposing highly flexible authentication and key establishment procedures 
based on the ECG signals and fuzzy commitment, namely the ESKE (2010). The singularity of ECG signals ensures 
that ESKE offers lengthy, random, low latency, identifiable and temporally variant keys. ESKE employs the same 
fuzzy PSKA engagement method, which can handle the high noise level and fluctuation of ECG data. But for feature 
generation ESKE employs Discrete Wavelet Transforms. ESKE does not need a prior dissemination of the key 
content. The test findings demonstrate therefore that ESKE improves security when compared to PSKA with regard 
to data secrecy, authentication, consistency and harmful assaults. 

In the wireless public health system Lifang Wu et al. (2011) introduced authorship of biomes with physiological 
characteristics. This suggested technique for data authentication using Electrocardiogram (ECG) signal patterns to 
reduce key overhead exchanges. The interpoles interval in this method (IPI) The broadcaster side of the signal 
pattern is summarized as a biometric key with the Gaussian model of mixing (GMM). A lightweight signature 
checking system is employed on the receiving side, which leverages IPI signals locally collected on the receiver. 
Stochastically pattern recognition to ECG safety, which is essentially different from conventional techniques, is the 
main contribution of this suggested methodology. This method also benefits from a low HTER verification threshold 
for sample misaligned. Min Chen et al. (2011) developed Wireless Body Area Network's Trust Key Management 
Scheme that uses biomedical parameters such as EKG to deal with WBAN security problems. This technique 
manages symmetric ECG cryptographic keys to be generated and distributed across sensor nodes safely and 
effectively via the WBAN to WBAN sensors. In comparison with SSL, this system efficiently saves energy. 
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The system termed ECGImproved Jules Sudan (IJS), which uses the use of biomedical parameters such as the ECC, 
has been introduced by Zhaoyang Zhang et al. (2012). Without overhead redistribution, this key establishment 
technique may ensure data transmission over BANs in Plug-n-Play. To create keys with minimal computer 
requirements ECG-IJS just needed a brief timeframe. 

Daojing He et. al(2013) presented the Secure Wireless Body Area Network (LBP)-based hybrid kind of key 
management approach. Use of LBP to produce Electrocardiogram signal makes this approach effective. The use of 
SHA-256 on EKG blocks and important agreements to create blocks for change, disclosure and secrecy of data 
provide security. Safety is guaranteed. Daojing He et al. (2014) recognized the security liability for medical data 
discovery and suggested a WBAN protocol on secure information discovery and dissemination that is anonymous 
and denial-of-service to ensure the dissemination of the data is not interfered with. The authors modified each 
packet's secret key to prevent duplicating the keys at the halfway nodes. Since each packet requires this protocol to 
calculate the secret key, overhead computation will affect the spread of medical information from source to 
destination. This approach is created to defeat symmetrical cryptographic strategies and applications based on public 
key cryptography. The biometric based main agreements method, known as the PFKA, have been presented by 
Najeh Jammali & Lamia Chaari Fourati (2015), to provide secure communication between sensors. This approach 
enables sensors of the same WBAN, produced from overlapped medical image characteristics, to agree on a 
symmetrical decryption system. The examination of the performance of this system showed calm calculation costs, 
low storage and a soft OVFKA communication. 

A secure ECG-based biometric authentication scheme in the body area sensor networks was developed by Hussein 
Moosavi and Francis Minhthang Bui (2016). The authors showed how the ECG sensor chip and its management 
platform may be designed and implemented. The resultant sensor system is the first BAN sensor system described 
for real-time ECG, IPI, authentication information of internodes. The descriptive statistics of actual sensor readings 
is important to the proposed authentication procedure, which enables the developer to modify system settings in line 
with the real - world situations BAN installations' features. A design design process is performed, and each design 
phase discusses the strengths and limits of each step. Compared to ESKE, PSKA and OPFKA, this protocol is better. 
Future study consists on extended protocol validation for more people in different scenarios and potential aberrant 
ECG characteristics. 

Strong biometric faster and more effective authentication (PPG) technique for wireless body area networks and e-
health application has been given to Tilendra Choudhary & M. Sabarimalai Manikandan (2016). The four phases 
followed in this approach are pre-processing, systolic peak identification, combination average pulsative waveform 
mining and commonalities that meet a normalized correlation metric. The method is tested and confirmed using 
actual and pretending participants' PPG signals. Compared to machine-based PPG biometrics, this approach is 
straightforward. Results indicated that the approach suggested is very latent in networks of wireless body areas. This 
technique does not address the potential for attacks and their attack effectiveness. 

3.  Telemedicine 

In short, telehealth comprises electronic transfer to a consultancy (distance-site) for the delivery of health care of 
patient information, from a patient site (originating site) The use of knowledge on storage and forward information 
for second and valid consultations can lead to consultancy via transmission of x-ray images, ECGs, laboratory test 
results, coronary arteriograms, echocardiographs and ultrasound scans; interactive video consulting including 
consultation session, stethoscope and health information. Telehealth also forms an element of home care offerings 
when physician data concerning blood pressure (PB), weight, pulse oxidation saturation, cardiac events, etc. are kept 
and transferred to medical specialists who analyze, interpret and decide clinically on the basis of the received 
information. Cholesterol or ECG surveillance would be one example. Patients, providers, providers, organizations, 
or combinations of the above can get telehealth consultation with the physician or patient. 

http://www.ijiset.com/


IJISET - International Journal of Innovative Science, Engineering & Technology, Vol. 8 Issue 9, September 2021  

ISSN (Online) 2348 – 7968 | Impact Factor (2020) – 6.72 

www.ijiset.com  

247 
 

4. What is E-health? 

A technological application of the diabetes instruction and healthcare computer technology project of Columbia 
University has been provided (IDEATel) (Starren et al., 2002). The focus of the treatment is on the home 
telemedicine unit (HTU), which functions: simultaneous conferencing via conventional telephone lines, 
computerized fingertip glucose transfer and measurements on blood pressure, secure Web-based instructional 
material. The HTU itself, case software configuration, the healthcare information system, web teaching resources, 
date security, connectivity, and communication, all of these tasks require a close collaboration of six elements. 
IDEATel has shown the viability of large-scale home videoconferencing with over 400HTU deployed. In addition, 
there are many people in need of home-based health care. The development of internet services makes homecare 
companies with an adequate level of service viable. During the videoconferencing standards H. 320 and H. 323, the 
company Guillen and colleagues introduced a multimedia telehome platform which works via a telecommunications 
system and Network technology. This platform enables electric cardiograms, cardiac sounds, and blood pressure to 
be monitored online. 

5. Electronic Medical Records for Rural Health Systems 

EHR – Electronic health records, CPR - computerized health records, these abbreviations are used to identify an 
electronic version of the patient's chart and are referred to as an electronic one. 

Today there are different EHR models [22]. The components are comparable but are usually employed in various 
situations by separate staff. Some of them have the following uses: 

• Acute care - Used to record patients in hospital while being a patient. Eventually, this simulation can substitute a 
paper chart. This contains nursing documents (vital signs, medication administration, and physical exam), Air 
treatment, medical and note orders, healthcare work, physical therapists and pharmacists. Air treatment. 

Ambulatory - A handwritten chart that would be employed by a physician to capture the patient's observations and 
conditions is used at a clinic or physician's office. The implementation of this concept exists in various ways. One is 
a full paperless way of charting. Another example is when the doctor uses electronic medical writing and manages 
an electronic medical history database. The more doctors’ records are, of course, the more complicated is the 
paperwork. Nurses can log phone conversations, drug refills, vaccines, and vital signs. Doctors can also memorialize 
patient meetings by means of templates; electronically request supporting services; and monitor on patient 
demographics. The more significance a record has, the more intricate the record is usually. The perceivable intricacy 
of this record should be observed by physicians who aren't computer proficient. 

• Long-term care — Used to monitor patient treatment in long-term care centers or in specialized care facilities. The 
usage of the touch panel is one of the variants of this model. Using photos rather than words allows employees to 
simply document services to the patient by picking the images from a user-friendly menu. The caregiver can look at 
the screen to identify the services they provide and therefore record that the service has been received by the patient. 
This change enables the different levels of skills of workers, which are typically troublesome in such an 
establishment (some not being computer literate or able to read and write effectively). 

• Home health - used to record a patient's treatment while serving a health care provider at home. This is often done 
by utilizing a sort of laptop device in the home of the patient during service delivery. There are various models, as 
mentioned above, typically appropriate in different situations that neither interact nor exchange intelligence across 
systems. This creates loss of continuity for the patients and may cause repeated tests to be ordered or the 
management of the patient to be delayed if information had been shared throughout systems. A new model, the 
updated version, is required. 

6. Telemedicine System Architecture 

 
Compatibility and various availability with minimal customer requirement are the key element that is taken into 
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account during the construction of the telemedical system. As a result, the system is used as a typical Internet 
application due to its wide provision of information transmission through the Internet. No more than basic Internet 
browsers on the local computer are needed on the client machine, while the core design management is guaranteed 
on the webserver. Fig 1.1 shows the design of the telemedicine system network applications. This involves a high-
speed, extremely reliable and expandable regional network interface consisting of access service points (seen as the 
client system) on the distant website, and the server software document management gateways. This design allows 
users to utilize the Internet to enter the system via a hypertext transmission protocol and transforms the client 
requests into an object oriented programming via a PHP gateway, which transfers them to the appropriate backend 
system. A single data point entry into the system is provided via the common document management gateways. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 1.1 Telemedicine Structure 

 

7. Data set used  

We collected data of telemedicine from this link (https://data.cdc.gov/NCHS/Access-and-Use-of-Telemedicine-
During-COVID-19/8xy9-ubqz/data) different age group persons use medicine through telecommunication show in 
table 1 

Age Group Both Male and female (other group people) Total Medicine use during pandemic 
18-44 2607 
45-64 2380 
65 and above  1799 
White non-hispanic 4506 
Black non-hispanic 811 
Other non-hispanic 529 
Hispanic 940 
 

       Server 

Client System 1 

Client System 2 

 

Client System 3 

 

Client System 4 

 

 

 

PHP and Other 
Machine 
Language 

DBMS SQL 
(Cure and 
Medicine) 
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In this pie diagram white non-hispanic category use huge amount of medicine and other non-hispanic use less 
amount of medicine 

 

Fig 1.2 Different types of category in Pandemic 

Conclusion 

The study proposes a telemedicine ecosystem that may be utilized to address the unequal distribution of medical 
experts in rural areas and consult with specialists characteristic of metropolitan centers in a meaningful way. It also 
gives health care professionals with possibilities to gain access to information that might help patient diagnosis or 
the elaboration of relevant treatment schemes and to improve patient health care in distant rural regions. In urban 
major hospitals, the system may also be utilized for medical practitioners as a subterranean assistance so that correct 
diagnosis, efficient treatment and increased levels of health offerings are possible. The system suggested is in its 
expiration stage and more donations from commercial or public health institutions are still necessary to ensure 
system feet are solid in meeting the requirements for high-quality treatment from all backgrounds. In future, distant 
rural health professionals and specialists in metropolitan centers might use the conventional H.323 across a network 
as well as the stored and forward technique described above, an engaging two-way remote consultations and 
diagnostics between people living in remote rural regions.  
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