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Abstract 
E-voting system based on blockchain technologies are need of the day and their demand will increase in future by manifold. However, 
there are few studies that focus on critical analysis of blockchain e-voting from the standpoint of stakeholders. Therefore, government 
decision-makers and election stakeholders lack sufficient information to assess the dangers, problems, and opportunities connected with 
blockchain e-voting. This article shows how using a blockchain-based architecture for a any e-voting system might help stakeholders 
towards transparent sufficient voting processes like use it with the national elections to study the risks, opportunities, and challenges that 
a blockchain e-voting system for national elections could provide. Blockchain e-voting, according to the study, can prevent several 
security breaches, internal vote manipulation, and enhance transparency. However, voter validation and the blockchain architecture's 
security are two possible flaws that will require major attention. 
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1. Introduction 

The traditional political registration election voting used whiteboard counting score. In this paper, we use the private 
Blockchain in e-voting to give the new system was insufficient to enable government decision-makers and important 
election stakeholders to enhance the security electronic voting system to keep it more trusted and solidness towards fairness 
and integrity e-voting system within a local, national assembly elections. We were using a private blockchain solution to 
Write Once and Read Many (WORM) saved in the candidate's blocks to current results with voter anonymity. To close this 
gap, we illustrated how an architecture evaluation and documentation process Informatics might help election stakeholders 
understand the possible dangers, problems, and prospects of blockchain e-voting. To accomplish this, national assembly 
election paperwork and voter feedback establish the block key requirements for a national e-voting system. Credible 
elections lay the groundwork for long-term democracy and effective governance to avoid any unexpected forgery. Many 
developing countries' elections have a history of challenges, blunders, and institutional manipulations, lowering their 
legitimacy. Traditional voting systems are built on governing system architectures. It started with registering the voter as 
soon as they could register through the local mayor or governor's district. While it requires the voter to have completed 
twenty-one years old o more to allow him to register, this can be solved easily with our proposed system to authenticate the 
registrar's voting rights. In this paper [2], the proposed design allows the voter to change their vote before a preset deadline 
which might affect the integrity of the voting system. Conversely, we will enable the voter once to vote after they 
authenticate their right to vote. In this research [3], they reviewed a blockchain e-voting system based on a smart contract 
that enables voter privacy while setting Go-Ethereum to the permission for Proof-of-Authority (POA). E-voting has recently 
been acknowledged as one of the valid applications of blockchain technology. The decentralised Most of the issues with 
traditional voting systems and conventional e-voting can potentially be addressed by blockchain-based e-voting architecture. 
These include issues such as voter authentication, vote verification, voter privacy protection, vote security, and election 
outcomes integrity. General elections are a type of practice that democratic countries engage in regularly. The traditional 
general election method is hazardous, has resulted in controversy, and costs significant money. Many countries are 
attempting to use e-voting technology in general elections towards an improvement scheme for e-voting preparation, to 
proceed with the elections process should be completed successfully. The Kuwaiti Current Traditional Voting System: The 
National Assembly is composed of fifty members distributed in five electoral districts, who are elected through the direct, 
secret, general election following the election law. Ministers who are not elected in the National Assembly are considered 
members of the council under their functions. Kuwait is currently divided into five provinces/districts. And ten deputies are 
elected from each district. The right to vote is limited to one vote for every local citizen. A voter citizen, when a voter 
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reaches the age of 21, is entitled to vote. A secured electronic voting system that incorporates the integrity and security of 
current voting systems while providing the simplicity and adaptability of electronic systems. The blockchain provides the 
ability to overcome the restrictions and transmission barriers of electronic voting systems, guaranteeing security and 
integrity of the voters. This paper introduces immutability and remote voting with their proposed system which is one of our 
aims in this research [1]. Elections appear to be a highly important event in current democracy. Voting is almost every time 
used to organize elections, which are forms of procedure with established rules. In this paper, we suggest a brand-new 
blockchain-based electronic voting system for multidistrict elections and work to apply an effective and trusted blockchain-
based electronic voting system to electoral college election scenarios [2]. Verifiability is one of the criteria in electronic 
voting that can boost trust in the technology by assuring that voters do not alter their ballots. Accuracy, Invulnerability, 
Privacy, and Verifiability are only a few of the factors that should be included in e-voting rules. Researchers have been able 
to calculate the degree of verifiability in the proposed e-voting protocol using the simple verifiability metric [3]. The 
conventional voting process is flawed in many ways. Using the E-Voting system, many problems are resolved. The 
blockchain is a database that is shared among all network users and will assist in verifying all votes cast without relying 
solely on a third-party system [4]. To accomplish so, we used a method based on interactions with electoral officials, 
national assembly election paperwork, and voter feedback to establish the block's key requirements for a national e-voting 
system. Elections that are credible lay the groundwork for long-term democracy and effective governance. Many developing 
countries' elections have a history of challenges, blunders, and institutional manipulations, lowering their legitimacy.  E-
voting has been proposed as a solution for many of the challenges of paper-based voting to ensure error-free and bias-free 
elections [5]. Traditional electronic voting systems are based on centralized system architectures, making them vulnerable to 
cyberattacks that target central infrastructures, such as distributed denial of service assaults (DDOS). E-voting has recently 
been acknowledged as one of the valid applications of blockchain technology. The decentralized nature of blockchain, and 
its attributes of anonymity, and transparency make it a suitable approach to handle many of the difficulties associated with 
conventional e-voting systems [6]. Most of the issues with traditional voting systems and conventional e-voting can 
potentially be addressed by blockchain-based e-voting architecture. These include issues such as voter authentication, vote 
verification, voter privacy protection, vote security, and election outcomes integrity. 

The rest of the paper is divided in the following sections. The proposed architecture of how the blockchain technology 
can help in reducing the risks of misconduct in elections is presented in Section 2. Also, the subsections in Section 2 
thoroughly explain the working of the proposed scheme. Finally, the conclusion is given in Section 3. 

2. Proposed System 
The system is integrated with a local Civil ID authentication system to authenticate and verify the voter ID. The 

introduction of blockchain technology has revolutionised the concept of decentralised and distributed transaction 
authentication, in which different entities can provide transactions without the need for a central entity to participate. That 
will avoid the previous traditional registration issues like adding new voters each year. For example, only people who go to 
the local mayor to register if they missed the deadline are not supposed to give a vote. Also they give a vote. Also, they offer 
specific days every year to add the names of those who were unjustly neglected in the previous voter's registration table and 
delete the names of the deceased and delete the names who transferred their domicile or house from one domicile to another, 
all of these issues are solved by adding the right to register with the current local domicile that is synchronized with the local 
Hawiti application the transactional encrypted confidential voter logs stored as private blocks as the votes and voter data 
cannot be tampered with as it is added in private blocks to the Blockchain. A blockchain can be created to add information 
while conducting transactions. When a voter registers, other devices create and validate a mass of information. When data is 
collected regarding the number of votes and whether the voters can vote according to the conditions, this information is also 
authenticated and added to the Blockchain, etc. This information is irreversible and is only disclosed to the polling station. 
When voters vote for a specific candidate, a dedicated polling station in that area can access this data, while using the 
Blockchain. To this end, most of today's solutions are centralised or not dependent on secure decentralised collaborative 
solutions. In this project, we aim to design an electronic voting framework supported by blockchain technology that can be 
integrated into today's sustainability of democratic systems to serve citizens and governments in providing renewable and 
on-demand electronic voting. 

2.1. Private Blockchain 
Blockchain technology is categorised into two categories: (1) public and (2) private. This research focused on the 

private blockchain because the private blockchain allows the sensitive data only seen by selected permitted users and no 
need for mining as a public blockchain [17]. We use private blockchain to preserve every transaction that should store once 
and read many in each block. The decentralised nature of blockchain technology improves data storage such that it cannot 
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be exploited by other parties or even the system owner. Blockchain technology can also react to an assault, penetration and 
intrusion on information recorded within it due to the decentralised structure, this technology stores the data in a safe place 
where their sensitive information is secured, protected, and encrypted by unwanted or unauthorised parties. 

 

Fig. 1  E-Voting Preserve Private Blockchain System Processes. 

2.2 Smart contract +   PACI 
Smart contracts can be made for all citizens quickly and accurately by linking the blockchain with the (My Identity) 

application of the Public Authority for Civil Information. So that every citizen has a unique private key. Smart contracts will 
contain three parties: candidates, voters, and judges, each of whom will have certain powers that he cannot override. The 
voter can choose only one candidate from the list of candidates, and the candidate can see the election results only and 
cannot change anything, while the judge is able to observe the election process and set the results. Smart contracts preserve 
the privacy of election results, spread confidence in the country, and eliminate fraud and corruption. 

 
2.3. Cloud Storage 

Cloud storage definition: huge storage place with huge storage space. User data is uploaded via the PACI (Hawiti app) 
to be stored. All files uploaded to the cloud can only be seen by others if you give your personal account information to 
someone else. That is why we suggested using it to store information that is done through the system. 
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2.4. National Assembly of Kuwait 
The National Assembly of Kuwait elections are based on a voting process to select 50 elected members of the National 

Assembly. The election and voting process is governed by the Constitution of Kuwait and the election law. Elections are 
held every four years, and early elections may be held when the Emir of Kuwait dissolves parliament. Kuwait is divided into 
five electoral districts, and the voter in each district selects one candidate, and the top ten are chosen from each district to 
represent the Kuwaiti people in the National Assembly. The parties that can access the system are the polling stations 
associated with the National Assembly, which are distributed in each region, and usually in each area there is one or two 
centers in the school building. When implementing a Blockchain electronic voting system, the problems of questioning the 
credibility of some candidates and accusing them of fraud will be avoided. 
 
2.5. Intended Users 

The voter inserts his personal fingerprint into the voting node and provides a password. Votes are approved and declared 
via the Independent Electoral Commission's database. If successful, the digital ballot consists of a candidate’s public key set 
and a unique polling identifier. The voter submits a vote for the preferred candidate. 
 
Voter A voter citizen, when a voter reaches the age of 21, should register with the local council to entitled to vote the best 
candidate. 
 
Candidates the candidate who apply to election affair to be elected by the voter 
 
e-Judge have the authority to access the system from the voting center to track the ledger transactions of voters and their 
votes. 
REQ 1: Hawiti app - If the voter does not create an account in the Hawiti app(Local Civil ID Authenticate all local 
citizenship with Civil information App), a voter must download the application and authenticate civil user data such as 
(name, age, nationality, etc.) to authorise the voter to create a private blockchain WORM User ID authentication ledger 
record. 

REQ 2: private key - When linking a smart contract with Hawiti app, each user is given a private key that they are 
recommended to save it. 

REQ 3: Send an email to the citizen voter confirming the creation of a civil registry in the Blockchain. 

REQ 4: Choosing the constituency to which voter belongs from among the five departments in Kuwait. 

2.6. Smart Contract Functional Requirements 

REQ 5: Citizen voter registration. 

REQ 6: Draw up a list of candidates, usually ten candidates from every circle. 

REQ 7: This makes voting and candidate selection very easy. 

REQ 8: Giving the right to show some voter data or the civil medical record only to the concerned party, for example 
(judges).  

Blockchain Functional Requirements: 

REQ 9: Coordinate and organise information thanks to a secure hashing algorithm. 

REQ 10: Achieving data transparency because it is not stored in one place but is distributed throughout the network. 

REQ 11: Ensuring the preservation of the user's identity, as this technology does not allow users to be identified and 
guarantees anonymity. 

Table 1: Proposed System Intended Users 
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Name Responsibilities Description Stakeholder 

Voter 

- Authenticate the voter ID. 
- View the list of candidates. 
- Vote for the chosen candidate Cand_ID. 
- Assign the Voter transaction Blockn 

 
Local Citizen User 

Candidates 

- Registration in smart contracts to ensure privacy. 
- For each government district/province, 10 citizens can run for 
candidacy, according to the criteria of the Kuwaiti National 
Assembly. 

 
National Assembly 

Judges 

- Monitor the voting process remotely and aid them. 
-Record the results in the system. 
- The ability to retrieve information to avoid any doubts about the 
reliability of the election. 

Ministry of Justice 

2.7. E-Voting Database Schema Diagram 
In the proposed system, the voter is provided with a private key, random people are not allowed to connect to the 

network, they can only connect once an account is created, and identity verification documents are submitted to the smart 
contract. Once the account authenticates and verifies the submitted documents, users are allowed to access the system, and 
the information recorded by smart contracts is stored in the cloud. In addition, civil information that is collected from the 
user, like the fingerprint features, is sent to the Blockchain. Figure2. Once completed, it is verified and sent back to the 
cloud for storage, and the information will be retrieved from the cloud to the election administration if needed. 

 
Fig. 2 E-Voting Database Schema Diagram 

2.8. Blockchain for e-Voting 
The Blockchain is an extensive and fragmented base, as it breaks down similar information with each other, which helps 

with this secure hash algorithm in fragmenting and encrypting data so that the system can quickly develop and be installed 
in the electoral process. The use of private Blockchain with a smart contract should help in sending the number of votes 
quickly and easily to the judges on an ongoing basis, which contributes to the confirmation and remote monitoring of voters 
and confirming their civil data, which prevents any errors or fraud and gives the voter confidence and freedom of choice. 
The system is integrated with local cloud storage as a reference in case of any error or failure in the Blockchain, which helps 
in not losing any of the user data and the ability to retrieve the data. Private Blockchain is characterised by security and 
privacy because it uses the secure encryption SHA-256 algorithm and is stored with the MD5 hash transaction function to 
add more unique ID ledger anti-forgery transactions. In this paper [5], they present an implementation study on Multichain 
evaluation for an e-voting scheme that contained four layers with a voter and admin that are different from our model. 
Because we focused on the WORM ledger and have three main user voters, candidates and judges, in the event of an 
election dispute, the system should be able to support any process that requires rechecking and recounting votes. The system 
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should be available for both voters and candidates within the borders of the country during the voting process, and it will be 
a useful system for the council to prevent external forgery, fraud or e-votes tampering. Judges can access voter-recorded 
ledger data and monitor voting remotely easily and recorded. After storing the information in the blockn, smart contracts will 
give the right to show the voter information to the judge's authority.  

The E-voting System use case diagram explained in figure 3 includes the services for each user. At the same time, the 
role of each of them is as follows, the user (voter) should be able to create, authenticate, view candidates and cast or ballot 
the confirmation of the vote through accessing the account or logging in to the voter account and receive a confirmation 
authentication message from Hawiti app, they can view their data, and the electronic voting blockchain WORM ledger 
record will facilitate all these Blockchain transactions. The responsible (election authority or judges) will be able monitor, 
view, publish or declare the results Blockchain System are responsible for doing all the E-voting database schema diagram 
operations like adding, controlling and saving the information in the Blockchain and can monitor the process remotely.  

 
Fig. 3 E-Voting System Use Case Diagram 

2.9. Securing E-Voting Process 
The voter can vote once, and the vote keeps its anonymity feature process in the ledger. It can read many by the voter, 

judgers or candidates opposed by Hiabo Yi[6], that designed a "withdrawal model that allows voters to change their vote 
before a preset deadline". The process starts with authenticating and verifying the voter's voting eligibility by checking the 
birth date. If it is eligible, it goes to authenticate that the voter is not registered by any police or military service. If not 
registered, it goes to the next step, and then it issues the Voter_ID to allow the voter to choose the best national assembly 
candidate as the voter should choose only one candidate. The server will maintain two different repositories: Voter/ID 
repository: This database will have the list of eligible voters who will be accessed during the authentication process in the 
registration phase to check if the voter has the eligibility to vote and once a voter is approved the registrations and Voter_ID 
has been an issue it will be stamped and authenticated the voting attempt by blockn. The authors of BroncoVote [7], 
proposed Ethererum Blockchain-based e-voting system. They used homomorphic encryption that might slow the ballot and 
voting system. If it is used for a national assembly, the test of BroncoVote was based on university-scaled ensured using 
ballot-card and password for each voter candidate that is different from our system that should authenticate through hawiti 
app to allow the voter to vote. While on the other hand, [8] introduced the block sealing concept successfully, and we 
continued to use the block concept linked by the previous hash instead of linking to the next hash as explained in [8] also 
explained. Both the process after block n generated by entities for 'n' number of persons. The proposed e-voting 
approach[9], using a Non-Fungible Token (NFT), gives a nice try to use NFT in e-voting, but NFT is normally used for 
digital assets like a piece of art or digital online content used to track the royalty of the media art through tracking NFT 
ownership blocks in our proposed system we don't need it because we used MD5 to record the blocks ledger for each 
transaction. Recently, the researcher introduced many similar ideas to enhance the working of the e-voting systems using 
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blockchain technology [11-16]. However, these techniques are difficult to deploy in the current e-voting systems there for 
we developing a generic e-voting system based on private blockchain technology. 

 
2.10. Flowchart 

 
Fig. 4 E-Voting System Flowchart 

In Figure 4, before completing the voting process, the voter must meet the conditions to be allowed to vote based on the 
Kuwaiti Election Law, and its conditions are as follows: The voter must be twenty-one years old or more, which can be 
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known by applying Hawiti, and not be a policeman, solider, or working in the military service. The voter must not have been 
convicted of a crime and can be verified by linking smart contracts to the website of the Ministry of Justice and Kuwaiti 
courts. Voters cannot vote more than once, and the voter must be in the same constituency they registered with. For 
example, the voter belongs to (the first, second, third, fourth, or fifth constituency). After the voter completes the 
registration process and logs into his account, the voter can read his voting transactions logs information, which the e-voting 
smart contract should facilitate. If there is a problem with the registry, an error alert will appear, and it should be recorded in 
the ledger logs. The responsible (judges’ authority) should be able to monitor and read the block information in the 
Blockchain and can monitor the process remotely. According to his civil data, the system will also help to send an alert if 
there is any error. After completing the conditions, the voting process is completed successfully, and the votes are saved in 
the database with the continuous updating process. Then the results are displayed with the constant updating process, and 
then the results are displayed with ongoing updates until the end of the electoral process.  

4. Conclusions 

In conclusion, we proposed a secure solid e-voting system using local private Blockchain that solved double voting, voting 
forgery, late winner declaration announcement that can work to any voting system started from cooperative organization, 
association or clubs voting system to large number of voters like the parliament, municipality or council voting processes. 
The traditional voting system was insufficient to enable government decision-makers and important election stakeholders to 
make an educated conclusion on the merits of blockchain e-voting for national assembly elections. To close this gap, we 
illustrated how an architecture evaluation and documentation process Informatics might help election stakeholders 
understand the possible dangers, problems, and prospects of blockchain e-voting. The system should be highly 
recommended to use it instead of the current traditional whiteboard crossing the candidate voters to count the voters to 
announce the declaration winner announcement. As Yavuz et al. said, "E-voting is still a controversial topic within both 
political and scientific circles" [10]. That's why we will continue to implement more module to secure our private 
blockchain e-voting system. In future work, we will focus on enhancing the DDoS and session hijacking attacks detection 
during the voting time to detect any future expected vote forgery phenomenon. That’s will allow us to elicit more explicit 
and implicit needs related to e-voting in the Kuwaiti context. This will show a more solid foundation for the proper design 
towards solidness securing private blockchain e-voting system and its proof-of-concept implementation.  
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