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Abstract 

In this paper, ANFIS based morphological image processing is explained and reviewed. 

Based on the mathematical morphology rules, fuzzy sets and fuzzy logic theorem fuzzy morphology 

operations are defined. In general mathematical morphology operation definitions are similar 

structures set theory and set operations definitions. For this reason fuzzy set theory is easily applied 

to the mathematical morphology. With the help of this theorem image processing techniques gain 

many opportunities for different operations. Since the gray scale images are discrete structures 

which have 1 and 0 sets, fuzzification process is a good application for transforming the discrete set 

to the fuzzy set. Here a gray scale image is fuzzified according to the Sakawa’s and Yumine’s fuzzy 

membership functions. Basic mathematical morphology operations which are “Erosion” and 

“Dilation” implemented and inspected via the fuzzy membership functions alpha cuts. 

Now a day’s demand of internet in applications in large amount requires to be transmitted in 

a secure manner. In communication system transmission of digital data is not secure because 

interception and improper manipulation done by the eavesdropper. We can send digital data in such 

a way that no one, except the sender and the receiver can suspect the existing of data. In this paper 

we propose a new fuzzy logic based technique for content based image retrieval (CBIR) and digital 

data transmission, which transforms a secret digital data by embedding in another digital data with 

the same size and looking like selected target image. The transformation process can be controlled 

by a secret key generated by fuzzy logic. 

Steganography (data hiding) is the method of providing Computer security in which hiding 

the required information is done by inserting messages within other messages, which is a string of 

characters containing the useful information, in a carrier image. Using this technique, the required 

information from the secret image is embedded into individual rows as well as columns present in 

the pixels of carrier image. The fuzzification process transforms the image in to various bitplanes. 
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Pixel number and Correlation Value is computed in the original image for hiding the secret 

information in to the original image. Pixel merging is done in the sender side by assigning a 

steganographic value of white and black pixels in original image based on the fuzzy rules by 

comparing the pixels present in the original and secret images. The information which is hided can 

be retrieved by using the same fuzzy rules. Experimental results show that the proposed method can 

hide and retrieve the secret and important messages in an image more effectively and accurately. 

Keywords: 

Mathematical Morphology, Fuzzy Morphology, ANFIS, Fuzzy logic, carrier image; secret 

image; steganography; fuzzification; Secure data hiding. 

1. Introduction 

Mathematical morphology is a collection of operations which produces useful outcomes in 

image processing area. It is completely based on set theory. For this reason all of the operations in 

morphology are defined on the simple set operation rules to apply them on image pixels. By 

knowing this fact there has been many approaches proposed to the morphology to extend its 

applications. Because the mathematical morphology is originally defined on binary images, most of 

the theories for extending the mathematical morphology tried to broaden this fact to the grayscale 

and colorscale images. Some of these theories were the non-fuzzy approach, these theories; they 

had some drawbacks application wise. But one of the approaches which were not counted above is 

Adaptive Neuro-Fuzzy Inference System (ANFIS) approach. 

The development of internet not only cause an explosively growing volume of digital 

images, but also give people more ways to get those images. The importance of an effective 

technique in searching and retrieving images from huge collection cannot be over emphasized. 

Digital data from various sources are frequently utilized and transmitted through the internet from 

various applications. All these contain private information and they should be protected from 

leakages’ during transmission. Steganography is data hiding technique that hides a data in to a cover 

image, audio and video. So that no one can realize the existence of the secret data. Thus, a main 

issue of the methods for hiding data, images, audio and video in other file is difficult to embed a 

large amount of data. If one wants to hide a secret image in to a cover image with same size the 

secret image must be highly compressed and data compression causes loss of data. For many 

application such as document storage systems, medical imaging systems and military image 

databases etc, that are valuable with no allowance of serious distortions. 

The method of hiding an information on a medium as image as is called as Steganography. 

Information hidden in photographs or an image is more common recently. In this case, the medium 

of information hiding is an image. An image can be defined as a function of two dimension 
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coordinates f(x, y), where x and y represents the spatial co-ordinates, and f is called as its intensity. 

In this method an image is considered to be a matrix of two dimensions where each point represents 

its pixel which is the rows and columns. It also has a medium level of brightness. This process can 

be done by using the fuzzy rule-based region merging. The main importance of this proposed 

methodology is that it can be used easily by any end user. This methodology solely concentrates on 

steganography based on an image which is most widely used because of its capacity of carrying 

hidden data is higher and hence it is very difficult to find a steganographic data from a normal 

digital image.   

2. Related Work  

There are many papers proposed in data hiding techniques, image, audio and video 

steganography. Dr. k. sathiyasekar, S. karthickswathy Krisha proposed different data hiding 

techniques which includes watermarking, steganography, fingerprinting, cryptography and digital 

signature. Rincy Medayil John and Jacob Cherian proposed a secure image transmission via mosaic 

images using Genetic algorithm. The created mosaic image looks similar to a randomly selected 

target image which is used as a mask of the secret image. Usha, Srinath. N. k, Narayan and sangeeta 

K N proposed a secure data embedding technique in image steganography for medical images. Here 

confidential information are stored in digital media and transmitted via internet. Ashalatha, 

anithadevi, Dr. K. Bshiva kumar proposed a secured secret image transmission by using fragment 

visible mosaic image technique to hide a secret information in a text file, image, audio, video.   

Manpreet kaur, Sukhpreet kaur proposed a survey of various encryption techniques for audio data. 

Jithu Vimal proposed different audio steganographic techniques for hiding the information in a host 

audio signal. Jithya, J., Prakash, Hemand E.P. proposed encryption techniques of videos. Souma Pal 

and prof Samir kumar proposed various methods of video steganography to hide some secret 

information inside a video. K. Ganesh kumar and. Arivazhagan proposed a cryptography algorithm 

with fuzzy logic for effective data communication. 

Many techniques of steganography were proposed by recent researchers. In this paper, 

various steganography techniques which are based on fuzzy based techniques have only been 

discussed. Khursheed and Mir applied the methodologies based on fuzzy logic for hiding 

information in another data. In their method, they tried to embed the information in a domain based 

on fuzzy logic. Toony et al. proposed a new image hiding method. In their method, a secret 

information as image is hidden by using a fuzzy based coding and decoding technique. A fuzzy 

coder compresses each and every block which is there in the form of secret information into a 

smaller block and utilizes model-based steganography for hiding the entire message towards a 

carrier image. Hussain et al.designed a methodology based on the combination of a hybrid fuzzy c-
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means algorithm and support vector machines model for implementing steganography in images. 

Their proposed model creates the capability of hiding the secret messages which is convertible to 

visual system of human. This approach has an advantage of clustering feature using Fuzzy C Means 

Clustering and a classification technique based on support vector machines.  Goodarzi et al. 

developed a new scheme for steganography based on the Least Significant Bit method for utilizing 

the hybrid-based edge detector method. Their method uses the edge detection methodology such as 

canny and edge detection algorithms based on fuzzy logic. This proposed methodology overcomes 

the Fridrich’s based methods, and steganalysis based systems based on the methodology of 

statistical based analysis. It also generates high quality stego images. Each and every 

steganography-based method has its own disadvantages. Petitcolas et al. concludes the various 

disadvantages of various often used steganography systems. Finding and deletion or modification of 

secret data in a medium is called as steago attacks. These attacks can be described in many forms 

which are based on various techniques of information hiding. Craver et al. elaborates three types of 

steago attacks namely attacks in robustness, attacks in presentation, and attacks in interpretation.  

3. Proposed System 

We proposed s combinations of: 

1. ANFISModeling for Morphological Image Processing 

2. Fuzzy Logic System forDigital Data Transmission Modules 

3. Fuzzy Logic System for Computerized Secure Data Hiding Technique 

3.1 Mathematical Morphology 

Mathematical Morphology is one of the most productive areas in image processing. The 

motivation comes from the collection of structural information about the image domain. The 

content of mathematical morphology is completely based on set theory. By using set operations 

there are many useful operators defined in mathematical morphology. In a binary image, the sets are 

the members of the 2-D image domain with their integer elements. Each element in the image is 

represented by a 2-D tuple whose elements are x and y coordinate. The origin of the mathematical 

morphology operations were initially defined on the binary images. Mathematical morphological 

operations are based on simply transforming an input image with a specific structural element. An 

essential part of any mathematical morphology operation is the structural element used to probe the 

image. 2-D, or flat structuring elements include 0’s and 1’s as their elements in a matrix form. A 

typical structural element matrix is smaller than an image matrix in size. The center pixel of the 

structuring element called the origin, defines the pixel which is being processed. The pixels in the 

structuring elements which are 1’s defines the neighborhood of the origin of the structuring 

element. A structuring element is a special mask filter that enhances an input image. A structuring 
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element mask can also be fuzzified with the help of the fuzzy logic sets to perform fuzzy 

morphological operations on the image itself.  

3.2 Fuzzy Sets and Fuzzy Logic  

Fuzzy Logic is a means of dealing with information in the same way that humans of animals 

do. Fuzzy Logic is built around the concept of reasoning in degrees, rather than in boolean (yes/no 

0/1) expressions like computers do. Variables are defined in terms of fuzzy sets. Rules are specified 

by logically combining fuzzy sets. The combination of fuzzy sets defined for input and output 

variables, together with a set of fuzzy rules that relate one or more input fuzzy sets to an output 

fuzzy set, which built a fuzzy system. Fuzzy systems represent well-defined static deterministic 

functions Therefore reaction of a fuzzy system to inputs is anything but fuzzy. Inputs are presented 

to the system as specific values, and the fuzzy system produces a specific output value. The 

operation of a fuzzy system is thus analogous to that of conventional systems. Most of the fuzzy 

systems are for to use in decision making or pattern recognition applications. An ordinary set splits 

the data into those items that are completely in the set and those items that are completely outside of 

the set. 

To understand it easily it can be explained by assigning the value 1 to all those data which 

are members of the set and the value 0 to all data which are not members of the set. For ordinary 

sets, only these two values is called the characteristic function of the set. In the following Fuzzy 

image processing is the collection of all approaches that understand, represent and process the 

images, their segments and features as fuzzy sets. There presentation and processing depend on the 

selected fuzzy technique and the problem to be solved. 

4. Fuzzy Morphology 

Conventional mathematical morphology provides many ways to introduce fuzzy concepts 

within its definitions. The most applicable area is the signals, which can be morphologically 

processed. The structuring elements are used for probing the signals as a structural parameter, and 

many of the set concepts within the primitive definitons of the mathematical morphology. Some of 

these definitions can be counted as Minkowski addition, partial order relations and ranking, 

suprema and infima and so forth. Concerning images, three points of fuzziness emerged to the 

image processing area. A gray value image is a fuzzy set in the sense that it is a fuzzy version of a 

binary image, or that a gray value represents the degree to which pixel belongs to the image 

foreground. The first point of the fuzzification of the images is that a grayvalue pixel at a position 

g(x,y) defines the degree to which a pixel actually exists in the image. It is only understandable 

from the membership degrees is that the pixel at position (x,y) belongs to the degree g(x,y)/gmax to 

the image. Defuzzification of the image is binary. But we cannot determine which type of degree 
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that pixel position belongs to because it is not deterministic. The following Figure-1 gives us 

opportunity to understand how does the fuzzification and deffuzification of the image is done 

through ANFIS Model. 

 

Fig.1 ANFIS Model for Fuzzification and Defuzzification Process on Image Processing 

 

The lower two layer’s parameters are common to all images taken into account. In a ANFIS 

Model, certain inputs are given to the rules, depending upon the system under consideration. The 

output given by the system is then utilized to reach the final decision. The whole process is clear 

from a typical fuzzy inference system shown in Fig. 2. 

 

 
Fig.2 ANFIS Modeling for Morphological Image Processing 
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A fuzzy inference system is developed by using MATLABP

TM
P software for two variables 

such as image data and grayvalue Pixel. For each of these variables, the universe of discourse and 

the degree of membership function are defined as shown in Fig 3-4. Gaussian membership 

functions are used in the proposed fuzzy inference system to define the shape of both input and 

output variables. We have evaluated one output variable such as result image depending upon the 

two input variables as shown in Fig 3-4. The output variables illustrate the possible different 

outcomes for recommending the optimum scheme for the images. The fuzzy logic is based on the 

identification of the fuzzy-set that represents the possible values of the variables. Fuzzy model 

described in this paper is a MISO system with two input parameters.  

ANFIS is a five layered network i.e. Fuzzification, Rules, Normalization, De-fuzzification 

and output layers, in which each layer performs a particular task. Each layer consists of number of 

nodes performing the similar functions. The forebear parts of fuzzy rules are represented by nodes 

in first layer and every node is an adaptive node. Fuzzification layer determines the degree of 

membership functions of inputs i.e. Transmission time and diverse routing algorithms. Layer 2 is 

the rule layer having fixed nodes. The output of this layer represents the firing strength of each rule. 

Firing strength is obtained by fuzzy logic operator “intersection‟ which gives the product of the 

input membership grades. Layer 3, normalization layer also consists of fixed nodes. Each node in 

this layer receives inputs from all nodes in the rule layer, and calculates the normalized firing 

strength of a given rule. Layer 4 is the de-fuzzification layer having adaptive nodes. A de-

fuzzification node calculates the weighted consequent value of a given rule and is simply the 

product of the normalized firing strength (for a Mamdani model). Layer 5, output layer consists of a 

single fixed node and the output of node is calculated as the summation of all incoming signals. The 

tailored membership functions are depicted in Fig (3-4) using ANFIS. 

 
Fig.3 Tailored Membership Functions for image data 
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Fig.4 Tailored Membership Functions for Result Image 

 

After designing the membership functions for different input and output variables, the next 

step is to define the rules that will govern these variables. The beauty of such systems is their ability 

to provide the same output that a decision maker would provide in any given situation, from a set of 

given inputs. To further enhance the reliability of the proposed system, a series of simulations was 

carried out by varying one input at a time or many inputs simultaneously. ANFIS incorporates fuzzy 

“if–then” rules involving premise and consequent parts of Mamdani type FIS. For the first order, 

rule set with nine fuzzy “if–then” rules for schemes is depicted in Table 2.  

Table 2: IF-THEN Rules for evaluated PSNR of diverse Depth images 

1. If (Size of Image data is in 1cluster 1) and (Grayvalue pixel is in 2 cluster 1) then (Result Image 

is out1cluster 1) (1) 

2. If (Size of Image data is in1cluster 2) and (Grayvalue pixel is in 2 cluster 2) then (Result Image is 

out1cluster 2) (1) 

3. If (Size of Image data is in1cluster 3) and (Grayvalue pixel is in 2 cluster 3) then (Result Image is 

out1cluster 3) (1) 

4. If (Size of Image data is in 1cluster 4) and (Grayvalue pixel is in 2 cluster 4) then (Result Image 

is out1cluster 4) (1) 

5. If (Size of Image data is in1cluster 5) and (Grayvalue pixel is in 2 cluster 5) then (Result Image is 

out1cluster 5) (1) 

6. If (Size of Image data is in1cluster 6) and (Grayvalue pixel is in 2 cluster 6) then (Result Image is 

out1cluster 6) (1) 

7. If (Size of Depth Image is in1cluster 7) and (Grayvalue pixel is in 2 cluster 7) then (Result Image 

is out1cluster 7) (1) 

8. If (Size of Image data is in1cluster 8) and (Grayvalue pixel is in 2 cluster 8) then (Result Image is 

out1cluster 8) (1) 

9. If (Size of Image data is in1cluster9) and (Grayvalue pixel is in2cluster9) then (Result Image is 

out1cluster9) (1) 
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In the proposed system we are developing A Fuzzy Logic Based Techniques for content 

based image Retrieval and Digital Data Transmission to achieve the secure digital data transmission 

by embedding in a host file. Digital data may be a text file, image, audio or video. Host file is also a 

text file, image, audio or video. This will help the user to achieve the secret digital data 

transformation which is made invisible for the third party by exchanging the recovery codes. Our 

proposed system also achieves loss less data transmission and restriction less operations such as 

color, shape and size with less embedding time. This work also used to develop a general structure 

for semantic image analysis that is suitable for content based image retrieval in image search and 

extraction applications and architecture for its efficient implementation. 

Modules 

The proposed method includes three main phases: 

1) Secret Data creation 

2) Secret Data recovery. 

3) Content-Based Image Retrieval (CBIR) 

1) Secret Data creation: 

In the first phase, a Secret Data is yielded, by embedding astenographic digital data in a 

carrier data with additional information and a private key.The phase includes four stages: 

a. Select digital data which we want to send and a carrier digital data where it is to be embedded. 

b. Steganography the input secret digital data 

c. Embed the stenographic digital data with relevant information in to a carrier digital data. 

2) Secret Data Recovery: 

In the second phase, the embedded information and secret digital data is recovered by using 

private key with lossless secrete data from the generated embedded data. The second phase includes 

two phases. 

a. Extract the embedded information in the carrier embedded digital data using private key. 

b. Add the information. If it matches with the embedded data then it recovers the secret digital data 

from the embedded carrier data. 

3) CBIR: 

If more than one digital data are embedded I a different carrier data parallelly, it is difficult 

to recognize which embedded data to send for different persons. This phase is used to recognize the 

embedded digital data by using CBIR. 

Outcomes 

The proposed system transmits the secret digital data securely by embedding in a carrier 

data to the end user who has the proper decoding information. The carrier data consist secret 
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information which is revealed only to the authenticated decoder without distortion and loss of data. 

And unauthenticated person will not get secret image instead they will get an unreadable data. In 

case of user forgets in which carrier data he embedded the digital data and the sender wishes to send 

the particular information to a receiver, then he can apply the CBIR technique as we proposed to 

extract the carrier data. He will get the desired carrier data using CBIR without performing the 

decryption for all carrier data. Hence it will reduce the false rate effectively. 

 

5. Proposed Methodology 

We proposed parallel combinations of ANFIS Modeling for Morphological Image 

Processing, Fuzzy Logic System for Digital Data Transmission Modules and Fuzzy Logic System 

for Computerized Secure Data Hiding Technique as shown in Figure 5 below: 

 
Fig.5 Scheme for Soft-Computing based Modeling for Morphological Image Processing and Digital 

Data Transmission with Computerized Secure Data Hiding Technique 

Figure 6 shows details of architecture of morphological image processing unit, figure 7 shows 

details of architecture of digital Data Transmission Modules unit, figure 8 shows details of 

architecture of computerized secure data hiding technique unit, and figure 9 depicts details of 

complete architecture of soft-computing based modeling for morphological image processing and 

digital data transmission with computerized secure data hiding technique the integration of figure 

6,figure 7 and figure 8. 
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Fig.6 Architecture of Morphological Image Processing 

  

 

Fig.7 Architecture of Digital Data Transmission Modules  

In this paper, a fuzzy logic based pixel merging method has been proposed for hiding the 

secret information which is present in an image in to an original image more clearly. This 

combination of helps to make effective steganographic process regardless of the type of information 

even the secret information is more or less since it is based on black and white pixels. The proposed 

methodology is a collection of processing bitplanes of an image and fuzzy logic applied to each 

pixel present in the original and secret image. Overall architecture of the proposed methodology is 

shown in Fig. 7. 
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 Fig.8 Architecture of Computerized Secure Data Hiding Technique  

 

Fig.9 Complete Architecture of Soft-Computing based Modeling for Morphological Image 
Processing and Digital Data Transmission with Computerized Secure Data Hiding Technique 

5. Results and Discussion  

The proposed methodology is implemented using MATLAB and the resulting image was 

obtained by giving the input image data along with the grayvalue pixel. From the result obtained, it 
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can be observed that both the grayvalue pixel image and the output stego-image were 

indistinguishable visually.  

With the help of Sakawa and Yumine’s Fuzzy membership functions, fuzzy morphology 

operations are performed. A gray scale image is fuzzified with fuzzy membership functions. Then a 

fuzzy structuring lement is traversed on the whole image to process erosion and dilation operations 

through ANFIS Model. Since structuring element is a mask, operations are processed via the 

convolution basis. Structuring element must also be fuzzified during the convolution process.  

Structuring element is selected as a 3x3 mask matrice to cover the whole image boundries. 

Generally in image processing odd sized mask shows a pixel values neighboring pixels in general. 

As the size of the mask increases, the detailed results of the operations decrease. For this reason it is 

better to have a small odd sized structuring element mask for better performance. The values used 

inside the structuring element are the pixel values. These pixel values are randomly selected values 

so a user can define different elements for the mask. As a result of the convolution process 

following images (seen in Figure-10-11-12) are generated based on the fuzzy morphological 

operations: erosion and dilation 

 
Fig.10 Input Image 

 
Fig.11 Dilation 
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Fig.12 Erosion 

 

The proposed system is implemented under MATLAB environment and the same is 

retrieved from the practical approach. The outputs achieved are shown below for detailed analysis. 

The content owner part deals with 

a) Choosing an image 

b) Reserving room for embedding 

c) Image encryption. 

a) Choosing image as Input: Color image is taken as the original cover image. 

b) Reserving room: Room or space is reserved for hiding the secret data before encryption. 

c) Image encryption: The content owner encrypts Image. Encrypted image so formed is passed as 

an input to the data hider. Next module is data hider, where actually the secret data is hidden 

ii) Data hider module: 

In data hider, this section deals with Text encryption and embedding. 

a) Encrypted image as Input: Encrypted image from the content owner modules is given as an input 

to data hider module. In addition to this, data to be hidden is also taken as another input. 

b) Encryption of Data: Data to be hidden is encrypted using RSA asymmetric encryption key to 

form encrypted data. 

c) Data embedding: Secret data to be embedded is concealed using data hiding key into the 

encrypted image to form an encrypted stegnoimage. Encrypted stegno image so formed is passed as 

an input to the receiver.  

The above mentioned methodology gives us results in the form of Figure 13 to 16. figure 13 

shows cover image, figure 14 shows secret image, figure 15 shows embedded image and figure 16 

shows data scattered image under cover image. 
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Fig.13 Cover Image                        Fig.14 Secret Image            Fig.15 Embedded Image 

 
Fig.16 Data Scattered Image under Cover Image 

 

The results shown above are retrieved and analyzed from system modeling under 

transmission, the system designed and developed are low uniquity to noise ratio.  

6. Conclusion 

From all the information stated above fuzzy logic and fuzzy set theory provide many 

solutions to the mathematical morphology algorithms. They have extended way of processing the 

grayscale images by the help of the fuzzy morphological operators. Fuzzy set and fuzzy logic theory 

is a new research area for defining new algorithms and solutions in mathematical morphology 

environment. Besides the fuzzy morphology there are other various proposals of generalized 

morphologies in another context. The objective of this research is to show a path to the researchers 

that there exist other methods in mathematical morphology literature. So that they can devise new 

algorithms and implementations in image processing applications. In this paper we developed 

ANFIS Model using fuzzy sets and fuzzy rule base for image processing under fuzzy morphology. 

The proposed system is simulated under a technical standard of retransformation and 

regeneration of images. The proposed system successfully fetches the overall protocol of designed 

and analyzed system, this includes the system embedding the cover and secret images under 
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protocol embedding approach. The proposed technique is well suited and performed well in the 

critical scenarios of data morphing and masking.  
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