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Abstract 
Nowadays, there is a growing need for automation and removal of human from the processes of decision making on probable harm legal 
rule, international laws, and conventions for computer crimes programs protection, which can significantly increase the correctness of the 
concluded contract in terms of new in legislation, and the decisions of courts and jurisprudence with a statement on the site of protecting 
computer programs from literary and artistic property, and therefore its location from Intellectual property. So, the purpose of this 
research paper is the development of an intelligent agent for support of decision making on probable harm legal rule, international 
laws, and conventions for computer crimes programs protection. 
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1. Introduction 

It is no secret that computer programs are important in all aspects of life scientific, and carrying out a lot of tasks and duties 
very quickly and with extreme accuracy, so it is a duty. To keep pace with the rapid progress of these programs, and to 
provide the necessary legal protection for them, because the advantages. The many computers made its use, and its use, a 
necessary need in all fields and systems.  
 
Communication with the advent of the Internet, which made the world a small village. He can roam all over the world 
through this network while sitting at home without trouble or fatigue. It is no secret that computer programs are important in 
all aspects of life scientific and carrying out a lot of tasks and duties very quickly and with extreme accuracy, so it is a duty. 
To keep pace with the rapid progress of these programs [1], and to provide the necessary legal protection [2] for them, 
because the advantages. The many computers made its use, and its use, a necessary need in all fields and systems. Despite 
the many advantages of the Internet, it has some disadvantages, such as the exploitation of Hackers use this network to 
commit Internet crimes, which are more effective, and faster spreading, than crimes. These crimes are now affecting the 
important facilities of the state, and the ordinary and legal persons. It affects the interests of society, especially crimes 
related to banks and their electronic transactions as withdrawals Balances and depositing them via magnetic card, as well as 
imitation of computer programs, and harm to life Private individuals [3] in the fields in which computers are used. 
Information crime has a special nature, as it is related to electronic processing methods for data, it enables the user to view 
computer documents and make modifications to them. From here it becomes clear that the information criminal is not an 
ordinary person, but rather a highly skilled person, and he has a superior ability to use his expertise in hacking the secret 
number (code) to change information and imitate programs or transfer of accounts by illegal use of a computer. Most 
countries have sought to provide the necessary protection for these programs, by enacting laws internally on the one hand, 
and holding international conferences and conventions on the other hand to provide this protection. But this protection did 
not specifically address computer programs, but rather dealt with them within the protection of the right of the author and 
the problem is more exacerbated for developing countries, as they are consuming countries and not producers of these 
programs or other technology products, and what these countries are doing is subject to the age of the necessary legislation 
is no more than copies of the legislation of other countries and is beyond the texts of their laws. There is a lot of short 
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coming in the field of computer software protection, and accordingly, if we examine the applicable laws in these countries. 
We do not find texts dealing with this technology, specifically computer programs protection or treatment in particular, 
although in some laws they dealt with the issue of intellectual property in some aspects of it, such as copyright protection 
and industrial design protection, have not been discussed. In this matter, either due to a lack of adaptation within any field of 
intellectual property, or because it is a country It does not produce such technology or software. By reviewing previous 
studies, we find that they are related to the issue of intellectual property in general, even, if it dealt with the subject of 
literary and artistic property, this treatment was generally and did not touch upon. To the issue of computer software 
protection in all its aspects.  
 
In [4], an overview and analysis of known decision support systems for the field of computer protection law was conducted, 
which showed the inappropriateness of known decision support systems for the support of decision making on civil 
law regulation of contract for the provision of in vitro fertilization. The paper [5] describes the theory, model, and 
the optimal control procedure for improving outcomes of in vitro fertilization treatment for one of the four protocols used 
in real practice. The study examined treatment decision-making [6] preferences of women undergoing in computer crimes 
protection treatment, following an unsuccessful in computer crimes programs. Before looking at future developments that 
might further assist in making individualized treatment decisions, including the use of computer-assisted and artificial 
intelligence-assisted decision making [7]. So, today the actual task is the development of an intelligent agent for support of 
decision making on civil law regulation of contract for the provision of in the computer crimes programs protection [8], that 
is the purpose of this work. 

2. Legal protection of computer programs A comparative study. 

The subject of this research, the issue of legal protection [9]  for computer programs [10], a comparative study between the 
position of Egyptian legislature and the Jordanian, and the position of jurisprudence and judicial protection of computer 
programs [11]  in accordance with the law Patents [12]  and the provisions of the Copyright Act. Examined by this research, 
there are several trends, to protect these programs, the first is to provide direction Protection under the law of copyright 
[13], and has two aspects: First, to place software To the laws of copyright. Second aspect, the judicial and legislative 
opinion. There is only direction and conventional texts, for such protection have adopted some relevant government 
departments. The implementation of copyright laws in this direction [14]. However, many States, are moving to amend the 
existing legislation, the rights of copyright to include Software [15]. As for the position of the Jordanian legislature has been 
empty for a long period of the law of copyright protection, to That the great voices calling for the enactment of a law to 
protect copyright, that Law No. (22). For the year 1992, which put the protection of literary works [16], and that the law 
included from the outset Software Automatic protection accorded to literary works, the third item Eighth paragraph (b). The 
Egyptian legislature puts a legal protection of computer programs through the integrated system [17] include a concept for 
such protection, and nature, and the rights of innovative programs, whether moral or financial nature of these programs and 
foundations have organized and did not differentiate between the protection of computer programs and other [18]. It works 
best to develop the Egyptian legislature effective legal protection for computer programs, and separated from the rest of 
protected works, also examined the legislative position, to protect computer programs according to the law of patents. The 
position of jurisprudence and judicial protection of these programs, in accordance with the provisions of the copyright act.  
 
In terms of the definition of copyright and nature Legal him, and examined the rules established for the protection of 
computer programs, the right action, and the stage of preliminary investigation and the competent court. The issue of 
protection of computer programs under the national laws studied: 
1-procedural protection software. 
2-pictures of such protection. 
3-preventive measures of protection. 
4-Means of substantive protection for computer programs, both civil and criminal cases. 
 
Then examined the protection of computer programs under international law, has been studying the protection of these 
programs. Through international organizations, in particular the World Intellectual Property Organization (WIPO) and the 
United Nations Educational, Scientific and Cultural Organization (UNESCO). Then, examined after the international 
conventions on the protection of copyright, such as the Convention (Berne) for the protection of Literary and art, and the 
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Convention on Trade-Related Aspects of Property (TRIPS), and the Convention Universal Copyright Convention and 
finally the Arab copyright protection. 

3. Ontology Domain and the Model-Driven Approach. 
We propose an engineering process to model a dynamic application mapped on configurable computing system. The 
process is based on modulization of the application to be created, analysis and verification of the rules relating different 
models, and test of the schedulability of the application from the resulting model. We assume that a configurable computing 
system is computer-based system consisting of hardware and software components, integrated in a physical environment, 
and requiring different timing/resource requirements on the final outcome. 

3.1 Application Modeling Approach 

Several tasks was made to explore the domain knowledge in design models. Firstly, the system domain design was 
formulated in a single model (relatively for the annotations and knowledge). In order to achieve this target, four-step 
approach were followed (shown in Figure 1): 
 

 
 

Fig. 1. Proposed Application Modeling Approach. 
 

1. firstly, we process for a formal ontology to formalize and explicitly define the information (knowledge) of the domain of 
application. The ontology presented by elements (entities, relationships, constraints, etc.). It can be constructed from pre-
existing standard ontologies. 

The properties of the ontology thus designed are domain-linked and completely independent of any context of use.  

2. In the second step, we define, depending on application domain specification, the design models. This task must be done 
with a great attention, with taking in account each element parameters.    

3. For the annotation, which is considered the third step, each specific relation between the different entities, for modules 
(design and ontology), several relationships could be available with their specific properties. They mainly describe, related 
to application domain, important and specific rules. 

4. A verification step is required in any approach. This consists of validating the context of design models and domain 
properties expressed in the ontology, as well as the logic of the rules defined in the annotation step. 
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At the end, the final designed model has the advantage of well describing the domain knowledge with more details and 
properties derived from the ontology and rules generated during the annotation. 

3. Intelligent Agent for Decision Making on Harm Legal Rule and International Laws. 

The result of the work of the developed intelligent agent for support of decision making on Harm Legal Rule, Conventions, 
and International Laws of the contract for the provision of computer programs protection is the conclusion about the 
correctness or incorrectness of the content of the contract for the provision state. As a result of such parsing, a real ontology 
is created as an intermediate result, which contains the clauses, which are available in the analyzed real Contract. Based on 
the comparison of ideal and real ontologies, the clauses, which are missing in the real Contract, is detected. Ontologies will 
be realized, the comparison of ontologies will be also conducted. 
 
The intelligent agent for support of decision making on probable harm legal rule, international laws, and conventions for 
regulation of the contract for the provision of in computer programs protection uses the ideal ontology as a known 
knowledge, which contains all the necessary clauses for the signing the Contract. The intelligent agent accepts the natural-
language real Contract for the provision of in computer programs protection and automatically parses the contract with the 
purpose of finding the necessary clauses. Process of decision making on civil law regulation of contract for the provision of 
in vitro fertilization is represented on Fig. 2: 
 
 
 

 
 

Fig. 2. Process of decision making on probable harm legal rule, international laws, and conventions for computer crimes protection. 
 
 
Given the lack of a single unified form of contract for the provision of probable harm legal rule, international laws, and 
conventions for computer programs protection against computer crimes, the decision-making process on probable harm 
legal rule, international laws, and conventions regulation of the contract for the provision of in computer programs 
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protection against computer crimes are based on a comparison of the real ontology, which is formed under the real Contract, 
with the ideal ontology, which contains all the necessary clauses for the conclusion of the Contract. The result of comparing 
such ontologies is the set of clauses of the contract, which are absent in the real ontology and therefore in the real Contract. 
If this set is empty, then the content of the Contract is correct, so the decision on signing this Contract can be made. If this 
set contains elements, then the content of the Contract is incorrect, so it is recommended to revise the contract with the 
provision of tooltip about missing clauses. 
 
Method of activity of intelligent agent for support of decision-making process on probable harm legal rule, international 
laws, and conventions regulation of the contract for the provision of computer crimes programs protection regulation of 
contract for the provision of computer crimes programs, taking into account the described process (Fig. 2), is represented on 
Fig. 3: 
 

 
Fig. 3. Method of activity of intelligent agent for support of decision making on probable harm legal rule, international laws, and conventions for 

computer crimes protection.. 
 
Experiment with the intelligent agent for support of decision making on probable harm legal rule, international laws, and 
conventions for computer crimes programs protection regulation of contract. An analysis of the contract for the provision of 
in computer program crimes detection, ready to be signed by the parties, with the help of the developed intelligent agent for 
support of decision making on harm legal rule, international laws, and conventions law regulation of the contract for users, 
showed that the set of missing clauses MC = {“ computer program crimes indications for the procedure”; “ user request”}. 
Because the set of missing clauses isn’t empty, then content of contract for the provision of in computers programs are 
incorrect. In addition, the intelligent agent provided a hint regarding the missing clauses and suggested a complement of the 
contract with the missing clauses. 

4. Conclusions 

We conclude that automation and removal of human from the processes of decision making on probable harm legal rule, 
international laws, and conventions for computer programs protection, which can significantly increase the correctness of 
the concluded contract in terms of new in legislation, and the decisions of courts and jurisprudence with a statement on the 
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site of protecting computer programs from literary and artistic property. So, the purpose of this study is the development of 
an intelligent agent for support of decision making on used law regulation of contract for the provision of in computer 
programs protection. The scientific result of this paper is the first-time developed method of activity of intelligent agent for 
support of decision making on probable harm legal rule, international laws, and conventions for computer programs 
protection. This agent gives a conclusion on the correctness or incorrectness of the content of the contract for the provision 
of in computer programs and the recommendation for the signing the contract. If the content of the contract is incorrect, a 
hint is provided regarding the missing clauses, and a complement of the contract with the missing clauses is proposed. The 
developed intelligent agent identifies the missing clauses in the contract that are mandatory from the point of view of 
adopted modern legislation. In the event of a change in legislation, the ideal ontology will need to be upgraded to ensure 
that the agent is operational. The perspective directions of future authors’ work is the forming the ideal ontology, which 
contains all the clauses, which are necessary for signing the contract, and realization of the intelligent agent for support of 
decision making on probable harm legal rule, international laws, and conventions for computer crimes programs protection 
on the basis of the developed method of activity of intelligent agent for support of decision making on computer programs 
protection. 
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