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Abstract 
We propose an ontology solution that can delineates a descriptions collection, such a program used to delineate collect of descriptions. 
Ontology is preferred to constitute a logical theory statement, it represents component with efficient capability to manage, correlate 
process and analyze from a large dataset. The paper depicts, on top of several ontologies, the process of common representational model 
development, and classifications for computational and data mining functionalities facilitation process. We demonstrate that related 
building blocks is delineated for artificial intelligence, only certain delineate notions can be considered existent. 
Keywords: Agent, Crimes, Conventions, Computer-Programs, Decision-Making, Intelligent, International-Laws, Laws, Legal-
Rule, Probable-Harm. 

1. Introduction 

Computer crimes history has been stored for more than a half century (1967). In the past decades, the phrase “computer 
crime” began to be widely all over the word, primarily in the criminological and sociological sense, as well as in the 
practical activities of law enforcement. Nevertheless, for the KSA criminal law [1], the term "computer crime" remains 
problematic in terms how widespread is its prevalence, so much is its ambiguity. The more accurately described elements of 
the computer crime composition [2], the less universal is defined on its determination and the difficulty of emerging new 
offenses types in the computer field. the more the norm of law is adapted to rapid technological changes, the lower the 
terminological clarity of definition of the concept of "computer crime" and the more its practical application difficult is. 
 
The law should be conservative in the good sense of the word but, on the other hand, it should not give big odds to 
offenders a high-tech action capable. That is why the problem of definition is not just a convention but is essential for 
effective implementation of legal norms. 
 
According to the content of crimes specification, three approaches are identified to criminalizing socially dangerous [3] 
encroachments committed using the capabilities and means of computer technology. The unauthorized access to computer 
systems [4], the spread of computer viruses and the misuse of computer systems and information are considered criminal. In 
the recognition of computer crimes [5], for only those acts, the computer criminals work both in the organizations 
themselves, against which they commit illegal actions, and outside them.  
 
During our study, we find out groups of accomplices, some are poorly equipped technically, and other own expensive and 
powerful computer systems. Practice shows, that it is not always even necessary to have a special knowledge of computers 
to use them for criminal purposes. We deduce that there are many extremely ingenious criminals who develop complex 
tricks with software, but there are also those who do not understand why it was so easy to do what they did. Computer 
crimes are committed not only for mercenary reasons, but also for political reasons.  
 
Terrorism usually requires symbols, and computers play a large enough role in modern society to become them. Negligence, 
mistakes, incompetence of personnel working with computers can also cause considerable damage. The peculiarity of the 
computer crimes investigation could be considered insufficient inadequate training of law enforcement officers conducting 
their investigation. The case was much better. As for the judges, they are often unable to delve into how, in fact, a computer 
crime was committed. In the process of investigating computer crimes to establish a few circumstances that are included in 
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the subject of evidence, expert opinions are often used, but experts cannot rely solely on experts in the field of computer 
technology and technology, since it can lead to the loss of their procedural powers or to their implementation not in full. I 
wonder where we can get investigators to be able to disclose computer crimes..? How can they do this, if they do not know 
what a computer is or can only use it as a TV: pressed two or three buttons - read or type text.  

2. Identification of ontologies 

Ontologies become a common approach when it ensures semantic interoperability between heterogeneous systems 
exchanging information. Ontologies [6] provide an abstraction layer in the semantic web to enable dialog and service 
negotiation between participating systems, ensuring that the participants have the same information concept exchanged. For 
developing an ontology, it is crucial to answer three basic questions:  
Which domain shall be represented..? 
Which questions should the ontology provide the answers to..? 
Who will use the ontology..? Which services and which users..?  
 
The domain to be represented consists of following topics:  
Crime against persons and property 
Economic organized crime 
Terrorism 
Identity crime 
 
The ontologies identification is driven by both the use cases and the specific services developed in the platform. This is 
achieved using iteratively developed competency questions. An analysis of existent ontologies that have been developed and 
published yielded a determined result. The published Security Incident Ontology (SIO) is presented. This ontology was built 
to describe security relevant events on the campus of Taif University in the Kingdom of Saudi Arabia. The light-weight 
ontology was built upon existing ontologies describing events, geolocation and timelines, people, and their relations. 
 

 
 

Fig. 1. Notion of cognitive agents classifying arbitrary ontology (time/space regions). 
 
 
The event Ontology was developed at Khurma University College in the Taif University of Saudi Arabia November 2021. 
This ontology, as shown in Figure.1, is centered around the notion of an event, seen here as the way by which cognitive 
agents classify arbitrary time/space regions. This ontology has been proven to be suitable in a wide range of contexts, due to 
its simplicity and usability. The ontology [7] reuses Timeline ontology for temporal predicate event: time" for spatial 
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predicate \event: place". Acronym, friend of a friend is a lightweight ontology modeling person, their activities and their 
relations to other persons and objects. It is a widely accepted vocabulary for representing social networks. 
 
The SIO ontology was used to develop an infrastructure transforming textual notification of security incidents to a machine- 
readable representation. The SIO ontology specification and its Turtle version were made available by registering the 
dataset to linked open data and adding it to the linked open data cloud. The scope of this ontology is limited to security 
incidents at the university campus and handles only a small section that has yet to be covered. Also based on the event 
Ontology, a forensic complex event Ontology has been developed for the analysis of video material [8] at the multimedia 
vision research group of Taif University of K.S.A. The ontology framework is designed to represent events that forensic 
analysts commonly encounter in the investigation of criminal activities. The ontology comprises the events of a crime scene 
required by forensic analysts to enable tracking the person of interest. The ontology distinguishes simple events. The multi-
lingual crime ontology was specifically required to cope with the use of criminal specific language, for the collection of 
documents in different languages and to reduce complexity in the data visualizations use. In cooperation in the knowledge 
building process, the different concepts have been translated and synonyms have been added. Interoperability database was 
built and the newly acquired concepts. Multi-lingual crime Ontology can automatically map concepts between deferent 
languages. Compared to the SIO ontology, the law enforcement organization interoperability ontology crimes concept is 
missing the embedded event concept of SIO, as a result the crimes are not assigned to agents, geolocation, and time. The 
Multi-lingual crime ontologies are not publicly available. We describe a law enforcement ontology that incorporates 
components such as thesauri, specialized rules, ontology rules, abductive hypotheses, and process modeling for semantic 
context insertion to entity phrases. This ontology addresses law enforcement functions where a law has been violated and a 
suspect must be identified. Reused existing domain-independent ontologies are Agent, Event, Temporal Entity, Place, 
Measurement and Color. 
 

3. Computer security 

The wide dissemination of computer offenses required solving many issues, united by the general notion of computer 
security. The main threat to information security is the human factor. To understand the psychology of the commission of a 
crime in the sphere of computer information [9], it is first necessary to understand what is pushing the subject to such an act, 
that is, to consider the motives for committing computer crimes. Motives for committing a crime are directly related to the 
sociopsychological and criminological characteristics of the criminal's personality. Motives of offenders in the field of 
computer information can be classified as follows:  

1) Profit motives - up to 65%; 
2) Political motives - up to 15%; 
3) Game motive, research interest - up to 7%; 
4) Hooligan motives - up to 5%; 
5) Revenge - up to 4%. 

 
Classification of offenders in the field of computer information was built based on a number of essential characteristics 
causally and otherwise associated with criminal behavior and characterizing the personality in interaction with the social 
environment. 
 
1. Consistently criminal type: Characterized by a high degree of information-criminal [10] "infestation," an antisocial 
orientation that is persistent in depth and broad in its scope, reaching the level of a criminal information system. The 
execution of computer crimes for these individuals has become a habitual behavioral style, in many cases a peculiar 
profession. Their criminal behavior is usually different Highly qualified ways of committing and concealing crimes. 
2. Situational criminal: It is formed according to the general rule in a contradictory environment, combining positive and 
negative information influences. They have a split personality: positive qualities coexist with negative ones, the latter more 
often prevailing). 
3. Situational according to the criminological parameters is the opposite of the first type, consistently criminal, moral 
defects are not very pronounced, mental and psychological weakness, social infantilism of the person, lack of strong-willed 
resources necessary to successfully cope with a difficult situation). 
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4. Accidental: Such offenders in the field of computer information are relatively rare and their personal qualities are 
practically the same as those who are characterized by stable law-abiding behavior. According to some researchers, this 
category includes 50-60% of imprudent offenders in the field of computer information. The constructed classification was 
expanded with the help of socionics. A young science almost simultaneously with computer crime at the intersection of 
psychology, sociology, and informatics, study several ways to exchange information between people. It is shown that people 
are different in the type of perception of information. Other things being equal intellect, education, situation, they receive 
different information. The basis of the phenomenon lies in the fact that the information that a person receives about different 
aspects of the world differs in the degree of awareness. According to socionics, people are classified into 16 types, 
characterized by a different combination of such qualities as logic, volitional sensorics, intuition, sensory perception, ethics 
of relationships and other features. 

4. Computer Ethics 

Deepened into the inner world of man to solve some problems of computer security, we could not bypass the area very close 
to the law. Computer ethics. IT specialists cannot ignore the new formulation of known moral problems in connection with 
the use of computers and their networks, as well as the question of how to apply certain moral rules in previously unknown 
situations. There are many problems of ethics in the field of information technology: information and communication 
privacy, ethical behavior on the Internet, respect for intellectual property, social problems in the use of communicative 
technologies, professional responsibility, etc. [11]. All of them are associated with legal decisions in relevant areas, 
especially intellectual property issues, which represent a large array of regulatory and legal regulations and are also the 
subject of teaching within the framework of Computer Law. But, as practice shows, the inevitable gaps in the legislation 
impose an additional burden of finding the correct way out of controversial situations on computer ethics. The study of 
codes of ethics of IT professionals helps not only to educate the culture of information computer activity from the student's 
years but gives good tips to the developers of computer law. 
 
Communication with the advent of the Internet, which made the world a small village. He can roam all over the world 
through this network while sitting at home without trouble or fatigue. It is no secret that computer programs are important in 
all aspects of life scientific and carrying out a lot of tasks and duties very quickly and with extreme accuracy, so it is a duty. 
To keep pace with the rapid progress of these programs [11], and to provide the necessary legal protection [12] for them, 
because the advantages. The many computers made its use, and its use, a necessary need in all fields and systems. Despite 
the many advantages of the Internet, it has some disadvantages, such as the exploitation of Hackers use this network to 
commit Internet crimes, which are more effective, and faster spreading, than crimes. These crimes are now affecting the 
important facilities of the state, and the ordinary and legal persons. It affects the interests of society, especially crimes 
related to banks and their electronic transactions as withdrawals Balances and depositing them via magnetic card, as well as 
imitation of computer programs, and harm to life Private individuals [13] in the fields in which computers are used. 
Information crime has a special nature, as it is related to electronic processing methods for data, it enables the user to view 
computer documents and make modifications to them. From here it becomes clear that the information criminal is not an 
ordinary person, but rather a highly skilled person, and he has a superior ability to use his expertise in hacking the secret 
number (code) to change information and imitate programs or transfer of accounts by illegal use of a computer. Most 
countries have sought to provide the necessary protection for these programs, by enacting laws internally on the one hand, 
and conventions on the other hand to provide this protection. But this protection did not specifically address computer 
programs, but rather dealt with them within the protection of the right of the author and the problem is more exacerbated for 
developing countries, as they are consuming countries and not producers of these programs or other technology products, 
and what these countries are doing is subject to the age of the necessary legislation is no more than copies of the legislation 
of other countries and is beyond the texts of their laws. There is a lot of short coming in the field of computer software 
protection, and accordingly, if we examine the applicable laws in these countries. We do not find texts dealing with this 
technology, specifically computer programs protection or treatment, although in some laws they dealt with the issue of 
intellectual property in some aspects of it, such as copyright protection and industrial design protection, have not been 
discussed. In this matter, either due to a lack of adaptation within any field of intellectual property, or because it is a country 
It does not produce such technology or software. By reviewing previous studies, we find that they are related to the issue of 
intellectual property in general, even, if it dealt with the subject of literary and artistic property, this treatment was generally 
and did not touch upon. To the issue of computer software protection in all its aspects. An overview and analysis of known 
decision support systems for the field of computer protection law was conducted, which showed the inappropriateness of 
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known decision support systems for the support of decision making on civil law regulation of contract for the provision of in 
vitro fertilization. The theory model and the optimal control [14] procedure for improving outcomes of in vitro fertilization 
treatment for one of the four protocols used in real practice. The study examined treatment decision-making preferences of 
women undergoing in computer crimes protection treatment, following an unsuccessful in computer crimes programs. 
Before looking at future developments that might further assist in making individualized treatment decisions, including the 
use of computer-assisted and artificial intelligence-assisted decision making. So, today the actual task is the development of 
an intelligent agent for support of decision making on civil law regulation of contract for the provision of in the computer 
crimes programs protection, that is the purpose of this work. 

5. An Integrated Crime Detection System 

Information technologies such data mining and social network analysis have been widely used in law enforcement to solve 
crimes. Recent research indicates that geographic profiling also plays an important role in facilitating the investigation of 
crimes. However, lack of integration makes those systems less helpful in practice. In this paper, we propose an integrated 
system that will take a given description of a crime, including its location, type, and the physical description of suspects 
personal characteristics or vehicles as input. To detect suspects, the system will process these inputs through four integrated 
components: geographic profiling, social network analysis, crime patterns, and physical matching. Essentially, geographic 
profiling determines “where” the suspects are, while other components determine “who” the suspects are. We then process 
the results using a score engine to give investigators a ranked list of individuals. To date, we have implemented a prototype 
Information technology such as data mining and social network analysis have been adapted to law enforcement to 
investigate crimes. Recently, geographic profiling, a technique used to identify where likely suspects live, has drawn a lot of 
interest in both the law enforcement and research arenas. Motivated by the advantages of these techniques in tackling 
crime, we have integrated them into a crime-solving system. Prior to this work, we developed a statewide system for law 
enforcement in Alabama called Law Enforcement Tactical System integrates cross-jurisdictional data such as arrest records, 
sentencing records, driver’s license registration information, vehicle registration information, prison, and jail information 
etc. We also built a social network analysis system, called the Relation Finder, that is based on Law Enforcement Tactical 
System and is used to discover social connections of individuals who share affiliations. The inter-disciplinary system 
integrates the before mentioned technologies to aid crime investigators. Given the location of a crime, with or without 
physical descriptions of suspects personal characters and vehicle descriptions.  
 
The last step uses a crime pattern component to better rank the suspects based on their criminal histories. Historical crime 
data is used to construct the patterns that affect the suspect ranking. For example, a person with a robbery or burglary charge 
record has a higher probability to commit robbery again. As mentioned earlier, a suspect can be returned if the suspect 
themselves is directly tied to a qualifying address near the crime, or if the suspect is related by means of the social network 
to someone else having a qualifying address. Here we give a concrete real example of how social network analysis can 
affect crime investigation. A homicide investigation found that a white Ford truck was seen leaving a homicide scene in 
Crenshaw County, Alabama in October 2008. Later, after a suspect was identified, it was found that a truck matching this 
description was registered under the name of the suspect’s father. In this example, the father and the son have a relationship 
in the social network, and the suspect would be missed if we only used the current vehicle registration information to search 
for the perpetrator. After using the four components to process the input criteria, our score engine gives everyone a score 
based on their crime pattern and physical description match. The officer is then given a list of suspects sorted by their 
scores. The primary contribution of this work is the introduction of the first (to the best of our knowledge) system to 
integrate spatial analysis, social network analysis, conventional analysis, and biometric match. In addition: Social network 
analysis and geographic analysis help officers expand the search beyond simply those individuals who have addresses 
proximal to the crime. Social network analysis and geographic analysis help officers to identify multi-offenders associated 
with a single crime. Integrated data helps officers identify current and historical addresses of offenders 
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Fig. 2. System design and process. 

 
 
We will summarize the system design and process in the following System Design section, as figure.1, and show some 
screenshots of the user interface of our prototype system in the User Interface section. For the system design as we 
mentioned in Figure.2, we have implemented a prototype version which is in the process of being deployed to practicing 
criminal investigators. In the future, we will expand the “crime pattern” component to include modus operandi descriptions, 
and with its data, we can add other components such as a “serial crimes link” to automatically detect similar crimes in the 
system and help officers link such crimes together. As noted above, we plan to investigate the use of genetic algorithms to 
improve our results 

4. Conclusions 

We conclude that automation and removal of human from the processes of decision making on probable harm legal rule, 
international laws, and conventions for computer programs protection, which can significantly increase the correctness of 
the concluded contract in terms of new in legislation, and the decisions of courts and jurisprudence with a statement on the 
site of protecting computer programs from literary and artistic property. So, the purpose of this study is the development of 
an intelligent agent for support of decision making on used law regulation of contract for the provision of in computer 
programs protection. The scientific result of this paper is the first-time developed method of activity of intelligent agent for 
support of decision making on probable harm legal rule, international laws, and conventions for computer programs 
protection. This agent gives a conclusion on the correctness or incorrectness of the content of the contract for the provision 
of in computer programs and the recommendation for the signing the contract. If the content of the contract is incorrect, a 
hint is provided regarding the missing clauses, and a complement of the contract with the missing clauses is proposed. The 
developed intelligent agent identifies the missing clauses in the contract that are mandatory from the point of view of 
adopted modern legislation. In the event of a change in legislation, the ideal ontology will need to be upgraded to ensure 
that the agent is operational. The perspective directions of future authors’ work is the forming the ideal ontology, which 
contains all the clauses, which are necessary for signing the contract, and realization of the intelligent agent for support of 
decision making on probable harm legal rule, international laws, and conventions for computer crimes programs protection 
on the basis of the developed method of activity of intelligent agent for support of decision making on computer programs 
protection. 
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