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Abstract

As directly attributed to the COVID-19 pandemic, there is mass migration of human activities to online platforms.
Most organizations also adopted the work-from-home (WFH) model in an attempt to reduce human physical
interactions. Concomitantly, according to industry experts, cyber-attacks in form of phishing, ransomware, malware,
and Distributed Denial of Service (DDos) are increasing. People are the weakest cyber security link in organizations
through their obliviousness to risky data management and security practices. WFH model provides flexibility and
increased employee productivity. However, increased online activity has widened the attack surface for cyber-
criminals. This study, therefore, explores WFH benefits and drawbacks and further proposes a WFH cyber-security
initiative with four elements: Comprehensive WFH cyber-security policy, Organization owned and managed ICT
infrastructure, Security Education, Training, and Awareness Programs, and Technical solutions. This initiative is
essential for prevention and mitigation of cyber-attacks by organizations as WFH culture is unlikely to change in the
future.
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1. Introduction

The COVID-19 pandemic has changed the way we live and work. It has led to a mass migration of human activities
to online platforms. By moving to an online environment, organizations worldwide implement the WFH business
model that increases attack vectors and risks to the internal data [1]. The percentage of workers around the world
that is permanently working from home is expected to rise as productivity increases during the COVID-19
pandemic, according to a survey from Enterprise Technology Research [2]. In most scenarios, this implies the
requirement of employees to use their personal devices and home networks, which are mostly not secured by nature
and lack the required industrial standard security measures [1].

Security is boundless; it permeates everything in the organization [3]. WFH employees tend to develop security
amnesia, abandoning routine office security practices, such as forwarding suspicious Emails, to the IT Department
[4]. The management has an increased responsibility to set expectations about how they are managing information
security risks in the WFH environments, leveraging new policies and technologies and empowering their employees
[2]. Businesses need to provide more realistic solutions and provide employees with more rights, which indirectly
imply more potential security issues [1].
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According to Hakak, Khan, Imran, Choo and Shoaib, cyber security during the pandemic is a concerning issue on
account of the emerging cyber-threats and security incidents targeting vulnerable people and systems globally [5].
Human error is attributed as the primary threat to companies’ data security, and most IT teams lack true visibility of

this employee vulnerability exacerbated by the remoteness of employees and lack of adequate cyber security
planning for teleworkers [4].

Need for the study

From the onset of COVID-19, cyber criminals have carried out social engineering attacks themed around the
pandemic to distribute various malware packages [6].

In March 2020, a security researcher at Reason Labs, Shai Alfasi, revealed that cybercriminals were using fake
COVID-19 spread maps to access personal data stored in user’s web browsers [7].

According to the 2020 Europol Report [8], cybercriminals also seek to exploit an increasing number of attack
vectors as a greater number of employers adopt the WFH model and allow remote connections to their systems.

Critical infrastructures have also been attacked, for instance, in March 2020, there was a cyber-attack on Brno
University Hospital in the Czech Republic. This forced a shutdown of its entire IT network; this also affected its two
other branches, the Children's and Maternity Hospitals [6].

Medical centers and public institutions are being targeted by cybercriminals for ransomware attacks since they are
overwhelmed with the health crisis and cannot afford to be locked out of their systems; the criminals believe they
are likely to pay the ransom [6].

Thousands of new sites related to COVID-19 are created daily to carry out spam campaigns, phishing, spreading
malware or to compromise servers [8,9,10].

With the increasing number of countries encouraging citizens to stay, learn or work from home, the focus on cyber
security is therefore more demanding. Our main research question is therefore: what cyber security initiative can be
developed in a WFH model? The initial hypothesis is that the pandemic and resulting massive shift to the WFH
model startled most organizations and, therefore, cyber security initiatives and programs (or lack thereof) need to be
up to speed in the evolving technological world.

The general aim of this study is to develop a WFH cybersecurity initiative built on the basic principles of security
practices of ensuring confidentiality, integrity and availability. The specific objectives are to identify the benefits
and drawbacks of the WFH business model. These will help to inform on the status of WFH models and culminate
into the proposed WFH cybersecurity initiative. The enterprise-wide WFH cyber security initiative is essential in
prevention and mitigation of cyber threats and attacks as the WFH culture is unlikely to change in the foreseeable
future.

For this study the following definitions are provided:

Phishing is a form of social engineering attack that is typically delivered in the form of an email, chat, or website
that has been designed to impersonate a real system, person, or organization. Phishing messages are crafted to
deliver a sense of urgency or fear with the end goal of capturing an end user’s sensitive data.

Malware refers to malicious software that is delivered over a network to infect, steal sensitive data or perform any
other action as defined by the attacker.

Cyber security is the application of technologies, processes and controls to protect data, systems, and networks from
cyber-attacks.

Ransomware is a type of malware that encrypts files and renders them unusable; the attackers then demand a ransom
in exchange for decryption of the files.

DDos (Distributed Denial of Service) attack is a type of cyber security attack where multiple systems are used to
maliciously flood a targeted network, server or service with requests, consequently rendering services unavailable to
the authorized users.
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WFH cyber security initiative acts as an essential and coordinated foundation for the cyber security strategy which
emphasizes cooperation among different departments so as to manage the organization’s security as a whole.

2. The WFH Model

Remote work is a way of life for many businesses across the globe. SAF [11] reports that the opportunity to see
productivity and workforce satisfaction increase encouraged many employers to maintain either partial or fully
remote workforces. When workplaces around the world were forced to close due to the COVID-19 pandemic, it
became apparent that numerous jobs could be done remotely, and once employers got past the initial growing pains
of getting employees the needed equipment and adjusted to flexible schedules, the WFH model became the norm in
organizations [4,5,12]. With vaccination numbers rising and lifting of restrictions, some employers are working with
their staff to either let them stay remote or institute a hybrid WFH model which works by splitting people into
remote and on-site teams or by letting people work remotely a set number of days per week [12]. There are several
benefits and drawbacks to the WFH model.

2.1 Benefits and drawbacks of the WFH model
Benefits of WFH

e Expanded talent pool: people from anywhere in the world and in any time zone can be hired to fill roles as
they will work remotely [12]. This expands an employer’s talent pool, making them more likely to attract
and retain top talent.

e Lower operation costs for the organizations: fewer people in the office, means lower utility bills as less
energy and resources are used, this can also benefit the environment.

e Employees also save money: remote workers can save on car maintenance costs and parking charges.

e Remote work prioritizes a flexible schedule and employee productivity offering a better balance between
professional and personal responsibilities without having to follow the 9-5 pm schedule.

e Remote work eliminates long commuting times which lowers stress levels of the employees hence jobs are
done effectively.

e Choice of work environment: WFH employees can customize their workspaces for maximum comfort.

e WFH makes employment manageable and easier for people living with disabilities and those who cannot
work during the regular hours to earn a living. They can take breaks when and how they need to without
worrying what their supervisor will think.

Drawbacks of WFH

e |t is difficult to separate professional life from personal obligations like caring for children or additional
chores when working from home and also, family members may have a hard time respecting the boundaries
of remote workers and this creates distractions. Irwin [13] reports that when an employee takes their mind
off work, they become less attentive to minor details; perhaps, they will in a rush send emails to the wrong
or unintended recipient, or file confidential documents in the wrong section. This should be a major
concern for organizations, for the reason that tired or unmotivated employees are liable to make careless
work errors or poor decisions that threaten security of sensitive information.

e Online work increases cyber security risks [3]. Without office security protections such as firewalls and
with the increased reliance on technology, there is increased vulnerability to cyber-attacks while employees
WFH [5]. Also, many employees are using their personal devices for two-factor authentication, and with
the proliferation of mobile application versions of Instant Messaging (IM) clients, such as Teams and
Zoom, the blurred lines between personal and professional life increases [6]. The risk that sensitive
information will fall into insecure environments is heightened.

e Lack of resources to buy computers, office equipment or a fast internet connection needed while working
from home.

e Perception issues: Employees designated on-site might feel like they are doing more because they are
physically working and they might begrudge other employees who have the flexibility of working remotely
[12]. Also, remote employees might feel less seen in the workplace because they miss out on side
conversations and other interactions and this makes them feel disregarded for promotion opportunities,
especially if management is always on-site.
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2.2 Proposed Enterprise-wide WFH cyber security initiative

According to SAF [11], cyber security prevention measures can save businesses up to $1.4 million per attack.
CISO’s 2020 Benchmark Report [14], shows that organizations are struggling to manage remote workers’ use of
phones and other mobile devices when it comes to cyber security.

Another threat that remote workers face is the possibility of attackers sending phishing emails. These are scams
designed to fool people into handing over your details or downloading a malicious attachment containing a malware
[14]. Cyber-attacks are especially risky during the pandemic, with attackers taking advantage of the uncertainty
surrounding the pandemic.

However, despite being distracted, remote workers might actually spend more time working, likely a result of either
overcompensating for the flexibility that is afforded to them, or their temptation to put in a few extra hours in their
spare time given the accessibility of the work environment. With no need to commute into the office, it is easy to
stay late or log in again in the evening or on weekends. According to Irwin [13] putting in extra hours makes the
person susceptible to critical mistakes such as saving a document in the wrong location that will undo all the good
work previously achieved.

There is increasing public awareness of data privacy and growing regulatory pressure around data protection [3].
Brand reputation is the second-most impacted business area after operations following a cyber-attack. It is important
to plan to recognize, respond to and recover from cyber-attacks as employees WFH. Therefore, this study proposes
an enterprise wide WFH cyber security initiative that employs tools for recognizing security attacks, responding to
the security attacks and guiding the organization in recovering from the effects of the security attacks as shown in
figure 1 below:

WFH cyber security initiative

Fig. 1 Proposed WFH cyber security initiative

2.2.1 A Comprehensive WFH cyber security policy

Brand reputation is easily affected by a security breach [14]. Therefore, organizations must strive to prevent security
breaches from occurring in the first place. Any organization with employees working from home must create a
remote working policy to manage cyber security risks. This includes guidance on storing devices securely, creating
and maintaining strong passwords, and an acceptable use policy for visiting websites that are not work-related.

Security leaders who establish clear security outcome objectives are less likely to experience cyber fatigue [3].
Organizations should explain the technical solutions implemented to protect sensitive data and how employees can
comply [13]. For example, application of two-factor authentication to any third-party service used by employees.

The remote working policy should also address risks that come with employees handling sensitive information in
public places such as restaurants, where opportunistic cyber criminals can lie in wait without drawing attention and
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when employees lose their laptops or paperwork. This comprehensive WFH security policy can aid the organization
to develop a strong organizational WFH cyber-security culture.

2.2.2 Organization owned and managed ICT infrastructure:

Fast Internet connections ensure that organizations can have round the clock access to all the details of operations
and projects. Networks are vulnerable to attacks such as interception, eavesdropping, jamming, and physical
infrastructure attacks. Latest technology tools must therefore be installed by the organization to secure information
and critical assets. For instance, the adoption of cloud security tools and ability to remotely monitor physical
security is critical to an organization.

The provision of organization-owned devices rather than allowing employees to use personal devices is essential.
The organization owned devices must be subject to remote access security controls such as multi-factor
authentication, which mitigates risk of unauthorized access. This allows the IT team to control the security measures
in place, monitor malicious activities and access points from potential hackers.

Also, necessary tools such as anti-malware software and up-to-date applications should be in place to defend against
the potential cyber security risks. Most security incidents are caused by an unpatched vulnerability [14]. The
organization should also provide mobile devices and craft a mobile device management solution to take control of
lost or stolen devices.

The organization must provide and manage network infrastructure for its employees as they work from home. For
instance, cabling such as fiber optic, twisted pair or coaxial cables. Fiber optic technology is the backbone of the
most sophisticated security systems globally, and are used to protect nuclear weapons storage sites, power stations
and data centers [15]. It is preferable as it provides several benefits: greater bandwidths, low attenuation rates and
faster data transfer speeds [15]. It is also immune to electromagnetic interference, as it transmits signals using pulses
of light which makes it a strong and secure strategy.

Non-physical or wireless infrastructure must also be provided and managed by the organization. These include
provisions for satellite security mechanisms, adoption of Wi-Fi and WiMAX (Worldwide Interoperability for
Microwave Access) standards and security mechanisms, and remedies for Wi-Fi vulnerabilities.

2.2.3 Security education, training and awareness (SETA) programs:

People are considered the weakest link in many security systems; therefore, developing cyber security awareness
among users by means of constant training is important to reduce the risks of cyber-attacks on an organization.
Social engineering, ransomware and malware are the most commonly cited breaches [3]. Ransomware is responsible
for causing the most destructive amount of downtime. Social engineering is the extraction of critical information or
breach of security through psychological manipulation by the attacker [4,11]. Conversations with an employee can
compromise data security, but it can also protect it [11]. Workforce training reduces the likelihood of human error as
it helps the employees spot signs of potential social engineering attempts. It is critical to strengthen WFH security to
prevent costly attacks that affect profit, brand reputation and data privacy [11].

Also, employees should be instructed on vigilance and precautionary measures when using public networks, such as
in coffee shops or other organization’s workspaces. The ability to isolate a hacker’s breach to a single device allows
faster response to threats. SETA programs also promote a strong organizational WFH cybersecurity culture. Every
employee regardless of their role or location must understand that they each have a responsibility in maintaining
information security and that security is not just a function of the IT team.

2.2.4 Technical Solutions:

These include the techniques that ensure data is protected from any threats and risks as employees work from home.
These include:
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Data Loss Prevention (DLP) plans and software

This is essential for detecting potential data breaches and preventing them by monitoring, detecting and blocking
sensitive data while in use, motion and at rest. A DLP plan is a robust defensive plan that can tighten preventative
security measures, backup valuable data, isolate potential attacks from the main network and react swiftly to active
threats and data breaches [11]. These plans should be disseminated to all employees so that everyone is on the same
page regarding appropriate digital behavior, potential risks and how to react if they see something suspicious occurs.
DLP strategies can be set in place to preserve data in the event of a disaster. These plans work to prioritize data,
learn risks, closely monitor data movement and ensure that backups are regularly implemented to swiftly restore
order back to the business [11].

Virtual Private Networks

VPN can be used to keep malicious activity that could threaten private information isolated at the source. VPN is an
encrypted communication channel between two points on the Internet to protect the data that is sent and received. A
VPN provides two aspects of security: confidentiality and integrity, and allows organizations to extend security
policies to remote workers [1].

Extra Security for cloud based systems

Businesses are utilizing cloud-based systems more with WFH employees. Cloud-based systems that provide extra
layers of data security should be adopted. Also, cloud collaboration tools should only be accessed on secure,
company-based devices and all files securely stored in the cloud system. The IT team must ensure regular updates
are being maintained on all software and technology, as unpatched technology leaves a door open for hackers. These
will improve the reliability of the cloud system’s security. External network security with remote access for security
of cloud-based systems and VPNs should be part of the WFH security strategy.

Password protocols

Security protocols for passwords must be established and adhered to; like random character strings, use of symbols,
letters and numbers, timeframe for password updates and reusing old passwords for account access. If an
employee’s personal account information becomes compromised such as due to poor password protocols, an
entryway into the business’s secure network, servers and data can be created that can wreak havoc in no time [11].
Multi-factor authentication and session locking mechanisms can also be integrated to detect suspicious traffic and
activity within the network and deter unauthorized access and modification by attackers infiltrating the system.

Intrusion Detection System and Security Incident and Event Management tools

Pranggono and Arabo [1] suggest the use of two essential components in detecting malicious behavior that can
compromise the security and trust of a network; an intrusion detection system (IDS) and security incident and event
management (SIEM) tools. The IDS usually monitors the network or a system for any malicious activity or
violations of organizational policy such as on information access and modification. IDS utilize anomaly detection,
stateful protocol analysis, signature matching or a combination of all three techniques to probe incoming cyber-
attacks [1]. Due to its ability to detect zero-day attacks more accurately, Al-based anomaly detection IDS is growing
in popularity to detect cyber-attacks [1]. A zero-day attack exploits a software vulnerability that the developer may
not be aware of.

SIEM is a software solution that aggregates and analyzes activity from many different resources across the entire IT
infrastructure of an organization [16]. SIEM collects security data from network devices, servers, domain
controllers, and stores, normalizes, aggregates, and applies analytics to that data to discover trends, detect threats,
and enable organizations to investigate any alerts [16]. SIEM software combines tools and services that provide a
holistic view of security information management and security event management. This provides a real-time
analysis of security alerts generated by applications and the network hardware in an organization. The SIEM
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software matches these events against rules and analytic engines to detect and analyze advanced information and
network security threats using comprehensively gathered intelligence. This gives the IT security team an
understanding of their IT environment through provision of data analysis, correlation of security events and
incidents, reporting and log management.

Other technical solutions include firewalls, cryptographic solutions such as encryption etc.
3 Conclusion

The outbreak of the COVID-19 pandemic and social distancing have led to unprecedented employment losses, as
well as severe disruptions to work and commuting habits [17]. When employees WFH, they do not apply the same
security on their home networks as in the office setup and at the same time the organizations rarely deploy the right
technologies and policies that ensure data security for the employees who work from home. Protecting the
organization from being victimized by hackers and social engineers must be the responsibility of each and every
employee, regardless of location [4,6,11,17]. Anyone can be exploited, from professionals, technicians, vendors and
consultants; however, employees who WFH are the most isolated and vulnerable. It is therefore imperative that
organizations adopt and maintain this proposed WFH cyber security initiative. It can be challenging to implement
and maintain this WFH cyber security initiative but this can be countered by outsourcing special IT expert teams
whose focus is to provide exceptional managed IT services, solutions and support, to detach stress and worry from
IT security implementation. This allows the business to focus on the success and growth of their businesses,
knowing that the special team stands behind them as their partner against cyber threats.

Further research

This study proposes a general cyber security initiative for WFH model. Further research should be carried out on the
different types of industries that have adopted the WFH model and how cyber security initiatives can be tailored for
specific roles within these industries such as transport, 1T, telecommunications etc. Also, as the management usually
provides a focus and sense of direction for an organization, further research should explore WFH management
practices (or lack thereof) that ensure achievement of cyber security in an organization.
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