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Abstract— Internet of Things (IoT) is a platform where connected physical devices (smart devices) can share data with other devices over a 

network. Cybercrime investigators face numerous challenges since the Internet of things (IoT) services and devices rapidly increase that lead to 
many challenges in terms of security. As the number of connected IoT devices increase, they become easy target for attackers who exploit 
vulnerabilities to run malicious, especially distributed denial-of-service (DDoS) attacks. Therefore, implementation the current digital forensics 
technique and procedures for identify data and analyzing evidences do not fit with the IoT environment, due to the complexity, diversity, and 
heterogeneity of IoT devices and ecosystems. Many researchers have introduced different solutions for enhancing the current digital forensic 
investigation process that can be applied to fully fit with the IoT-based investigations. However, still there are some gaps that digital forensic 
investigators need to deal with like acquisition and analysis of IOT data due to lack forensic tools and methods. Overall this paper presents the 
current state-of-the-art work on IoT forensics, also identifying the IoT forensics challenges and future directions. 

 
Index Terms— Internet of things; IoT Forensic; Digital Forensic Investigation; Cybercrime 

I. INTRODUCTION 

The internet of things (IoT) considered as an ecosystem that contains many physical smart objects that 
embedded with sensors, software, actuators and network connectivity using different protocols like ZigBee, 
Z-Wave, Bluetooth or custom radio frequencies protocols for exchanging data and provide environments 
with smart services to the users [1]. The IoT enables connected heterogeneous devices to be communicate 
together, which allow the IoT to connect billions of things in an effective way [1]. It was estimated that 50 
billion IoT devices will be networked by 2020 [1]. According to Gartner, 25% of cyber-attacks will target 
IoT devices by 2020 [3]. The interactions with IoT devices generate a large amount of data that can be a 
main target for attackers to launch malicious activities against IoT devices to steal valuable data [3]. In 
2016 the first Distributed Denial of Service (DDoS) attacks were launched from IoT devices that were 
infected with the Mirai botnet [4][19] . Cyber-criminal designed Botnet, which consists of infected 
connected devices to gain unauthorized access where criminals able to remotely manage and sending the 
Distributed Denial of Service (DDoS) attacks, or other types of malicious attacks [5]. The attacks have 
targeted companies as Dyn DNS (Domain Name Service), Amazon, Twitter and Netflix, mainly targeted 
(IoT) devices such as routers, digital video recorders (DVRs) and IP-cameras [5]. These kinds of IoT 
security incidents may cause network downtime for long period that may cost companies both financially 
and reputation. A study by the HP reported that 84% who use IoT have already experienced cyber security 
breach, and 93% of executives expect cyber-attacks will target IoT devices in the future [6]. Thus, effective 
digital forensic techniques is required in order to response to these criminals’ attacks that threats the IoT 
environment. Beside this section, the paper is divided in to the following sections. Section 2 will explicate 
the current forensics challenges within IoT domain.  Section 3 will shed the light on the state-of-the-art 
studies efforts on forensic investigations in the IoT environment, section 4 will elaborate challenges that 
IoT digital forensic face in this domain and draw a vision in how to overcome. Last, section 5 will conclude 
this paper.  
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II. TRADITIONAL DIGITAL FORENSICS PROCESS 

Digital forensics can be defined as a process focusing on identifying the digital evidence, and then 
performing a structured investigation by collecting, examining, analyzing, and reporting the digital 
evidence in order to present it to a court of law [7]. The basic steps of standard forensics investigation 
process can be described with four different stages collection, examination, analysis, and reporting as 
shown in figure 1: [7].  

Fig.1 Digital Forensics Process Model 

 

 

 

 

 

In terms of evidence sources, evidence could be extracted from different sources such as computers, 
mobile devices, servers or gateways. Policies and procedures have been developed on the acquisition and 
analyzing digital evidence involving  investigating computing hardware, including hard drives and storage 
media devices, for extracting data [8]. The forensic investigators are using some specific investigation tools 
such as (Encase and FTK), that can be used for recovering evidence data successfully from collected 
devices [9]. 

III. IOT FORENSICS PROCESS 

In case of IoT forensics, the evidence could be home appliances, cars, tags readers, sensor nodes, medical 
implants in humans or animals, that connected intelligently through some protocols like Radio Frequency 
Identification (RFID), WI-FI, LAN, GPRS [10]. The IoT forensics is a combination of three aspects: device 
level forensics, network forensics, and cloud forensics, which are illustrated in the Figure 2 [11].  

 

           

 

 

 

 

 

Fig.2 IoT Forensics 

Collection Examination 

Reporting Analysis 

IoT 
Application/Servic

  

Cloud Forensic 
Level 

Device Forensic 
Level 

Network 
Forensic Level 

http://www.ijiset.com/


IJISET - International Journal of Innovative Science, Engineering & Technology, Vol. 09 Issue 05, May 2022  

ISSN (Online) 2348 – 7968 | Impact Factor – 6.72 

www.ijiset.com  

176 
 

 
Device level forensics: include physical digital evidences that can be collected from IoT devices like 
memory, graphics, audio, video, Near Field Communication (NFC) and other IoT devices.  
 
Network forensics: including different types of networks used for sending and receiving information 
using IoT devices (home networks, industrial networks, LANs, MANs and WANs), therefore, when 
IoT devices get attacked important data can be collected from network logs and used for digital 
investigation process. 

 
Cloud forensics:  criminals target data that are generated from the IoT devices and IoT networks that 
stored and processed in the cloud. Cloud computing provides various benefits including convenience, 
large capacity, scalability, and on-demand accessibility. 

Unfortunately, the current forensic tools and techniques that used to collect and analyze forensic 
evidences are not applicable after security breach occurs involving an IoT system due to the complexity, 
diversity, and heterogeneity of IoT devices and ecosystems. Therefore, developing an IoT-based 
investigation framework becomes one of the greatest challenges for digital forensic investigators to deal 
with cyber-attacks in IoT environment.  

IV. LITERATURE REVIEW IN THE IOT FORENSIC  

The IoT forensic has become one of the interesting topics to many researchers for finding solutions that 
help to reduce the number of cyber-attacks. Recently, several researchers have been proposed a number of 
solutions to address some challenges that IoT digital forensic faces. This section will present the latest 
related work in IoT digital forensic and identifies the challenges IoT poses to establish digital forensic 
procedures. One of the main challenges is the data acquisition process to begin with [12], Cyber-Trust 
platform was designed for smart home domain to monitor abnormal behavior and attacks against IoT 
devices. The evidentiary data is stored as raw data in an off-chain database, while the hashes and metadata 
of the evidence are stored on the blockchain to ensure the integrity of evidences and also, can be used in a 
court of law. Blockchain become very effective technique to maintain the integrity of data, and to prevent 
any source of attacks against IoT environment. However, still there is no implementing test for accepting 
this model for IoT forensic investigation. 

 [13] presented a theoretical framework to perform and facilitate the acquisition process for IoT-based 
forensic investigations. The Last-on-Scene (LoS) algorithm was proposed to improve the traceability and 
reduces the complications of evidence analyzing. Moreover, an IoT management platform was developed 
for sharing knowledge or experience of IoT digital forensic cases. Sharing forensic knowledge allow 
building new knowledge and awareness about IoT investigation process. However, no framework testing 
has been implemented in real environment to prove its applicability.  

In work introduced by [14], an ecosystem for IoT forensic was proposed for developing the IoT forensic 
data gathering process. However, the ecosystem was incomplete and may need more investigation, this is 
because of the lack tools and professional skills or insufficient documentation. 

Using the existing forensic data acquisition process for analyzing digital evidence may not be applicable 
in some IoT devices, so to solve this issue, [15] presented a fog-based IoT forensic framework (FoBI) that 
using fog computing to effectively search and preserve evidence on an IoT system and also identify the 
cyber- attacks on IoT systems at early stages. However, the study needs to be applied in a fog environment 
to evaluate the capabilities of FoBI framework.  
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A generic Digital Forensic Investigation Framework for Internet of Things (DFIF-IoT) was proposed by 
[16] to support the capabilities of IoT investigative in the future. The framework is a combination of three 
approaches including proactive process, IoT forensics, and the reactive process. The proactive process 
represents the Digital Forensic Readiness (DFR) process that aim to make the IoT environment able to deal 
with IoT security incidents forensically before the attacks occur. On the other hand, the model provides 
three forensic techniques that deal with extracting data evidence from IoT devices (Cloud forensics, 
network forensics and device level forensics). Finally, the reactive process occurs after the incidents are 
identified, it is a process of digital forensic investigation process consists of following entities initialization, 
acquisitive, and investigative. Moreover, the framework work with the ISO/IEC 27043: 2015 international 
standard to allow assurance of admissibility in a court of law, further the existing model comparison has 
been performed which proof the effectiveness of the proposed DFIF-IoT framework.  

In a centralized trusted evidence repository in the FAIoT was proposed by [17], which contains two 
modules secure evidence preservation that aims to maintain the evidence repository and secure provenance 
preserves access to ensure the reliability of the evidence.  

A Top-Down Forensic Approach Methodology was proposed by [18]. The approach uses four tier models 
which are (Inception, interaction, reconstruction and protection). The model works based on zone approach 
(internal, middle and external) networks for investigation, to improve the digital forensic investigation 
process by exposing the hidden digital evidence. 

V. IOT FORENSIC CHALLENGES 

From previous section, many researchers proposed several studies related to forensic techniques for 
investigating cyber-attacks in IoT environment, which obviously  still need further improvements.  

As a result, gathering, examining and analyzing data from IoT environment remain a challenge for digital 
forensic investigators and researchers that needed to be addressed, since, applying the IoT digital forensic 
methods are not sufficient to perform a reliable investigation for extracting digital evidences in IoT 
environment. This section will highlight some challenges related to IoT-based forensic investigations 
include the following: 

 Diversity of IoT Devices  

One of the security problems in forensic IoT is dealing with the heterogonous nature of IoT devices 
(smart devices) that handle a huge amount and type of data which can be easy target and vulnerable to 
cyber-attacks. However, traditional digital forensics tools and techniques are not fitting with infrastructure 
of the IoT environment, where the evidences become difficult to be extracted, due to the lack of tools and 
lack of professional skills [20][21]. 

 Data Acquisition 

The next challenge is dealing with recovering data from IoT devices and diverse communication 
protocols, which can be time consuming especially when recovering large volumes of digital evidence, 
particularly in case of cloud computing where data can be distributed over multiple locations [21] [22]. 

 Implementing Testing  

The previous works showed there is no implementing testing in a real environment for accepting the IoT 
forensic investigation, further the models that discussed are based only on a theoretical understanding and 
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framework. Therefore, implementing the proposed framework and creating the needed testing in a real 
environment to prove its applicability is needed [23]. 

 Complexity of Managing Big Data  

Collecting evidence from a large amount of data that continuously generated from many sources can lead 
to many new challenges including:  

Analyzing logs from different sources can help to identify the sources of attacks. However, the 
investigators find it very challenging to collect large number of data from different IoT devices in a short 
time period, in terms of power, computational resources, and storage capacity [20].  

Due to lack of available tools and methodologies, investigation incidence can be occureed that may lead to 
change the evidence collected, therefore protecting the integrity of digital evidences is needed [24]. 

Privacy has to be considered when collecting data during investigation, since most IoT devices collecting 
all information including personal data [21].  

Identification and retrieving the data in IoT environment still becomes a major challenge, due to lack IoT 
forensic tools and techniques to tracks the data evidence.  

VI. FUTURE DIRECTIONS 

 This section presents IoT forensics future research directions focusing on few points to help enhancing 
the IoT forensic investigation to avoid any potentially vulnerable attack against IoT devices. 
Several frameworks have been proposed for improving the current digital forensic process that can be used 
to fully fit with the IoT-based investigations. However, the current forensic techniques still needs further 
improvements and provide investigators with  skills, training and knowledge necessary to able build such 
IoT forensic framework to tackle the cyber-attacks. Therefore, building an acceptable IoT investigation 
standards is the key to the success of investigations, especially for investigators with limited knowledge of 
the field, who may damage and lose the evidences. Also, the current digital forensic procedures, and tools 
cannot meet the highly heterogeneous and distributed infrastructure of IoT, thus in order to enables real-
time processing, prevent losing evidence, improves data privacy, it is vital to implement testing in a real 
environment to prove its applicability and make it admissible in the court of law [21].  

VII. CONCLUSION  

 As the number of connected internet of things (IoT) devices is increased, the amount of data 
generated by these devices will consequently increase as well, and data become more valuable and easy 
target than before for cyber criminals. It was shown that traditional digital forensic techniques and tools 
may no longer be effective in the IoT system. Many works proposed frameworks for enhancing the existing 
digital forensic model that can be used to fully fit with the IoT-based investigations. However, still there 
are some challenges that complicating the process of forensic investigation, due to the lack tools and 
techniques. Also, it was shown that there is no standardized methodology have been accepted to follow at 
IoT forensic investigation. Finally, future directions have been discussed in order to provide solutions for 
the IoT forensic investigation. 
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