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Abstract:  Blockchain is a growing list of linked blocks. It is a paradigm-shifting technology 
that has emerged over the past decade. Which is based on peer-to-peer communication 
technology, network theory, and cryptography. This is a cryptographic method for data 
protection with overlapping data distribution method. Encryption is commonly used to ensure 
privacy and confidentiality of the IIoT data. Commonly the encrypted data is stored in the 
cloud and the keys are directly stored, their exist security and privacy risk. These problems 
are overcome by Shamir’s Threshold Cryptography approach that utilizes Blockchain 
(STCChain).In this paper proposed a Shamir threshold cryptography scheme for data 
protection using blockchain with Overlapping Data Distribution. Blockchain stores the whole 
list of transactions, so that the number of transaction increases storage space also increases 
.So that changing the storage concept by using Overlapping Data Distribution. STCChain 
solves the security and privacy issues of key also overlapping data distribution method reduce 
the overlapping data distribution storage requirement.. 
 
Index Terms—blockchain, cryptography, overlapping data distribution, IIoT, Shamir’s Threshold 
Cryptography, STCChain. 
 
1 .INTRODUCTION: 

Commerce on the Internet has come to rely relatively exclusively on financial institutions 
serving as trusted third parties to process electronic payments. While the system works well 
enough for most transactions, it still suffers from the inherent weaknesses of the trust based 
model . The blockchain technique, which is a distributed solution of the trust problem without 
any third party, is a promising substitution . Blockchain as the name indicates, a chain of 
blocks that contains information. The blocks consist of valid transactions, a timestamp and a 
hash pointer as a link to the previous block in the chain. Each transaction in the public ledger 
need to be verified by participants with consensual majority. Blockchain is a distributed 
database of records or public ledger of all time stamped transactions saved in all computers in 
one peer-to-peer network. This is a growing list of linked blocks.  
     Data sensed, collected and disseminated by the IIoT devices are generally stored and 
processed in the cloud. To minimize the risk of data leakage , protective measures such as 
data encryption are used . Such approaches generally require the data encryption/decryption 
key to be stored and/or managed directly by users or by a centralized third-party institution. 
There are some limitations exist. In this project use the Shamir’s Threshold Cryptography in 
blockchain (STCChain) with overlapping data distribution. The key is encrypted then 
dividing into parts by using Shamir’s Threshold Cryptography. The parts are stored in 
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blockchain . The blockchain stores the whole list of transactions. As the number of 
transaction increases blockchain size also increases. To reduce the storage requirement use 
the overlapping data distribution. It is a method to divide the whole blockchain of 
transactions into some non-overlapping shards and make multiple copies of them. Then, 
distribute these shards uniformly across the nodes in the network. STCChain can effectively 
prevent attackers from stealing data as well as ensuring the security of the encryption key. 
 
2 .RELATED WORKS 
Literature survey is done for specified papers which are essential to know the existing 
techniques their significance and limitations. It also includes various supporting papers for 
the proposed technique and their advantages .The Industrial Internet of Things is a system 
composed of networked smart objects, network physical assets, related general information 
technology, and, in some settings, cloud or edge computing platforms that support various 
processes and services in an industrial environment .In this section, we briefly review several 
related studies on IIoT data encryption and existing blockchainbased approaches and 
Methods for reducing storage in blockchain . In [1],A. Bahga et al. proposed Internet of 
Things (IoT) are being adopted for industrial and manufacturing applications such as 
manufacturing automation, remote machine diagnostics, health management of industrial 
machines and supply chain management. Cloud Based Manufacturing is a recent on-demand 
model of manufacturing in IoT technologies. In this discussed a decentralized, peer-to-peer 
platform called BPIIoT for Industrial Internet of Things based on the Block chain technology. 
The BPIIoT platform enables a marketplace of manufacturing services where the machines 
have their own Blockchain accounts and the users are able to provision and transact with the 
machines directly to avail manufacturing services. In [2],L. Tan et al.proposed IIoT is a 
typical infrastructure of a smart city. Due to the limited storage and computing capabilities of 
industrial IoT devices, the data sensed and collected by these devices is usually stored in the 
cloud, and encryption is usually used to ensure the privacy and confidentiality of sensitive 
data in the cloud. However, since the keys used for data encryption and decryption are 
usually difficult to manage, it is easy to cause security and privacy issues. To this end, this is 
a blockchain-based IIoT data protection scheme. In this scheme prevent the loss of the private 
key and the disclosure of privacy, use the Shamir secret sharing algorithm to split and encrypt 
the private key, and publish it on the blockchain.  

 

Figure 2.1: Current IIoT data storage model. 
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The above figure 2.1 is current IIoT data storage model. The limitations associated with the 
local storage of keys include single point of failure or attack and loss of data or service access 
if the local storage medium is corrupted (unless there is a backup copy of the key on another 
storage medium). If the keys are stored and managed by a trusted third-party center (e.g., 
certificate management organization (CA)), then we must trust the trusted third-party center 
to do the right thing and not leak the key. In [3], N. Kumar et al.proposed IIoT data in the 
cloud server achieve cost saving and collaboration .This is a secure channel free 
certificateless searchable public key encryption with multiple keywords (SCF-MCLPEKS) 
scheme for IIoT deployment. Then demonstrate the security of the scheme in the random 
oracle model against two types of adversaries, where one adversary is given the power to 
choose a random public key instead of the user’s public key and another adversary is allowed 
to learn the system master key. In presence of these types of adversaries, evaluated the 
performance of this scheme and demonstrate that it achieves (computational) efficiency with 
low communication cost. In [4], Y. Zhang et al.proposed a privacy-preserving and pairing-
free multi-recipient CLKS scheme for cloud-assisted IIoTs. This scheme has the following 
merits: (1) supporting multi-recipient keyword search function; (2) requiring no costly 
bilinear pairing operations; (3) providing resistance against keyword guessing attacks. The 
performance 3 comparison and analysis demonstrate that it is more efficient than the existing 
CLKS schemes and is appropriate for the cloud-assisted IIoTs. 

          In [5],M. Dai et al. proposed a low-storage Blockchain(BC) system that employs 
network coding theory to divide the transaction data into multiple blocks and then stores the 
blocks at different nodes. This can realize distributed storage (DS) by recovering the 
transaction data through network coding (NC).This scheme have two kinds of NCbased DS, 
one is deterministic rate (NC-DRDS) and the other is rateless (NC-RLDS), to deal with a 
fixed and variable number of blockchain nodes.In [6],A. Dorri et al. proposed Memory 
Optimized and Flexible BC (MOF-BC)allows the user to summarize or remove part of the 
“aged” BC transactions. This eventually reduces the ability to perform a public audit, as some 
of the information is eventually erased.MOF-BC that empowers users and Service Providers 
(SPs) to remove a previously stored transaction or reduce its size by summarizing 
transactions or aging the data in transactions. The user/SP may decide to offload the 
associated overheads for optimizing BC memory to the network using Network-Initiated 
Memory Optimization (NIMO). To encourage users/SPs to employ memory optimization, 
MOF-BC offers flexible transaction fees and rewards. In [7] , R.K .Raman is first introduced 
the idea of distributed storage blockchain (DSB) .The blockchain transaction block is first 
encrypted and then stored at different nodes (together with the encryption key) using a secret-
sharing scheme. In this way, the storage of a blockchain is reduced significantly In [8],D. 
Mechkaros et al.proposed a secret-sharing scheme is proposed to reduce the size of the 
blockchain transactions. Each transaction block is divided into t parts, and the size of each 
part is 1/t size of transaction block.Use the secret-sharing mechanism to share t parts into n 
shares. Hence, each node stores not one transaction but one share in the blockchain system. 
Also reduce the storage cost of a blockchain transaction by 1/t without introducing an 
additional recovery communication cost.This scheme is more efficient and secure compared 
to other existing schemes that aim to reduce BC storage for industrial big data.  
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3. BLOCKCHAIN TECHNOLOGY 

3.1 BLOCKCHAIN  
 
Blockchain is a paradigm-shifting technology that has emerged over the past decade, which is 
based on peer-to-peer communication technology, network theory, and cryptography . In a 
traditional centralized database model, the central server stores every transaction record, 
which can be disastrous if the central server is being attacked. In contrast, blockchain 
technology is a distributed solution without any third-party trust problem.Since every node in 
the blockchain network keeps a copy of the public ledger, it is possible to audit the 
transactions locally without referring to a centralized authority .Blockchain diagram[9] 
shown in Figure 3.1. 
 

 

Figure 3.1: Blockchain 

Therefore, blockchain can also be viewed as a distributed ledger system, which 
eliminates the disadvantage of a traditional centralized database model .However, the 
storage cost in blockchain is huge , which is one of the factors currently limiting the 
widespread adoption of blockchain technology. Since each node needs to store the 
public ledger locally, the storage cost of an entire blockchain network grows quadratic 
ally .Blockchain is an emerging technology that promises many exciting applications in 
various fields, including financial, medical, energy, and logistics management. How- 
ever, there are still some limitations in the existing blockchain framework that prevents 
its widespread adoption in the commercial world. One important limitation is the stor- 
age requirement. Therefore ,need to change the storage concept in blockchain. 

         The transactions are time stamped and bundled into blocks where each block is 
identified by its cryptographic hash. The blocks form a linear sequence where each 
block references the hash of the previous block, forming a chain of blocks called the 
Blockchain. A Blockchain is maintained by a network of nodes and every node exe- 
cutes and records the same transactions. The Blockchain is replicated among the nodes in the 
Blockchain network. Any node in the network can read the transactions. 
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3.1.1 How does blockchain works? 

 
The process of completing the transactions in blockchain is presented in Figure 3.2. 
When someone requests a transaction or two parties exchange data, that can be digitally 
described; the requested transaction is broadcast to peer-to-peer network consisting of 
computers called nodes. This network of nodes validates the transaction and the status of the 
user using known algorithms. 

        The transaction can be verified immediately or can be transcribed securely in a list of 
pending transactions. Blocks in the chain are identified by a hash and each block contains a 
group of transactions and a header which is a reference to the hash of the previous block. This 
list of linked blocks creates an interdependent and secure chain. A block need to be validated, 
in order to be added into a blockchain. When a block is verified, it is distributed through the 
network, i.e., added to the existing chain. Then the transaction is completed, and it is 
recorded in a public ledger. 
 

 

Figure 3.2: Working of a blockchain 
 
 
3.1.2 Blockchain size 
 
Blockchain is a shared distributed database, which can be agreed upon a peer-to-peer 
network. It contains a connected sequence of blocks, holding time stamped transactions. 
The confidence is based on the security provided by the public-key cryptography and 
verified by the network community. Once a block is appended to the blockchain, it 
cannot be changed. This feature makes the blockchain unchangeable. As we mention 
above, each node stores all transactions. This means that as the number of transactions 
increases the storage space and cost rapidly grows. 
 
     In Figure 3.3 the total size of all block headers and transactions in Bitcoin blockchain 
over the last year is given. Blockchain is a distributed ledger system that requires each 
participating node to store a copy of ledger for the transaction records. Every time a 
transaction block is created, it is first verified by the neighbouring nodes and then goes 
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through the consensus (mining) process. This transaction block is then added to the 
ledger, where in each block is related to the previous block through a chain of hash val- 
ues. This data structure suffers from scalability issue, as the storage room required to 
keep the entire ledger is growing quadratic-ally when the number of blockchain nodes 
increases. 

 

Figure 3.3: Blockchain size 
 

4. SHAMIR’S SECRET SHARING 
 
Adi Shamir introduced the concept of secret sharing through a (k, n) threshold scheme. His 
model was based on polynomials. The concept of Shamir’s secret-sharing scheme is to 
distribute a secret S to a group of n participants, so that each participant receives one share of 
the secret. Knowledge of any k or more shares makes S easy to compute, but less than k 
shares do not reconstruct the secret message S. This scheme has two phases Secret 
distribution and Secret reconstruction. 

 
Figure 4.1: Secret Sharing between n participants 
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4.1 SECRET DISTRIBUTION 
The concept of Shamir’s secret-sharing scheme is to distribute a secret S to a group of 
n participants, so that each participant receives one share of the secret. In order to share 
the message S, a random (k–1)-degree polynomial he secret message S is the constant 
term, i.e., Any k or more shares required to recovery 

f(x)= 𝑎𝑎0 + 𝑎𝑎1𝑥𝑥 + ⋯ . . +𝑎𝑎𝑘−1𝑥𝑥𝑘−1(4.1) 

 
S=f(0)= 𝑎𝑎0(4.2) 

 

coefficients 𝑎𝑎0,𝑎𝑎1, … . .𝑎𝑎𝑘−1 are randomly chosen coefficients from a finite field 
Fp.where p is prime number; the secret message S is the constant term. The n points (shares) 
(i, f(i)) for different values of i (for instance i = 1,2,. . . , n) together with the 
prime p, are given to n participants (nodes) . 
 
         Figure 4.2 shows an example of Shamir’s (3, 6) secret sharing, which can be adopted by 
blockchain. In this sharing scheme, each block is stored in a distributed manner among all 
nodes. 

 
Figure 4.2: Optional (3, 6) Shamir secret sharing 

 

4.2 SECRET RECONSTRUCTION 

 
Any k or more shares are required to recovery of the secret data .For every participant obtains 
one point (i, f(i)) and with any subset of k of these points, the coefficients of the polynomial 
can be find using interpolation. Legrange basis polynomials is used to the data recovery 
process.Knowledge of any k or more shares makes S easy to compute, but less than k shares 
do not reconstruct the secret message S.. Shamir’s (k, n) secret sharing scheme has the 
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several advantages. Some of them are: 1) For fixed k, we can dynamically add or delete 
pieces without changing the other pieces; 2) We can easy to improve the security without 
changing the secret, constructing only new shares for the participants, keeping the same 
polynomial constant term; 3)If the hierarchy of partici-pants is important, we can give a 
different number of pieces to participants according 
to their level in the hierarchy. 

 5. STCCHAIN WITH OVERLAPPING DATA DISTRIBUTION 
 
 5.1 STCChain 
 
Shamir’s Threshold Cryptography approach that utilizes blockChain (STCChain)for key data 
protection.That is STCChain[12] is a combination of blockchain and shamir’s secret sharing 
scheme. STCChain is a new threshold encryption and protection scheme for critical data 
based on blockchain. The current IIoT data storage model still has the following two 
problems: 
 • Problem 1. edgeD storage has limited computing power, and it is difficult to encrypt data 
autonomously. Generally, the encryption method is composed of a symmetric and an 
asymmetric key. However, even if symmetric key encryption can provide a lightweight 
solution for edgeD, due to the low capacity and low performance of edgeD, autonomous 
encryption is very difficult.  
•Problem 2. Centralized key storage is vulnerable to attacks. On the one hand, malicious CA 
administrators could illegally use edgeD encryption and decryption data keys, thereby 
stealing edgeD data and causing privacy leakage. On the other hand, an attacker could attack 
the CA key database and steal edgeD data, thereby destroying data confidentiality and 
privacy. In addition, edgeD stores the key locally,which is prone to single point of failure and 
privacy leakage.STCChain provide solution for the two limitations of encryption/decryption 
key protection mentioned above. 

  
Figure 5.1: STCChain architecture 

 
The STCChain model is shown in Figure 3.1, including the following five entities: 
(1)EdgeG: Edge gateway, which is responsible for processing the data uploaded by edgeD. 
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(2) BC: Blockchain, which is open, transparent, tamper proof, and irreversible. It is the same 
as the distributed database, and we use it as a key storage database for STCChain. (3) Cloud: 
Cloud storage, which provides identity authentication for DU and non-real- time data storage 
for EdgeG. Cloud verifies the identity of the DU and returns eDataID to the user.  
(4)DU: Data users, if DU obtains encrypted data from Cloud and collects a sufficient number 
of key fragments from BC, the data can be decrypted.  
(5) F H: If the holder of the key fragment of eDataID verifies the identity of the DU, he or 
she will send his or her owner key fragment to DU. 
 
The overall process is as follows:  
Step 1. edgeD uploads the data to EdgeG. After EdgeG receives the data, EdgeG generates 
eDataID, uses ksm (the symmetric key generated by EdgeG) to encrypt the data, encrypts 
ksm by SKpub (public key in the asymmetric key SK generated by EdgeG) and uploads the 
encrypted data to Cloud. Finally, EdgeG uses the SSS algorithm to split the decryption key 
SKpri (private key of SK) to obtain n key fragments. 
Step 2. A smart contract is used to publish key distribution transactions; that is, each key 
fragment is encrypted with each F H’s public key and then published to BC for storage. 
Step 3. Cloud uploads eDataID and the encrypted data to Cloud. If DU wants to access 
resources, first, DU sends an access request to the Cloud, Cloud verifies DU, and then 
eDataID is returned to DU. Next, DU initiates a private key transaction to BC, triggering 
BC to send a transaction reminder to F Hi(i = 1, 2, ..., n). Each FHi verifies and then 
uses a smart contract to publish the key fragment transaction to BC, where each key 
fragment uses DU’s public key for encryption to ensure privacy. Finally, DU collects 
a sufficient number of key fragments . 
 
5.2 Overlapping Data Distribution 
In this project STCChain uses the overlapping data distribution method[13].Blockchain has a 
limitation ,that it stores the whole list of transactions .So that the number of transaction 
increases the storage requirement and blockchain size also increases . Overlapping Data 
Distribution is a method to divide the whole blockchain of transactions into some non-
overlapping shards and make multiple copies of them. Then, distribute these shards uniformly 
across the nodes in the network.Theoretically this approach not only improves the storage 
requirement but also ensures the integrity of the data in blockchain in case of node failures. 
To reduce the amount of storage needed in the network,using overlapping data distribution 
method. 
 

 
Figure 5.2: Blockchain network before using data sharding 

 

http://www.ijiset.com/


IJISET - International Journal of Innovative Science, Engineering & Technology, Vol. 09 Issue 07, July 2022  

ISSN (Online) 2348 – 7968 | Impact Factor – 6.72 

www.ijiset.com  

44 
 

Storage Problem[14] is the main problem in a blockchain network, public or private. In a 
blockchain network, each node stores one copy of the entire blockchain. If the number of 
existing blocks is high enough, the required storage to store the whole blockchain can get 

very large. For example, the Bitcoin network takes up around 242 GB of space as of 
September 2019 [15] and this number is continually increasing by around 0.1 GB per day. 
Estimations say that Bitcoin blockchain will take up around 40 TB in 20 years from now. 
This will put outrageous load on required storage at each node. Things can get equally bad 

for private blockchains with large number of block. In BC Without using any data sharding, 
each node in the blockchain network needs to store the entire chain of blocks as displayed in 
Fig. 3.2 Here, the total storage requirement is  m∗B  when m denotes the number of nodes in 
the network and B denotes the blockchain size. First, gather information about the number of 
nodes or make estimation if needed. Then divide the blockchain into some non-overlapping 
shards after making multiple copies of the blockchain to ensure fault tolerance. Then, put a 

certain number of shards at each node in the network and thereby reduce the amount of 
storage needed. In this process, we also make sure to provide fault tolerance by having 

multiple copies of a shard across the nodes in the network. Mathematical analysis shows 

  
 

Figure 5.3: Dividing the blockchain into shards 

 
that,this method can not only reduce the storage requirement greatly but also ensure fault 
tolerance based on the selected parameters. To ensure fault tolerance, we need to make sure 
that there are multiple copies of a block in the network. Thus, we need to  make a number of 
copies (n) of the initial blockchain first. This number should go up there we expect more fault 
tolerance from a system. The replication technique for n = 3 is shown in Fig.5.3. 
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 Let us consider that we generate k shards from each copy of a blockchain. This will leave us 
with a total of n ∗ k shards in the system (3k in the example). Now, we have to distribute 

these n ∗ k shards across m nodes. Let us consider that we put p shards at each of the m nodes 

to use up all the n ∗ k shards. Figure 5.4 shows the distribution process. 

 

Figure 5.4: After distributing shards to nodes with overlap 
 

for p = 3. As we place n ∗ k shards at m nodes with each node containing p shards, we can 
say that the following relation holds: 

n ∗ k = m∗ p     (5.1) 

     Collect or estimate the value of m and take input the possible values of n, p. Then, we 
calculate k and create the shards that we need to distribute. We keep distributing these shards 
as long we have them available. For the last node, we just assign all the remaining shards 
there. 

6. RESULT AND DISCUSSION 

 In this section, analyse the result of STCChain with overlapping data distribution. STCChain 
decentralizes decryption key and uses the SSS algorithm to split key into n shares (t is the 
threshold). Assuming that DU has collected at least t correct key fragments, the decryption 
key can be reconstructed. The DU passes the identity verification and holds at least t correct 
key fragments, the key can be successfully reconstructed, and the data can be successfully 
decrypted; if the DU passes the identity verification but the number of correct key fragments 
held is less than t, the key cannot be reconstructed, and the decryption fails. If the DU fails to 
pass the identity verification, the key fragment cannot be obtained, and even if she or he 
obtains the encrypted data, the decryption will fail due to lack of a decryption key. The 
overlapping data distribution method used to reduce the storage requirement of BC. 
Mathematical analysis shows that, this method can not only reduce the storage requirement 
greatly but also ensure fault tolerance based on the selected parameters. 
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       This project’s worked in python platform .BC is produced and that is used to store data. 
The key processed by SSS algorithm. Overlapping data distribution method is also used to 
reduce the storage requirement. 

 Python: Python is a high-level, interpreted, general-purpose programming language. Its 
design philosophy emphasizes code readability with the use of significant indentation. Python 
is dynamically-typed and garbage-collected. Here we are using the python 3.864 version.  

Blockchain: First import hash library .That is sha256 algorithm is used to produce the hash 
values. Preparing blocks, each blocks contains data, previous hash value and it’s own hash 
value. Generate the genesis block, which is the first block that doesn’t contain any 
information. The output of the blockchain in python program is shown in figure 6.1.The 
genesis block does not contain any data. The second block ,third block and fourth block 
contains the transaction details clearly. 

 

Figure 6.1: Blockchain output 

 SSS: Shamir’s secret sharing algorithm is implemented in the python.In sharing scheme 
setting the values of threshold value (t) is 3,and the total number of shares(n) is 5. Also 
setting the secret. Phase I: Generation of shares by using polynomial. Phase II: Secret 
Reconstruction, Picking t shares randomly for reconstruction. Combining shares: when the 
minimum number of shares can produce the secret. Finally reconstruct secret. The output of 
SSS algorithm in python program is shown in below.  

 

Figure 6.2: SSS output 
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Figure 6.2: SSS output From figure 6.2 ,it clearly shows that the original secret is 1234.There 
five shares are produced. The minimum number of shares is 3,which is needed to the 
reconstruction of scret .Output of SSS algorithm with less than minimum number of shares(t) 
is given in figure 6.3.The output less than t shares cannot produce the original original secret. 
Here two shares are combined, which less than t. 

 

Figure 6.3: SSS output  

6.1 STCCHAIN  

The blockchain is added to the SSS process we get the STCChain. The blockchain is produced for the 
data storage. The secret is dividing into parts by using SSS algorithm. Then the parts are stored in BC. 
For the reconstruction of the secret minimum number of shares are used. The output of STCChain 
shown in figure6.4.Secret is shared and stored in blocks. The original secret is 39331,four shares are 
produced. The shares are stored in blocks.  

 

Figure 6.4: STCChain output (secret,shares, blocks) 

Reconstruction of original secret cant possible with less than ’t’ shares. That is here t is 3 and only 2 
shares are provided. So that these shares can’t produce the private key(original secret) without error. 
The output of recovered private key is error is given in fgure 6.5.  
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Figure 6.5: STCChain output(less than t shares) 

         Reconstruction is also correct with  ’t’ shares. That is here t is 3.So that three shares can produce 
the private key(original secret) without error. The output of recovered private key is given in fgure 
6.6.   

 

 

Figure 6.6: STCChain output (with t shares) 

6.2 STCChain with overlapping data distribution 

STCChain with overlapping data distribution provides the high security and protect the 
secret. The STCChain is added with overlapping data distribution ,reduce the storage 
requirement in the blockchain.The main problem in a BC is the storage requirement.BC 
stores whole list of transactions, so the storage space increases.In blockchain nodes are the 
connected computers ,during transaction loss is minimum .That is high storage requirement is 
needed.In this method divide the whole blockchain into some shards where each shard can 
contain one or more blocks from the blockchain. Here we consider the division into 
parts.Taking the multiple copies then, we distribute the shards across the nodes in the 
blockchain network.So that reduce the storage This approach not only improves the storage 
requirement but also ensures the integrity of the data in blockchain in case of node 
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failures.Dividing the blockchain into parts is no easy job. We need to make sure that we keep 
one block in one shard only. However, one shard can contain many blocks . 

       The figure 6.7 is output of STCChain with overlapping data distribution.Original secret 
is 39331.Four shares are produced.Multiple copies are produced for the fault tolerance. First, 
gather information about the number of nodes or make estimation if needed. 

 

Figure 6.7: STCChain with overlapping data distribution(1) 

 

multiple copies of the blockchain to ensure fault tolerance. Then, put a certain number of 
shards at each node in the network and thereby reduce the amount of storage. The figure 6.8 
is the output of the program. The overlapping method is added in the blockchain python 
program. Same main program is used. As i mentioned earlier reconstruction is correct with ’t’ 
shares. That is here t is 2.So that two shares can produce the private key(original secret) 
without error. Also reconstruction of original secret can’t possible with less than ’t’ shares. 
That is here t is 2 and only lesser shares are provided. So that these shares can’t produce the 
private key(original secret) without error. The data on the blockchain is always increasing 
and so is the number of blocks. We use a dynamic method for adding these new blocks to the 
already existing shards which will be easier to explain with a real example. Let us consider 
that we are allowing 10 blocks per shard. We already have 80 blocks in the system and thus 8 
shards in total. Now, when a new block arrives, we need a new shard. So, we will create a 
new shard and mark this shard as the shard in use. Initially, this shard will have 9 empty slots 
which will be filled up by later blocks. Once a new shard is created, it is given to a certain 
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Figure 6.8: STCChain with overlapping data distribution(2) 

number of nodes in the system. To determine which nodes will get the new shard, we use 
simple round-robin method. Our method was easier to use in private blockchains because of 
the prior knowledge on the number of nodes in the system. However, in case of public 
blockchains, we need to make an assumption on the number of nodes. In our opinion, there is 
not exact value of number of shards, shards per node, and copies of each shard that will 
produce the best results for all systems. 

CONCLUSION 

 The blockchain technique which is a distributed solution of the trust problem without any 
third party, is a promising substitution. Moreover, blockchain is a shared database, and the 
data or information stored in it are characterized as ”unforgettable”, ”remain trace”, 
”traceable”, ”open and transparent” and ”collectively maintained”, so it can transform 
industries by enabling anonymous and trustful transactions in a decentralized and trustless 
environment. We propose a threshold encryption protection scheme for data protection based 
on blockchain: STCChain solves the security and privacy issues caused when the key used 
for data encryption and decryption is directly stored and managed by users or third-party 
organizations. The experimental results show that STCChain with overlapping data 
distribution can not only effectively prevent attackers from stealing data illegally but also 
protect the privacy of keys. Overlapping data distribution method reduce the storage 
requirement in blockchain. 

FUTURE WORKS  

•Implementation of the proposed scheme in a real-world IIoT setting 

 •Implementing distributed data storing mechanisms in private blockchain framework 
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